If you plan to use security-group filtering on your GPOs to any large degree, | highly recommend that
you use a tool that supports Resultant Set of Policy (RSoP) calculations, such as FAZAM 2000 from
FullArmor Corp. (http://www.fullarmor.com). Such tools make troubleshooting these kinds of
scenarios simpler by providing you with information about what the RSoP is for a particular user on a
particular computer in a particular OU.

Using GPO Functionality

In this section, I’'m going to drill into using some key aspects of GPOs. In particular, the
Administrative Template policy, Software Installation, Folder Redirection, and Security Settings
features warrant further discussion. Each policy section has its own quirks and configuration
options. So it’s useful to describe how you can use each one in situations that you’re likely to
encounter in your own environment.

Administrative Template Policy

Administrative Template policy was born out of NT 4.0 system policy. As discussed in Chapters
1 and 2, Administrative Template policy lets you set HKEY_LOCAL_MACHINE and
HKEY_CURRENT_USER Registry values using the familiar .adm template files, which are
stored in the GPT for each GPO. In Chapter 1, I also mentioned the difference between
preferences and policies as well as the benefits that policies provide by their lack of tattooing of
the Registry. In this section, I’ll walk through setting, and techniques for effectively editing,
Administrative Template policy.

To begin with, let’s set up some Administrative Template policy. I’'m going to open a Group
Policy snap-in focused on my Finance OU, called Finance GPO. Let’s suppose I’'m setting
Administrative Template policy on a per-user basis. Expand User Configuration|Administrative
Templates, as shown in Figure 3.17.

g Group Policy i i =10 x|
J&ctiu:un Wig H@-I|||@ |

Tree | Policy | Sett
E Finance GPC [servera, mycompany. (Cwindows Components

E@ Computer Configuration (Cstart Menu & Taskbar

¢ -] Software Settings [Apeskop

|:| windows Settings [[Aeantral Panel
: (-7 Administrative Templates [CAmetwark
E@ User Configuration |:|S\,-'stem

D Software Settings

-] Windows Settings

EB | dministrative Templates
|:| Windows Components
----- (2 Start Menu & Taskbar

[ Deskkop

-2 Control Panel

|:| Metwork,

-2 System

« i mliE | B
| | |
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Figure 3.17: Viewing user-based Administrative Template policy.

In this section, I’'m going to set some common desktop lockdown policies. To do this, I need to
drill down into Windows Components|Windows Explorer. The policies available under this node
include restrictions such as Remove “Map Network Drive”, “Disconnect Network Drive,” and
Prevent Access to Drives from My Computer. To set a particular policy, I double-click that
policy item in the right-hand pane of the Group Policy snap-in.

All Administrative Template policy takes a form very similar to that shown in Figure 3.18.

Remove "Map Network Drive" and "Di 2] x]

Folicy | Explain |

@ Remaove "Map Metwark Drive'' and "Disconnect Metwork Drive!

&+ Not Configured
" Enabled
" Disabled

Frevious Policy | MHext Policy |

0K I Cancel | Apply

Figure 3.18: Viewing a typical policy setting in Administrative Templates policy.

This dialog box gives me three options for the policy—Not Configured, Enabled, and Disabled.
As described in Chapter 1, these settings ignore, set, and de-select this policy item. This dialog
box also contains an Explain tab. This is a new feature in Win2K Administrative Templates, and
it provides a detailed explanation of what a policy setting does. The Explain text, as well as the
Registry key and value behind the policy setting, are stored in the .adm file(s) that are part of this
GPO’s GPT, as discussed in Chapter 2.

After you’ve set a number of policy items, there’s no easy way to see where all policy has been
set in a GPO. To get around this, Microsoft provides the Show Configured Policies Only
command on the Group Policy snap-in View menu. Choosing this command displays only those
Administrative Template policies that have a value other than Not Configured. This is illustrated
in Figure 3.19, where only policy defined in the Windows Components|Windows Explorer
section has been set on this GPO.
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=] Windaws Companents

Figure 3.19: Viewing only Administrative Template policy that has been set.

If you’ve modified or defined your own custom .adm files, you must load them into the GPO
using the Group Policy snap-in tool. Specifically, if you right-click the word Administrative
Templates on either the User or the Computer configuration nodes, then choose Add/Remove
Templates from the context menu, you’ll be presented with the Add/Remove Templates dialog
box, shown in Figure 3.20.

Add/Remove Templates E ﬂil

Current Paolicy Templates:

Mame | Size | Modified |
7] cont F2KE 12471939 4:00 A
|s#] irvetres 109KE  12/7/1999 4:00 AM
|a8] system 7IZKE  12/7/1999 4:00 &M
|#] wmp KE 20442001 11:25 FM

Add... Remove

O

Figure 3.20: Viewing the Add/Remove Templates dialog box in Administrative Templates policy.

From here, you can add your new or modified .adm file to the GPO. Because .adm files are
stored in individual GPOs, if you want the .adm file to be used across multiple GPOs, you’ll
need to repeat this loading operation on each GPO. (Or you can make the change on one GPO
that you’ve designated to hold your .adm changes, then link to it from multiple containers.)
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If you click Add in the Add/Remove Templates dialog box shown in Figure 3.20, the familiar
Open dialog box appears, focused on the %systemroot%\inf folder on the computer where the
GP snap-in tool is running. This folder typically contains the default .adm files shipped by
Microsoft in Win2K. (If your .adm file is stored in a different folder, you can, of course, point to
it.)When you select the appropriate .adm file and click Open, the file is automatically copied to
the ADM folder in the GPT defined for that GPO (as described in Chapter 2). The .adm file is
now part of the GPT, and the source file that you copied it from remains separate and
independent.

If you have to make a change to the original .adm file, you need to edit the copy that is now in
the GPT in the ADM folder. Or you must edit your local copy, remove the template file from the
GPO, then add it again using the new version.

While it’s impossible in the space of this book to define all of the policy items available in the
default .adm files shipped for use by Administrative Template policy, Table 3.1 attempts to
present the major categories of Administrative Template policy and their purposes. This table
includes both policies and “preferences,” as I defined them in Chapter

This Policy Provides Policy For This

Computer & User Configuration|Windows Per-machine and per-user settings for the
Components|NetMeeting NetMeeting conferencing Application. For
example, this policy allows you to disable the
whiteboard or chat features in NetMeeting for
users subject to this policy.

Computer & User Configuration|Windows Per-machine and per-user settings for Internet
Components|Internet Explorer Explorer. This policy includes items that let you
lock down IE, such as preventing users from
changing security-zone policy and accessing
certain tabs on the IE Internet Options page.
This policy section provides complementary IE
controls to the Internet Explorer Maintenance
policy node in a GPO.

Computer & User Configuration|Windows Per-machine and per-user settings for the Task
Components|Task Scheduler Scheduler. Both computer and user settings
are identical, and they let you control things like
users’ ability to create scheduled tasks or
delete existing tasks.

Computer & User Configuration|Windows Per-machine and per-user settings that let you
Components|Windows Installer control the behavior of the Windows Installer
engine. On the per-machine side, you can set
policy such as enabling Windows Installer
logging or disabling the Installer engine
altogether. On the per-user side, you can
control behavior such as application rollback
(when an installation fails) and whether the
Installer engine can escalate a user’s privilege
level doring installation.

User Configuration|Windows Setting a number of Explorer user interface (Ul)
Components|Windows Explorer locks on a per-user basis only. For example,
included in this policy section are lockdowns
such as hiding particular drives in My
Computer and removing the Map Network
Drive and Disconnect Network Drive options
from Explorer.
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This Policy

Provides Policy For This

User Configuration|Windows
Components|Microsoft Management
Console

On a per-user basis, which MMC snap-ins
users can load; also, whether users can enter
MMC Author mode from a pre-defined MMC
console tool.

Computer & User Configuration|System

Per-machine and per-user settings for
miscellaneous system lockdowns. For
example, under the per-machine policy section,
you can disable the CD-ROM autoplay feature
and remove the Welcome screen at logon.
Similarly, on the per-user side, you can disable
Registry-editing tools and specify only a
particular list of applications that a user can
run.

Computer Configuration|System|Logon

Controlling behavior at logon, including
whether logon and startup scripts run
synchronously; also, what constitutes a slow
network connection for roaming user profile
download behavior.

User Configuration|System|Logon/Logoff

Similar restrictions to the previous per-machine
logon policy. Also adds restrictions that let you
remove certain options from the Start menu,
like Log Off, and certain elements from the Citrl-
Alt-Del dialog box, such as the Task Manager.

Computer Configuration|System|Disk
Quotas

Per-machine policy that lets you set disk quota
behavior, such as whether to enable disk
quotas, whether to enforce them, and how to
warn the user if they’re exceeded.

Computer Configuration|System|DNS
Client

Per-machine policy that lets you specify a
DNS-suffix search order on machines that are
subject to this GPO. A suffix search order is
used if you have DNS subdomains on your
network that you want to search when trying to
resolve unqualified host names.

Computer & User
Configuration|System|Group Policy

Per-machine and per-user policy that lets you
control the behavior of GPO processing. On a
per-machine basis, this policy lets you specify
whether a particular CSE can process GPOs in
the background (when supported), how
frequently background processing occurs, and
whether to process a GPO if it hasn’'t changed.
(The default behavior is to not process GPOs
that haven’t changed.) In addition, per-machine
and per-user settings determine when a slow
network connection is detected and how that
affects GPO processing. In some cases, like
FoldefRedirection and Software Installation,
those CSEs don’t run when a slow network is
detected.

Computer Configuration|System|Windows
File Protection

Per-machine policy that lets you control the
behavior of Windows File Protection (WFP).
For example, you can control how often WFP
scans critical files for changes and how big a
cache should be allocated to store the correct
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This Policy Provides Policy For This

versions of system files should the current
copies get corrupted.

Computer & User Per-machine and per-user policy that lets you
Configuration|Network|Offline Files control the behavior of the Offline Files and
Folders feature in Win2K. Lets you set policy to
disable use of offline folders altogether, force
synchronization of offline files at logoff, and set
event logging on offline files and folders.

Policies in the User and Computer
Configuration sections in the GPO are
duplicated, and in most cases, the Computer
Configuration policy overrides the User
Configuration policy. For more information
about this, see the Explain text for a policy.

Computer & User Per-machine and per-user policy related to the
Configuration|Network|Network and Dial-up | Internet Connection Sharing (ICS) feature and
Connections to the use of Remote Access Service (RAS).

The per-machine policy lets you disable ICS for
computers subject to this policy. The per-user
policy lets you control what users can do with
LAN and RAS connections.

Computer Configuration|Printers Per-machine policy that lets you control how
printer objects are published, browsed, and
located in AD. This policy is used in
conjunction with AD sites and location
information on subnets to let your users locate
printers based on the site they belong to.

User Configuration|Start Menu & Taskbar Per-user policy that lets you control all aspects
of the Start menu. Included in this policy
section are, among others, settings for
removing the Run, Search, and Help dialog
boxes from the Start menu as well as forcing
personalized menus on or off.

User Configuration|Desktop (includes Per-user policy that controls the behavior of the
Active Desktop and AD policies as well) user’s Desktop and Active Desktop features, if
enabled. The Active Directory folder in this
policy lets you set the behavior of the AD
Search dialog box that can be opened from the
Start menu. Examples of user desktop policy
include removing all icons from the desktop
and removing the My Network Places and
Internet Explorer icons from the desktop.

User Configuration|Control Panel Per-user policy that lets you hide the Control
Panel, or specific applets in the Control Panel,
from the user.

User Configuration|Control Per-user policy that lets you control the
Panel|Add/Remove Programs behavior of the Add/Remove Programs
interface, including the ability to prevent the
user from searching outside your organization
for new applications and updates. You can also
hide the Add/Remove Programs option
altogether, effectively disabling the applet.
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This Policy Provides Policy For This

User Configuration|Control Panel|Display Per-user policy that lets you control the options
available in the Display applet (a Control
Panel), including screen saver and background
bitmap settings. You can also hide the tabs on
the Display applet (for example, Settings,
Background, and so on) to prevent users from
modifying those settings.

User Configuration|Control Panel|Printers Per-user policy that let you disallow users from
adding printers. This policy also includes a neat
feature that lets you specify a Web site where
users can find lists of available printers on your
network. If you enable this feature, it's an
option added to the Add Printer wizard (choose
Start>Settings>Printers).

User Configuration|Control Panel|Regional | Per-user policy that lets you restrict which
Options languages a user can use.

Table 3.1: Administrative Template policies and their purposes.

As you explore the various Administrative Template policies that ship out of the box, you’ll
notice that quite a few policies overlap each other. The way to work around this is to carefully
read the text on the Explain tab accompanying each policy item. In a lot of cases, the Explain
text will point out other similar policy and let you know which take priority.

Software Installation

The Software Installation feature in Group Policy is, as I mentioned in Chapter 1, a way of
distributing software by leveraging the Windows Installer engine that comes with Win2K. In this
section, I’ll walk through the process for deploying an application using this feature.

To leverage Software Installation your applications need to be packaged using the Windows
Installer packaging format (that is, .msi files). The exception to this rule is that you can publish
applications for individual users to the Add/Remove Programs Control Panel applet using a setup
description file called Zero Administration Packaging (ZAP).

A .zap file is a text file that can be referenced by Software Installation to install an application
that doesn’t use the .msi packaging format. However, applications published in this manner don’t
accrue some of the benefits of .msi packaged applications. For example, you can’t install .zap
files using the escalated privilege feature, and they don’t provide the life-cycle management
features that the Windows Installer engine provides. Listing 3.2 shows an example of the format
of a .zap file.

[ Appl i cati on]
Fri endl yName

“ABC App 1.0" O
Set upCommand = “p:\abc_app\ set up. exe”
Di spl ayVersion = 1.0

Publ i sher = ABC Software Inc.

URL=ht t p: // abcsof t war e. com
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[ ext]
ABC=

Listing 3.2: Viewing the format of a Zero Administration Packaging (ZAP) file.

In this listing, I’ve simply created a text file that lets me call the old-style setup application called
setup.exe for an application called ABC App. In this file, the FriendlyName and SetupCommand
key-value pairs are required fields, but the others aren’t. The additional information will simply
appear in the application information field in the Add/Remove Programs Control Panel applet
when the application is published. The [ext] tag lets you associate a particular file extension with
this published application.

In this example, if the user double-clicked a file with a .abc extension and the ABC App was not
installed, it’d be automatically “faulted —in” and installed on the computer. The Software
Installation feature lets you gain some of the benefits of “managed” applications without having
to immediately repackage your application using the .msi format. Now that I’ve introduced the
exception—.zap files—I’1l talk about using .msi packaged applications to leverage the Software
Installation feature in Group Policy.

For more information on the Windows Installer technology, check out Chapter 3 of The Definitive
Guide to Windows 2000 Administration at http://www.realtimepublishers.com. The site also contains
links to other books that go into more detail about this technology.

Suppose I have a .msi package that I want to assign to users subject to a GPO that I’ve defined.
My first step is to make that .msi package accessible to all users who might be installing it. In a
Win2K AD environment, you can accomplish this in a number of ways. For example, you can
put the package on a server share that is universally accessible to all of your users. This might be
a good approach in a small network, but it could become a performance issue if you have
hundreds of users installing the application across a worldwide network.

Alternatively, you can use Win2K’s fault-tolerant Distributed File System (Dfs) to create a
replicated share point across your AD infrastructure. In this case, the application setup package is
placed under a fault-tolerant Dfs root and replicated across servers on your network that house
replicas of that root. This approach is commonly used in conjunction with the Software
Installation feature; the read-only nature of application setup packages lend themselves well to
using Dfs.

For more information on Dfs, read Chapter 5 of The Definitive Guide to Windows 2000 Administration
by Sean Daily and Darren Mar-Elia (Realtimepublishers.com). You'll find a link to this book at
http://www.realtimepublishers.com.

Lets assume that I’ve created my fault-tolerant Dfs root and have copied my .msi-based
application setup packages to a Dfs folder. Now T’m going to walk through the process of
assigning that application to a set of users using GPO-based Software Installation.

The first step is to open the Group Policy MMC snap-in, focused on the GPO you’re interested in
editing. Next, drill down into Computer Configuration|Software Settings|Software Installation.
Right-click the Software Installation node, then choose the option on the context menu for
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creating a new package. The familiar Open dialog box appears and lets you locate your .msi
package.

Here it’s important to enter a relative path to your .msi package rather than an absolute one.
That’s because the user processing the GPO needs to be able to find the package anywhere on
your network. So don’t use a drive letter designation (for example, d:\apps\mysetup.msi).
Instead, use a relative path, ideally pointing to your Dfs share (such as
\\mycompany.com\dfsroot\appsetups\outlook2000\setup.msi).Once you click Open, the Deploy
Software dialog box opens, where you can choose Published, Assigned, or Advanced Published
or Assigned (see Figure 3.21).

Deploy Software ﬂﬂ

Select deployment method:

" Assigned

" advanced published or assigned

Select thiz option to Publish the application without modifications.

k. I Cancel

Figure 3.21: Viewing the options available when deploying a new application in Software
Installation.

Unless I know that I want to make absolutely no customizations to my package deployment, I
choose Advanced Published or Assigned. Then the Properties dialog box opens, shown in Figure
3.22.
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k. I Cancel

Figure 3.22: Viewing the Advanced Published or Assigned options in Software Installation.

The functionality provided by the six pages in this dialog box is described in Table 3.2

This Page Does This

General Provides basic overview information about the application name, version, and
publisher.

Deployment Lets you choose the type of deployment (Published or Assigned), deployment

options, and Ul verbosity. Under Deployment Options, if you choose to publish the
application, you can also choose to have it install itself based on any file
extensions that are associated with it. In addition, a check box indicates that if the
GPO no longer applies to the user, you need to uninstall the application.

You also have an option to prevent the application from appearing in the
Add/Remove Programs Control Panel applet. This might be useful if you only
want to assign the application using GPO, without giving the user the option to
install it manually. You can also specify that, when the setup runs, it should show
the user a basic or maximum Ul. A basic Ul shows minimal progress and
requires no user interaction. If the package is coded to support it, the maximum
Ul presents the user with the full setup Ul, including prompts that the user must
respond to.

Clicking Advanced on this tajydisplays the Advanced Deployment Options dialog
box, shown in Figure 3.23. In this page, you can indicate that you want to ignore
whatever language preferences may have been specified during setup. You can
also specify that any instances of this application that were not installed by GPO
should be removed. Note that this feature works only if the product code (shown
in the Advanced Diagnostic Information section) for both the GPO-deployed

application and the non-GPO-deployed application is identical. If it isn’t, for

whatever reason, Software Installation will simply install the application on top of
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This Page Does This

existing installations.

This page also includes some advanced diagnostic information on the package
being deployed, including its product code (derived from the .msi package), a
deployment count (which in my experience doesn’t work), and the path in the
GPT to the application assignment script (.aas file) that is generated when the
package is deployed.

Upgrades This page lets you set up upgrade relationships between the application that
you’re deploying and older versions of the application that were previously
deployed using this GPO. Note that when you set up an upgrade relationship
between, for example, ABC application v1.0 and ABC application v2.0, any users
(or computers) that installed v1.0 will automatically receive v2.0. An upgrade
package is different from a setup package in that it assumes that the 1.0 version
has already been installed. Generally speaking, upgrade packages only update
key files and registrations as needed. So if you set up an upgrade relationship
between two versions of an application, it's important that the original version of
the application remain available for users who haven't yet installed it. In that
case, v1.0 will be installed, then v2.0 will be installed on top of it.

If the new version of your software isn’t a true upgrade to the previously
deployed version, the best approach may be to remove the previously installed
version (described below) and then republish or reassign the new version.

Categories Categories let you define a way of grouping applications that appear in the
Add/Remove Programs Control Panel applet. (They were described in Chapters
1 and 2.) Categories must be defined ahead of time before they can be selected
from this page. To define categories, simply right-click the Software Installation
node in a GPO in your domain. Choose Properties from the context menu, and
you'll see the Software Installation Properties dialog box, shown in Figure 3.24.
This dialog box presents some default options for Software Installation. If you
click the Categories tab, you can define new categories, which will then become
visible on the Categories page of your new package installation process.

Modifications This tab lets you associate Windows Installer package transform files (.mst files)
with a given setup. Transform files are custom modifications that you can
perform on a default .msi setup package. Typical transform operations include
choosing particular features to install in an application, changing the default
installation folder for an application, or having an application install in Run from
Network mode.

Security Presents the familiar ACL editor interface. The Security tab gives you the ability
to assign permissions on individual applications in a GPO. | mentioned earlier in
this chapter that you can assign permissions on a whole GPO to filter the
processing of that GPO to a particular group of users or computers. Well, you
can actually filter the installation of particular applications by modifying the
permissions shown in this dialog box. For a user or computer to “see” an
application that has been deployed using GPO, that user or computer must be a
member of a group that has Read permission on the application. By default,
Authenticated Users has Read permission on any application that is deployed
using Software Installation. However, you can remove this ACE (just as we did
above in “Using Security Grqups to Filter the Processing of GPOs”) and grant
Read permissions to subsets of user or machine groups. This gives you a very
fine-grained control over who receives which applications, even in a single GPO.
However, when it comes time to troubleshoot problems, this also increases the
complexity of the GPO by an order of magnitude.

Table 3.2: Software Installation page options and their functions.
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Deployment Count: 0

Script hame: Ssmpcompany. com® Spgoll mycompany, com'
Policiesh
{7EDE9BC2-36BF-49CC-0508-6262992256E O Llsert,
Applicationst
{5895CB04-EAD 4-4070-B218-7B523F 1DE5E1 ) aas

OF. I Cancel

Figure 3.23: Viewing the advanced options available on the Deployment page in Software
Installation.

Software installation Properties 2

General | File Extenzions  Categories

Categories for mycompant. com

Productivity Apps
Itilities

Fodify. . | Remove |

0k | Cancel | Apply

Figure 3.24: Viewing the Categories page of the Software Installation Properties dialog box, where
you can create Software Installation categories.
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I’ve talked about how you can install a new application using Software Installation, but how
about if you’re ready to retire an application? Well, it’s just as easy to remove a previously
installed application. In the GPO snap-in, right-click the application that you want to remove.
Choose All Tasks from the context menu, then choose Remove from the submenu. The Remove
Software dialog box will appear, shown in Figure 3.25.

Remove Software e |

Select removal method:

&+ |mmediately uninstall the software from users and
computers

 allow users to continue ta use the software, but prevent

new inztallations
K I Cancel

Figure 3.25: Viewing the options for removing a previously deployed application.

This figure shows two options. Either you can remove the application and have it uninstalled
from all users and computers who received it, or you can simply leave it on the computers of
those users who previously installed it and prevent any future installs. In either case, the
application is no longer listed in the GPO and is no longer available for installation. There is also
a Re-deploy Application command on the All Tasks submenu. This command tells the GPO to
trigger a new installation on any computers or users who are subject to this GPO as though it
were the first time the application was being deployed.

The Re-deploy Application option is useful if you’ve changed one or two files in an application
setup and don’t want to have to repackage it or set up an upgrade relationship between the old
and the new versions. By re-deploying the application, the “patched” application is re-installed,
and your new files are distributed to all users of the application. This approach is different from
the one used by Windows Installer patch files, which are actually separate file packages with a
specific purpose and relationship to the original .msi file. Folder Redirection

The Folder Redirection feature in Group Policy is an enhanced version of what was available in
NT 4.0 system policy. Keep in mind that Folder Redirection is a user-specific policy only—it has
no relevance for computers. Also, if the workstation processing a GPO detects a slow network
link, Folder Redirection it isn’t processed. Folder Redirection lets you control the following user-
profile-based folders:

e Application Data
e Desktop
e My Documents (and My Pictures in My ODocuments)

e Start Menu

Folder Redirection supports two types of redirection—basic and advanced. In basic redirection,
you specify a server share to which you want to redirect the selected user profile folder. Users
who process the GPO are then redirected to that single server share. This approach works best

FULLARMOR © 2001 Realtimepublishers.com, Inc. Qeammepublishers.cnm"



when you’re redirecting parts of the user profile, such as the Start Menu, to read only data that
you want all users to see.

Setting Up Advanced Folder Redirection

The advanced redirection option allows you to specify a different server share, one that is
conditional on the user’s group membership. Figure 3.26 shows an example of how you might
set up advanced folder redirection.

My Documents Properties ﬂﬂ
Target | Settingsl
ﬁ, 'ou can specify the location of the My Documents folder.
Setting: I.-’-‘u:lvanced - Specify locations for warious user groups j

Thiz folder will be redirected to different locations bazed on the security
group memberghip of the uzers,
An example target path iz YheerverisharehEuzername.

— Security Group Memberzhip

| | Path

PaMNTfinance users Shzerverathomehlinance uze b
PAMY accounting uzers  Yhaerverabhomeaccounting usershEusern.

0k I Cancel | Apply |

Figure 3.26: Using Advanced Folder Redirection in a GPO.

As the figure shows, I've redirected the My Documents folder to two different shares—
\\servera\home\finance users\%username% and \\servera\home\accounting users\%username%o—
based on membership in the Finance Users and Accounting Users groups.

# Folder Redirection in Win2K doesn't support using mapped drives or environment variables (other
than %username%) when you specify a path to a server share for redirection. You’ll need to use UNC
paths or local drive letters instead. | suspect this issue will be resolved in future releases of the
product because it represents a step backwards in functionality from NT 4.0 system policy and the
Custom Shared Folders feature.

The options available on the Settings page are shown in Figure 3.27.
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My Documents Properties ; el B

Target  Settings I

ﬁ, Select the redirection settings for My Documents.
W Grant the uzer exclusive rights to My Documents,

v Move the contents of My Documents b the new location.

— Puolicy Remowval

' Leave the falder in the new location when policy is removed.

" Fiedirect the folder back ta the local userprofile location when
policy is removed.

= M Bictures Breferences

% ake My Fictures asubfolder af by Documents.

£ Do not speciy administrative policy for My Bictures.

k. I Cancel Lpply

Figure 3.27: Viewing the Settings options for Folder Redirection.

The Settings page gives you the ability to grant exclusive rights to the folder that is being
redirected. This option is only relevant for My Documents, Application Data, and Desktop
redirection (not Start Menu). However, if you use it, be cautious. It’s really only meant for
folders that are user-specific. For example, if you’re redirecting everyone’s Desktop folder to a
single server share, you wouldn’t want to select this option. This would assign the server share
granting the first user who processed the redirection exclusive rights to the folder. This option
actually changes NTFS file system permissions to enforce the exclusion, so be careful!

The next option tells Folder Redirection that when redirecting a folder for the first time, it should
move any files and subfolders in that folder to the server share that has been specified. This is
generally desirable to do unless you’re sure you don’t want to bring old content along with your
users. However, if you don’t select this option and your users have critical files stored in the user
profile version of their folders, they may not be able to easily retrieve them after redirection
occurs: The folder will be pointing at a server share. You can specify that a folder be left in the
new location or be redirected to the user profile location.. This is an important distinction.
Deleting the GPO or denying the user access to it isn’t the same as removing the folder
redirection policy. To remove Folder Redirection, you actually have to undo folder redirection
policy on this GPO. The next time the user procédses the GPO, it’ll behave as you specified.
Namely, it’ll either leave the folder where it was redirected (for example, a server share) or copy
the contents of the redirected folder back underneath the user profile folder where it belongs.

Take my word for it—removing folder redirection can be complicated. You need to thoroughly
test the process you want to use to undo folder redirection before implementing it, or the
consequences may be very undesirable.
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Security Settings

In this section, I want to make you comfortable with setting security policy in GPOs and
knowing what to expect when you do. To start with, as was indicated in Chapter 2, there is a
relationship between the security settings nodes in a GPO and the security templates on the one
hand and the Security Configuration and Analysis MMC snap-ins that come with Win2K on the
other. GPO security settings simply apply the security templates that you create using these other
tools to many computers at a time. GPOs provide the transport, if you will, for enforcing
organization-wide security policy. You can do it in real time by opening a GPO for editing and
setting the options in it manually. Or you can pre-create a security template that contains all the
settings you need, then import that template into a GPO. It’s the latter process that I want to
describe here.

About Security Templates

To begin with, all Win2K devices come with a standard set of security templates, usually located
in %systemroot%)\security\templates. Figure 3.28 shows an example of these template files.

& C:) WINNT, security’ templates s = |EI|£|
J File Edit Wew Favorikes Tools  Help ‘ﬁ
J ‘= Back + = - | Qhsearch [ Folders  £#History | e 2 % wy | [z~
J.ﬂ.gdress ID W INMT Y security bemplates j Lf'{}GC'
~3 bd = ==
@ L L = _
e palicies basicdc.inf basicsy.inf basicwk.inf  compatws.inf
templates
Select an iten bo view its description, %
See also: hisecde.inf hisecws.inf ocfiless.inf ocfilesw.inf  securedc.inf
My Documents
My Mebwork Places e
by Computer =
securews.inf sebup
security . inf
[12 objects) [2.32 B = 1y Computer 4

Figure 3.28: Viewing the security templates that comeWith Win2K.

These templates are simple text files that use a particular format for specifying each of the
security settings that you see supported in computer-based GPO security (for example, audit
policy, user rights, file system security, and so on). The Security Templates MMC snap-in that
comes with Win2K lets you edit one of these existing template files or create one. In either case,
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if you know the syntax, you can edit these files using a tool like Notepad. However, using the
Security Templates MMC tool is easier and safer.

Let’s suppose I want to create my own security template. It will set a number of audit policy
settings that I want to import into a GPO. To begin with, I’ll load the Security Templates MMC
snap-in. When I open the tool and expand the top-level node, it automatically loads the templates

located on the computer where I’m running the tool into the %systemroot%)\security\templates
folder.

Creating Security Templates

To create a security template, I simply right click the path listed and select New Template. ’'m
prompted to supply a name for my template and some descriptive text. I’ll call this template
Darren’s Audit Policy. Once I’ve created the template, if I expand the folders underneath it, I see
settings very similar to what is available in the computer-specific security settings in a GPO.
Figure 3.29 shows an example of this.

:m Console Root',Security Templates',C:\ WINNT ' Security' Templates’ Darren’s & ol 1 Po i i |Elli|

J Action View  Favarites |J o= | | = | @ ‘
Tree IFavorites | Palicy  / | Computer Setking |
[ Corscle Root = .C\udit account logon events Mot defined
El@ Security Templates = .ﬁ.udit account management Success, Failure
-8 C\WINNT|Security Templs .C\udit directory service access Motk defined
| @ basicde .ﬁ.udit logon events Success, Failure
[+ & basicsy .C\udit object access Success, Failure
| & basicwk Audit policy change Mok defined
[#-| i) compatws .C\udit privilege use Mot defined
B Darren's Audit Policy .C\udit pracess kracking Motk defined
g Account Policies .ﬁ.udit system events Mok defined
=1 =g Local Policies
; Eﬁ Audit Palicy
Iser Rights fis:
F-2g] Security Optior_ |

]ﬁ Ewent Log

f-|_8 Restricted Groups
]--{3 System Services
f-_8 registry

-8 File System

[]---@ DC security -
4] | >

H
H
H
H

Figure 3.29: Creating a custom security template.

As you can see, I’ve drilled down to the Local Policies|Audit Policy section of the template and
selected a number of audit policy settings. Once my changes are made, I save the changes to my
template file by right-clicking the template name and choosing Save from the context menu.
(Template files have a .inf extension.) o

Importing Security Templates into a GPO

Now all I need to do is import my new template into the GPO where I want to enforce my audit
settings. I open the Group Policy snap-in, focused on the GPO I want to edit, then drill down to
Computer Configuration|Windows Settings|Security Settings. I right-click the Security Settings
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node, then choose to Import Policy from the context menu. In the Open dialog box, I select my
new template. Once it loads, if I drill down into the audit policy on that GPO, I’ll see my changes
made exactly as specified in the original template file. Figure 3.30 reflects this.

¥ Group Policy e =1of x|

J&ction Yigw “Q:'-i||><|@ ‘
Tree I Policy 7 | Caomputer Setking
@ &udit Policy [servera mycompan & .ﬁ.udit account logon events ok defined
EI@ Camputer Canfiguration = F\udit account managerment Success, Failure
[:| Software Settings F\udit direckory service access Mok defined
=[] Windows Settings F\udit logon events Success, Failure
=] scripks (Startupishu F\udit object access Success, Failure
=-Ep Security Settings [38) andit palicy change Mot defined
- Account Policies [28] andit privilege use Mot defined
E' L':al Policies .C\udit process bracking Mok defined
i) Audi: Policy [28] audit system events Mot defined
=8 User Rights
-- Securiby Opt
5 Ewvent Log
@ Restricked Group
@ System Services
{3 Reqiskey
@ File Swskem
[:l Public Key Palicie
-8 P Security Polid—
#-[_7 Administrative Template:
I'_—'Iﬁ Idser Configuration
#1271 Saftware Settings i
4 | _'I_I l | >

Figure 3.30: Viewing a GPO after importing a security template into the security policy settings.

As soon as I import the new policy template file into the GPO, the security settings become
active, and the next computer to process the GPO will receive those new settings. In addition, if I
make changes to other GPO security settings not specified in the template file, then reload the
original template, the template file will overwrite any changes I made in the GPO itself.
However, using templates as the definitive source for all GPO security settings, you build in a bit
of change control that editing a GPO itself doesn’t necessarily provide. You can think of security
templates as the .adm files of GPO security.

Summary

In this chapter, I discussed creating and editing GPOs. I started by talking about how GPOs are
linked to containers and discussed simple editing of policy. Then I moved into a detailed review
of the options available to you when you edit a GPO. From there, I described topics such as
filtering GPO processing using security groups.Dthen discussed in detail how some of the more
popular features in Group Policy—Administrative Template Policy, Software Installation, Folder
Redirection, and Security Policy—can be used to create useful GPOs.
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