Designing and Implementing Group Policy in the Enterprise

In the firgt three chapters of this book, | gave you the foundation for creating and managing
Group Policy Objects (GPOs) in your Active Directory (AD) infrastructure. But to redize the
benefits of GPOs—benefits such as reducing the costs of managing a Windows 2000 (Win2K)
infrastructure, you need to be able to apply what you' ve learned so far to area-world
environment. My god in this chapter is to build on the previous chapters by giving you practica
advice for deploying GPOs in alarge-scale Win2K infrastructure. Indeed, the capabilities and
complexity of GPOs don't become evident until you begin to desgn and deploy group policy in
areal-world Stugtion.

The chalenges of designing a GPO implementation correctly have resulted in ardaively dow
rate of deployment in the enterprise. If you look a most large enterprises that have deployed
Win2K, asmal percentage have made the jump to an AD implementation, and an even smaller
percentage have committed to a robust deployment of GPOs.

In this chapter, I'll describe my experiencesin designing such a deployment and provide best
practices for deploying this powerful technology. The exciting thing about GPOs is that they
have the potentid to give you unprecedented control over your Windows infrastructure. The
chdlengeisthat they require alot of careful planning and even more careful management to
fulfill this promise

Integrating Group Policy Design in Your AD Infrastructure

Thefirgt sep in deploying group policy is planning a design that works with your AD
infrastructure. In fact, | recommend having a good idea about how you want to use GPOs during
your AD planning process. If you think about how GPOs are structured and the fact that they’re
linked to Sites, domains, and Organizationd Units (OUs), you can see why a particular AD
design might make it more or less difficult to deploy aviable GPO design. As| discussed in
Chapter 3 of this book, the god of your AD design isto meet your business needs as well as
those of your technology.

For example, if your company is organized into divisons (Engineering, Finance, Sales, and so
on), you might be inclined to create an OU design that mimics that Sructure. However, if you
also plan to use GPOsto manage the resources in the company, think about how a GPO
implementation might map into such a sructure. And, perhaps just asimportant, who'll manage
the GPOs that you design, and how much latitude will you grant them to make changes or create
new ones?

In fact, thislast point often goes to the very heart of integrating a GPO design with an AD
design. Remember that AD provides very granular delegation for administering objects. Y our
Engineering OU might be managed centrdly by your corporate sysem adminigtrators, or
management might be delegated to someone in the Engineering divison who is responsible for
just those objects. In either case, you'll need to think about where you'll link GPOs and who'll
manage them.

Remember that GPOs are inherited. So if you link one GPO at the domain level and ancther at
the Engineering OU leve, both GPOs can affect the users and computers in that Engineering
OU. And, as | discussed in earlier chapters, you can filter the effects of policy using security



groups. Thus, you might be trying to decide whether to link most of your GPOs at the domain
leve, letting security-group filtering control where they apply, or to link more sdlectively a the
OU leve for agiven st of users and computers.

To complicate matters even more, GPOs are monoalithic. That is, a particular GPO, by defaullt,
can contain policy for everything from security to Internet Explorer (IE) lockdown to
Adminigrative Template lockdown. Y ou can work around this to some degree by not alowing
certain GPO adminigtrators to load certain Microsoft Management Console (MMC) snap-ins
related to Group Policy. (See “ Scenario B—Multiple AD Domains’ later in this chapter.) But in
the end, you may opt to creste many GPOs, each of which provides single (or few) policy
functions as opposed to fewer GPOs that do everything. Lastly, any GPO design needs to take
GPO processing performance into consideration. A Situation in which acomputer or user hasto
process tens or hundreds of GPOs that may be housed in more than one doman might result in
an unacceptable user experience.

By now, you're probably asking yoursef why in the world anyone would deploy GPOs and how
anyone can regp the expected benefits from them in the face of this complexity. | know I've
asked this question myself on severd occasions! Let me assure you that you can design and
deploy a GPO implementation that maximizes the incredible control this feature provides while
minimizing the management complexity of the resulting infrastructure.

Wheat I’ ve talked about so far in this chapter can be didtilled into the following five questions,
which you need to consder as you're designing your GPO implementation:

1. Doesyour AD design take into consideration how you' Il use GPOs?
2. Wha GPO functiondity do you want to use in your environment?

3. Will you create and manage AD objects (and thus GPOs) from acentra group in your
organization, or will management be delegated across many business units? (It's possible
and perfectly reasonable that GPO de egation won't match your planned delegation of
AD objects.)

4. Will you creste GPOs and link them right to the container where they apply (say, a an
OU)? Or will you link them at ahigher level (such as at the domain levd) and use
security-group filtering to control their effect?

5. How will you manage aspects of GPO adminigtration such as change control, Resultant
Set of Policy (RSoP), and GPO processing performance, and will the GPO delegation
design you' ve created alow such management?

My god for the rest of this chapter isto help you answer these questions and to discuss some of
the technical issues you might encounter as you design your own GPO deployment.

Managing the Complexity of GPOs

Anyone who has designed infrastructure deployments of Windows NT or Win2K knows that
Microsoft imposes—abeit unknowingly—a perpetual trade-off. On the one hand, you can regp
the benefit of the lowered cost of ownership of advanced technologies like AD and GPOs, but
you run the risk of negating that benefit by trying to manage their complexity. The redlity for
most enterprisesis that they’ re generdly not in the business of running a Windows



infragtructure. They’re in the business of running a business, and the Windows infragtructureisa
tool to get that core job done. So, whenever you can use technology as an aid rather than a
hindrance, lifeis good.

GPOsfdl sguarely into this category. Use them incorrectly, and they’ |l cost you alot more
money than they save. Use them well, and you' re a hero, and you can truly claim that you're
teking full advantage of the infrastructure and saving your company money. I’ ve found that the
best way to take full advantage of any complex technology isto use that technology in baby
geps. Unless you' re completely comfortable with al aspects of your Win2K infrastructure and
its management, there’ s no reason to deploy dl of the features of GPOs al a once. Start smdll
and gart smple!

Your initid GPO design should seek to do very little. As| pointed out in chapters 1 and 2, the
minimum you'll need to do is use GPOs to set security policy on your domain. If you' ve been
using system policiesin NT 4.0, you might decide to duplicate that desktop lockdown
functiondity usng Adminigrative Template policy within a GPO or two. If you're usng the
Internet Explorer Administration Kit (IEAK) to lock down your users |E configurations, you
might add some |E Maintenance policiesto your GPO. As| said, theideaisto start with aspects
of GPOs that you're familiar with.

When you're deciding where to link the GPOs, again—dart smple by linking them to the
domain and having them gpply to al users and computers. If you don’'t want a policy setting
applying to everyone in a particular domain, link it to an OU, but don’'t go overboard. Findly,
when you begin to deploy your GPO implementation, don’t immediately delegate control of the
GPOsto every administrator on your network. Keep them centrally managed by a group of folks
who are familiar with the technology. This gives you time to refine your GPO change contral,
management, and deployment processes before rolling out alarger deployment.

The following points summarize these “keep-it-ample’ tips for your initid GPO deployment:

e Sart with featuresin GPOs that you're dready familiar with from NT 4.0 (for example,
Administrative Templates and |E Maintenance).

e Initidly, link GPOsto afew containers (such as domain or OU) to get afed for
meanaging and contralling them.

e Only deploy acouple of GPOsto begin with. Don’t go dl out and deploy dozens of
GPOsat dl leves of your AD infrastructure.

e Maintain centraized control and management of GPOs during their initid deployment
phases until you understand GPO dedegation and can put good change-control processes
in place.

Once you' ve mastered the complexity of GPOs, you can experiment with more complex
implementations or alarger number of GPOs. In the next section, I'll present some gpproaches to
GPO deployment that you can use in your own AD infrasiructure.

Designing the Implementation

How does one go about actudly designing a GPO implementation? Earlier in this chapter (see
“Integrating the Design into Your AD Infragtructure’), | presented five questions that you need



to ask yoursdf as you're designing your implementation. Now I’ [l present two scenarios based
on different possible answers to those questions. Scenario A describes afairly smple, single-
domain implementation of GPOs, showing how to migrate from NT 4.0 system policiesto a
GPO environment. Scenario B is more complex; it consders multiple AD domains and the
various ways you can desgn and deploy GPOsin such an environment.

Scenario A—One AD Domain

In this scenario, Company A is deploying asingle AD domain, migrating from its current NT 4.0
infrastructure, and wants to start using GPOs dowly. Table 4.1 shows how Company A answers
the five questions | presented earlier in this chapter (see “Integrating the Design into Your AD

Infrastructure’).

Question

Answer

Does your AD design take into consideration
how you’ll use GPOs?

We designed our AD to meet our business goals. We
didn’t really take GPOs into consideration.

What GPO functionality do you want to use in
your environment?

We know we want to use desktop lockdown
(Administrative Templates) and Folder Redirection,
but we’re not sure about other features. We want to
be able to seamlessly migrate our NT 4.0 system
policy lockdown to Administrative Templates.

Will you create and manage AD objects (and
thus GPOs) from a central group within your
organization, or will management be delegated
across many business units?

We only have one central IT group for support, so it'll
handle all AD and GPO administration centrally.

Will you create GPOs and link them right to the
container where they apply (say, at an OU)? Or
will you link them at a higher level (such as at
the domain level) and use security-group
filtering to control their effect?

We want to avoid too much complexity, but we need
total control of GPO management.

How will you manage aspects of GPO
administration such as change control, RSoP,
and GPO processing performance, and will the

GPO delegation design you've created allow
such management?

We haven't thought about any of these aspects, but
we want to avoid them if possible.

Table 4.1: Company A’s answers to the five GPO design questions.

Given the answers shown in Table 4.1, what is the best GPO design for Company A? Of course,
there are probably a couple of answers to this question, but let’s start by looking at its AD
design. Figure 4.1 shows what Company A’s AD infrastructure will look like.
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Figure 4.1: Company A’'s AD namespace.

Asyou can seein thisfigure, Company A’s AD domain is caled companya.com It contains
three top-level OUs WesternRegion, Central Region, and EasternRegion, and within each of
these top-level OUs are two OUs cdled Sdes and Finance. User and machine accountsresdein
each Sdes and Finance OU under each region. Each regiond OU gructureis physically located
in adifferent part of the country, and thus each region isin adifferent AD ste from the other.

Company A wants to take advantage of the Adminigtrative Templates and Folder Redirection
features of GPOs. In fact, it rdied heavily on system policy inits NT 4.0 environment to lock
down the desktops of its users based on their membership in a user group. Company A
differentiated desktop lockdown in system policy among the following Six user groups:

o WesternSales
e WesternFinance
e CentraSdes

e CentrdFinance
o EagernSdles

e EagternFinance
The ntconfig.pal file used in Company A’sNT 4.0 environment is shown in Figure 4.2 below.
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Figure 4.2: Company A’s NT 4.0 system policy file.

In NT 4.0 system policy, asingle palicy file could gpply different desktop-lockdown settings to
different user groups. Unfortunately, in Win2K Group Policy, each GPO only holds asingle set
of Adminigrative Template settings. Company A can filter the effects of a particular GPO to
only apply to a particular user group, but to gain the same lockdown functiondity thet its
ntconfig.pol file provided, the company may need to build a single GPO for each user group that
it wants to apply policy to. Thismeans six GPOsin Win2K compared to one NT system policy
filein NT 4.0. Thismay sound less than ided, but there are steps the company can take to
mitigate the disadvantages of this approach, and I'll present them shortly.

Now let’slook at what Company A needs to implement Folder Redirection. Remember that there
are two types of Folder Redirection in Group Policy—basic and advanced. In basic redirection,
al users who are subject to the GPO containing the policy have the prescribed folder redirected
to asingle destination (for example, \\server\share\%usenameo). In advanced redirection, you

can redirect the folder to different destinations (such as different servers or shares) based on
group membership.

Company A would like to redirect the My Documents folder to servers loca to each user group.
Given that requirement, it can actualy choose one of three GPO designs. It can cregte:

e A dngle GPO, linked to the company.com domain, that uses advanced redirection based
on user groups defined in each OU where users are to be redirected (for example,
WesternRegion\Sa es, EasternRegion\Finance, and so on).

e Three GPOs linked to each regiond OU (Western, Central, and Eastern), then use basic
redirection to redirect users within each regiond OU dructure.

e Six GPOs, each of whichislinked to each of the regiona Sdes and Finance OUs—again
using basic redirection. This design gives adminigrators the ability to redirect each OU to
adifferent location without using advanced redirection.



Inthe new AD structure, instead of having user groups to differentiate users, Company A can
segregate its usersinto the various OUs. Thisisavery common trade-off asyou're desgning
and deploying both AD and GPOs. It dso brings up a key point—namely, groups and OUs
perform complementary and overlapping functions. Y ou can segregate users (and computers) by
placing them in OUs or by placing them in groups (in which case they may span multiple OUSs).

OUsareamorelogica place to segregate resources because they don't require explicit
maintenance. That is, when you cregte anew user in an OU, dl of the GPOs linked to that OU
(and inherited by the OU) are automaticaly applied. However, if you use security groupsto
segregate users or computers and filter the effects of GPOs, your administrators need to
remember, each time anew user is added, to place the user in the correct groups. In either case,
this trade-off will affect how complex your GPO design needs to be and how complex your AD
delegation modd is.

25 There is an inherent trade-off in AD between using OUs to segregate users and computers and using

security groups. In some cases, one or the other may better meet your needs, but for the sake of
simplicity, always organize users and computers in OUs rather than security groups.

Two Implementation Options

With this background information, let’ s look at a couple of possible GPO implementations that
will meet Company A’s needs. Figure 4.3 shows the first option.
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Figure 4.3: A possible GPO implementation for Company A.

Figure 4.3 shows atotd of seven GPOs (shown in dark blue) defined in Company A’s AD
domain. Thefirst GPO, caled Domain Folder Redirection GPO, islinked to the domain level
and uses advanced redirection based on user groups defined in each of the regionad Sadles and
Finance OUs below it. Of course, | could have linked this GPO lower inthe AD hierarchy—at
the OU leve, for example. To do that, however, I’ d have needed three GPOs (one each for the
Western, Central, and Eastern regiona OUs) to accomplish the same task as one, and I’ d il
have needed to use advanced redirection to redirect each Sales and Finance OU to a different
location.

Now let’slook at the six other GPOs in Figure 4.3. Because my requirements were to emulate
the desktop-lockdown functionaity in Company A’sNT 4.0 environment, | had no choice but to
create a separate GPO for each OU where the user accountsreside. If I"d placed three GPOs at
the regional OU levels, | wouldn't have been able to differentiate Adminigrative Template

policy for the two OUs (Sales and Finance) in thisregional OU. Thus, I’ m forced to creste Six
nearly identica GPOs and link them to each OU where | want to set Adminidrative Template
policy. Fortunately, each user or computer in the Sales and Finance OUs only hasto process, at
most, two GPOs—the domain-linked Folder Redirection GPO and the OU-linked Adminidrative
Template GPOs.

Aswith many things, there is no one correct answer. Figure 4.4 shows another option that will
meet Company A’s needs.
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Figure 4.4: A second possible GPO deployment for Company A.

Let's suppose that Company A’s administrators looked at the GPO designin Figure 4.3 and
thought that there were too many GPOs to adminigter. In that figure, each GPO only did one
thing—either Folder Redirection or Adminidrative Template lockdown. With only adight
change in requirements, Figure 4.4 reduces the number of GPOs required and presents a more
reasonable management picture. What has changed?

In Figure 4.4, the Domain Folder Redirection GPO gained some functiondity—namely,
Adminigtrative Template lockdown. On taking a closer look at the lockdown that Company A
required, | saw that 90 percent of the policies were identical among al of the OUs subject to thet
policy. So | gpplied that 90 percent to the domain-linked GPO—thus applying that lockdown to
al users. For those users and computers that required a dightly different lockdown, | created the
requisite GPOs and linked them to the OUs in question. Only Western Sales, Central Finance,
and Eastern Sdles required a different lockdown from the domain-based policy.

Of course, if each OU redly requires some differentiated lockdown, Figure 4.3 is probably my
better option. The point in Figure 4.4 is that by making some compromises and combining
multiple functiondity in asingle GPO, | was able to reduce the number of GPOs that | needed to

manage by three.

Both of the solutionsthat I’ ve presented for Company A are possible because it’s centraly
managed and has totd control over creating and managing its GPOs. Life gets more complicated
in Scenario B below, as | present a company with more complexity and a more distributed

adminigrative environment.

Scenario B—Multiple AD Domains

In this scenario, I’ ve created alarge multinational corporation caled ABC Corp., which wants to
implement a multi-domain AD forest. Table 4.2 shows the responses for this scenario to the five
questions listed in “Integrating the Design into Your AD Infragtructure’ earlier in this chapter.

Question

Answer

Does your AD design take into consideration
how you’ll use GPOs?

GPO usage was a key part of how the AD namespace
was designed.

What GPO functionality do you want to use in
your environment?

Most GPO functionality will be required, especially
Folder Redirection, Administrative Template policy, IE
Maintenance, and Software Installation.

Will you create and manage AD objects (and
thus GPOs) from a central group within your
organization, or will management be delegated
across many business units?

Creating GPOs will be handled centrally, as will linking
GPOs to domain and sites. Special GPOs, such as
those for domain-wide security, will also be managed
centrally. However, the task of linking GPOs to
particular OUs will be distributed to regional AD
administrators. Administrative Template—based policy
will be used to restrict which administrators can load
which GPO snap-in extensions.

Will you create GPOs and link them right to the
container where they apply (say, at an OU)? Or
will you link them at a higher level (such as at
the domain level) and use security-group
filtering to control their effect?

GPOs will be linked to the container closest to the
users or computers where they’re applied. GPO
security-group filtering will be used, but only sparingly.




Question Answer

How will you manage aspects of GPO All GPOs will be version-controlled using their display
administration such as change control, RSoP, name. RSoP tools will be used to test policy changes
and GPO processing performance, and will the and determine the impact on users or computers
GPO delegation design you've created allow before deployment. To maximize processing

such management? performance of GPOs, no user or computer will be

subjected to more than ten GPOs.

Table 4.2: ABC Corp.’s answers to the five GPO design questions.

Table 4.2 givesus alot to talk about. Let's start by looking at the AD namespace for ABC Corp.,
asshown in Figure 4.5.
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Figure 4.5: ABC Corp.’s AD namespace.

Asyou can seg, there'salot going onin ABC Corp.’s AD infrastructure. Firgt, the forest
contains three domains—abccorp.com is the forest root domain, and us.abccorp.com and
europe.abccorp.com are children of the root domain. In the forest root domain, one OU is
defined, caled ITAdmins, where the forest administrators' user accounts are stored. Each of the
two child domains contains a number of OUs of differing structure. In the US child domain,



there are three top-level OUs called Mfg, Sdes& Mktg, and HQ. Under Sales& Mktg are two
OUs cdled Western and Eastern because the Sdes and Marketing divison is divided into two
regions. Under the HQ OU are two sub-OUs cdled IT and Finance. They hold users and
computersin the IT and Finance departments at ABC Corp.

Now, if we shift over to the Europe domain, we see adifferent OU organization. The three top-
level OUs are organized by country—France, UK, and Italy. Under each of these top-level OUs
are two OUs—Sdes& Mktg and Engineering. Asyou can see, this AD forest appears to have no
cons stent gpproach to how OUs are built and organized. In the US domain, top-level OUsarea
combination of department and location, whereas in Europe, the three top-levd domains define
countries, and departments are housed in the sub-OUs under each country.

This seeming mix of organization has a rationale. The OUs are organized according to the
various I T support organizations in the company. For example, in the US domain, the
Sdes& Mktg OU is administered by a separate group of adminigtrators from the one that
adminigters the HQ OU. By organizing OUs according to their adminigrative authority, it's
easer to deegate adminigration of AD (and GPO) management cleanly dong OU lines. In
Europe, one support organization is responsible for each of the top-level OU hierarchies. As
you'll seelater in this section, thislends the GPO design a degree of smplicity that’s required
for these users and computers.

Now you' re probably thinking, “I thought this was a chapter on GPO design, not AD design.”
My god in describing this AD design in detail was to show that the AD and GPO designs are
linked and one cannot be discussed without the other. Now I'll discuss GPOs for ABC Corp.

As Table 4.2 pointed out, ABC Corp. wants to use severa features of GPOs. It aso wants GPOs
to be created centrally but wants to be able to delegate the linking of some GPOsto OU
adminigrators. Given the complexity of its AD namespace, this company wants to minimize the
use of security filtering of GPOs by linking them close to the users and computers that they're
intended for.

By “close,” | mean that if the company creates a GPO to lock down the desktop of the
HQ\Finance usersin the US domain, it wantsto link that GPO to the Finance OU under HQ.
Otherwisg, if the company links the GPO higher in the AD tree—perhaps at the domain level—it
has to use security groups to ensure that the lockdown policy defined in that GPO isonly
processed by an HQ\Finance user group. Thisis another example of the trade-off between using
OUs or using security groups to segregate users—in this case, for the purpose of filtering Group
Policy.

Two Implementation Options
Figures 4.6a and 4.6b show two GPO design options for ABC Corp.
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Figure 4.6a: In the first design option, the US subdomain is part of the GPO design.
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Figure 4.6b: In the second design option, the Europe subdomain is part of the GPO design.

Thereisalot going on in the figures above, 0 let’ swalk through them. The colors of each st of
GPOs represent the adminigtrative group that is responsible for managing them. All GPOswere
initidly created by the forest administrators (represented by dark blue). These forest
adminigrators aso manage the domain security policy linked on each domain in the forest. Each
domain hasits own security policy. | could have easly created a sngle security GPO in the
forest root domain (abccorp.com) and linked to it from each of the two child domains, but
because abccorp.com has different security requirements from the US and Europe, | would have
had to create three GPOs,

In the US domain (Figure 4.6a), three GPOs (light blue, green, and dark red) are linked to each
of the three top-level domains. Thisindicates that adifferent IT adminigrative group maintains
each GPO. However, the same set of GPO functiondity is defined in each GPO—namdy, Folder
Redirection, Administrative Template policy, Software Ingtdlation, and IE Maintenance. There
may be subtle differences among the GPOs, but the important thing to remember isthat a
different group manages each one.

Of course, the approach I’ ve shown in Figure 4.6a assumes that each sub-OU under the top-leve
OUs needs the same policy settings as its neighbor. This may not be the case, and if so, the
adminigtrators of this domain may need to create additional GPOs, linked to either the top-leve
OUs (with security-group filtering to control who gets what policy) or the lower-level OUs
(where the users and computers physicaly resde).



In the Europe domain (Figure 4.6b), the GPOs are red and have the same name. They’re the
same color because only one IT group adminigters this domain. In addition, because the GPO
needs of each top-level OU and its subordinate sub-OUs are identicd, only one GPO is actudly
defined (hence the same name for each), and it has then been linked to by each of the three top-
level OUs. Of course, thisis generdly the exception rather than the rule. It svery likely that the
needs of any country will differ at least dightly from those of the other two. However, the
concept of linking to asingle GPO from multiple OUs is acommon one, and | wanted to
represent it here.

Handling Delegation Requirements

Aswas the case with Company A, there are probably afew variations to Figures 4.6aand 4.6b
that would meet the needs of ABC Corp. But from a GPO delegation perspective, ABC Corp.
has different requirements than Company A. As| mentioned in Table 4.2 above, the forest
adminigtrators wanted to be able to create al of the GPOsin the forest but leave the task of
linking and managing OU-based GPOs to regiona or departmental administrators. (Remember
from Chapter 3 that you can creaste a GPO without linking it to a container.)

It'simportant to know how your AD design will lend itsdlf to these delegation requirements. (I'll
discuss the chalenges of GPO delegation in greater detail in Chapter 5.) In the meantime, keep
in mind that the ability to link and un-link a GPO from an OU or domain (or Ste) is granted by a
right on the particular container (either site, OU, or domain), while the gbility to edit that GPO is
granted by modifying permissions on the GPO (actualy, on the Group Policy Container, or
GPC) itsdf using the Security page of that GPO (see Figure 4.7).
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Figure 4.7: The security properties that control delegation of administration on a GPO.

To see the Security page, right click the GPO name in the Group Policy MMC sngp-in, then
choose Properties from the context menu. In the Properties dialog box, click the Security tab. (1
described this dialog box in “Using Security Groups to Filter the Processing of GPOS’ in
Chapter 3.) To control who processes apolicy, you smply need to grant the Read and Apply
Group Policy rights to that user, machine, or group. To control who can edit a policy, you need
to grant other rights to that policy (such as Read, Write, Create All Child Objects, and Delete All
Child Objects). In the case of ABC Corp., if I'm interested in granting editing rights to the HQ
GPO for HQ adminigtrators, I’d modify the security permissions on that GPO to grant a group
that includes the HQ admins the rights to modify that GPO. I'll talk more about GPO delegation
later in this chapter (see “Managing Change Control™).

Multi-domain Considerations

Scenario B is different from Scenario A in one important way—it includes multiple AD

domains. From a GPO perspective, multiple domains are important because they give
adminigtrators the opportunity to link to a GPO that is stored in adomain other thantheir own.
Thisis, of course, perfectly legitimate. As| mentioned above, ABC Corp. could have crested a
sngle GPO in the forest root domain to set security policy, then linked each of the two child
domains to that GPO.



However, there are a couple of reasons why you should seek to minimize the amount of cross-
domain linking of GPOs that you use.

e Whenever auser or computer must traverse domain boundaries to resolve the GPC and
Group Policy Template (GPT) of aremote GPO, a certain amount of extra overhead
occurs as that user or computer traverses the associated trust relationships, passing its
credentials from one domain to the next. This dows down the processing of a GPO that is
remotely linked.

e Linking across domain boundaries introduces complexity into your GPO design and
makes it harder to troubleshoot problems should they arise. Because the domainis
remote, the adminigtrator linking to the GPO may not know anything about its
management—for example, whether it's currently functiond, in the process of being
changed, and so on.

Site-Linked GPOs

| haven't spent any time yet discussing linking GPOsto AD sStes. Asyou know, sites are AD
objects that help control directory replication among domain controllers. Y ou, asthe
adminigtrator, define AD dites and the Internet Protocol (IP) subnets that belong to each site.
Then you define Ste links to connect Stes together to form an AD replication topology. You can
link GPOsto sites just as you link them to domains or OUs. When a GPO islinked to asite, dl
users and computers that reside in that Ste are subject to that GPO. You link GPOs to Stesusing

the AD Sites and Services MM C snap-in (see Figure 4.8).
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Figure 4.8:Using the AD Sites and Services MMC snap-in to link GPOs to sites.



In thisfigure, the SanFrancisco site contains the subnet object 192.168.1.0. If you right-dlick this
Site object, then choose Properties from the context menu, the Properties dia og box appears.
When you click the Group Policy tab, you can create anew GPO that is linked to this site or add
alink to an exising GPO defined e sewhere.

The important question for this chapter is. Why would anyone use site-linked GPOs? Indeed,
I’ve found very few circumstances where GPOs linked to a Ste are actualy valuable. Remember
that Stes can gpan multiple AD domains, so you can have devices from multiple domainsin a
particular Ste. However, GPOs themsalves are stored in asingle domain. This meansthat if you
define aste-based GPO that is stored in abccorp.com, for example, it can be processed by a
computer or user resding in adifferent domain in the same site. As | discussed in “Multi-domain
Consderations’ above, whenever GPO processing has to cross domain boundaries, you're likely
to get some degradation of performance.

Asde from that, however, you may find it difficult, as| have, to justify why a GPO would need
to be linked to a Site as opposed to adomain or OU. Because sites are redlly just collections of
subnets, you can think of site-linked GPOs as away of providing Group Policy based on where
on your network a particular machine resides. One vauable use of such policy might be the
mechine-specific | P Security (IPSec) policy | described in Chapter 1. Y ou might want to set
policy to specify that any machine that is on your corporate network, on aparticular set of IP
subnets, must use IPSec to communicate with other computers. Similarly, you might have a
number of mobile users who dways did into your network on awell-known | P subnet, and you
might want to provide them with some specific mobile policy that applies only to them when
they’rediding in.

Unfortunately, there are a couple of chalengesto site-linked GPOs. Firdt, because in the Site,
Domain, Organizational Unit (SDOU) order of precedence, site-linked GPOs are processed firgt,
they can be easly overwritten by GPOs linked to domains or OUs, which are processed later.
Thismeansthat for any policy you set in agte-linked GPO to stand, it needs to be unique (that
is, only defined there) for al machines and users processing it.

Second, because it's more likely that machines will change their IP subnet (for example, when
they move or are mobile), you need to ensure that as machines move from Ste to Ste, the GPOs
that are gpplied to them provide a consistent and expected experience. For example, in certain
stes, a GPO linked there might lock down aspects of your users desktops that they’ re not used
to. Y ou dmost need to think in advance about how a machine or user will be affected as it moves
around before you can define effective Ste-linked policy.

Given these cavests, however, site-linked policy can be a powerful tool in Stuaions where
proximity on your corporate network is a ggnificant enough factor to determine which policy
applies.

Adopting GPO Naming Conventions

Another aspect to consder as you' re designing your GPO implementation is the naming
convention for your GPOs. Asyou saw in Chapter 2, GPOs are uniquely identified in AD by
their Globdly Unique ID (GUID). However, every GPO has adisplay name, or friendly name,
that you see when you' re opening one for viewing or editing with atool like the AD Users and
Computers MM C snap-in. It’ s this name that we' re interested in when we talk about GPO
naming.



Just as with other objectsin your AD infrastructure, it's important to come up with agood,
gtandardized naming convention for GPO display names. Thetrick is that the convention must
take into congderation that, while the display name is stored with the GPO itself, GPOs can be
linked to any number of containersin your AD. For example, if you name your GPOsusing a
convention that includes the name of the container to which they’re origindly linked (such as
Finance OU L ockdown Palicy), then link that GPO to other containers, your convention may fall

apart.

For that reason, | recommend coming up with a* container-neutra” naming convention. This
means that in Scenario B aove, for example, ingtead of naming my GPOs after the containers
they were linked to, | should have given them names that are less container- specific. For
example, ingtead of having an HQ GPO, a better name would be something like FR,SI,AT,IE #1
GPO. This code, if you will, amply lists the functions in the GPO that I'm using (FR=Folder
Redirection, SI=Software Ingtallation, AT=Adminigtrative Templates, and so on). The #1
indicates that there may be more of thiskind of GPO, such as#2, #3, and so on.

The key hereis to keep the names as generic, but as descriptive, as possible. Of coursg, if you
don't plan to link GPOs from &l over your AD infrastructure, it's perfectly reasonable to give a
GPO alocationspecific name (such as Europe Lockdown GPO). Remember that the display
name for a GPO can be changed to your heart’ s content because it’ s the GPO’s GUID that redlly
mattersto AD.

Anather tip you might want to congder isincluding some kind of verson informationin a
GPO's name. Asyou know from Chapter 2, GPCs and GPTs keep their own version-control
information to ensure that they’ re synchronized across your AD infrastructure. To maintain
change control over GPOs, you can include verson numbersin your naming convention to
ensure that adminigtrators who are linking to a particular policy know that they’re linking to the
correct verson. Figure 4.9 shows GPOs that use verson numbers in their names.
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Figure 4.9: Using version numbers in GPO display names.

Asyou can seein thisfigure, the names of the three GPOs contain version information, which
tells administrators what they’ re dedling with. Each time a GPO is edited, the person who makes
the change needs to change the GPO’ s display name to increment its version number. In

addition, the names of the GPOs themsdlves describe the functions thet they perform (for
example, Admin Template, Software Ingtdlation, and Audit policy). Of course, you can dways
use the revison information displayed on the Generd page on the GPO (see Figure 4.10) to keep

verson-control information.
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Figure 4.10: Displaying revision information in a GPO.

The bottom line is that you need to devise a naming convention that you gpply consgtently to dl
GPOs and maintain as they change.

Maintaining Change Control

And spesking of change—change control is another issue that you' |l have to facein aGPO
implementation, especidly in large AD infrastructures. Unlike normal software-release or
configuration-management processes, there are no built-in mechanisms for decent change control
of GPOs. You need away of knowing who did what to which GPO and when they did it.

Y ou can use AD and file-system auditing on SY SVOL to determine at least part of this
information, but this entails wading through security logs on potentialy multiple domain

contrallers to figure out what happened. Also, as | mentioned earlier in this book, the GPO
editing tools don't provide any staging of GPO changes, you can only test your changesin anon
production AD infrastructure. Once you click Apply or OK to achange, it's committed and starts
to replicate to dl domain controllers.

In Chapter 3, | talked about atechnique for creating GPOs without linking them to a container.
Y ou can use this no-link gpproach to phase new GPOs into production. Thisis agood approach
for ensuring a phased implementation of new GPOs, but it isn't useful for existing GPOs. When



you have to change an existing GPO, you have few choicesto ensure that it doesn't adversely
affect your production users.

Thefirst and most obvious step to take isto have atest AD forest available in your environment.
Thistest forest would mimic some or al of your production forest and would provide you with
an environment for trying out the effects of new GPO changes. Once a GPO change is vdidated
in the test forest, you can apply it to your production environment with reative safety.

Another technique you can use when making multiple changesto GPOsin alarge AD
infrastructureisto firgt disable a GPO that you plan to change. Remember that in Chapter 3, |
described how you can disable a GPO to prevent it from being processed. Figure 4.11 showsthe
dialog box under GPO Options where you can disable a GPO.
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Figure 4.11: Disabling a GPO while editing.

If you' re making multiple changes to a GPO, you don’t want users to be processing it—and
getting unexpected results. Disabling the GPO before editing ensures that no user is processng it
while you' re making changes.

425 Disabling a GPO doesn’t remove the policy that was previously applied to it. It simply tells the
computer or user subject to it that it's not available during the current processing cycle. Once you
complete your changes, enable the GPO using the dialog box in Figure 4.11, and during the next
processing cycle, your users and computers will receive the updated policy.

GPO change-control issues become more chdlenging if you' ve delegated adminigtration of

GPOs across your infrastructure. Y ou need to make sure that al of your administrators are aware
of theimplications of editing GPOs. Thisis especidly true when GPOs are linked to from

multiple containers.

My recommendation isto only delegate administration of GPOs that aren’t linked to from
multiple containers. For example, if an OU adminigtrator wants to maintain his or her own GPO,
make sure that that GPO is only used in that OU structure and isn't linked to by other OU
adminigtrators. If you need to use GPOs that are linked to from multiple containers, ensure
change-control consstency by keeping them controlled by a centrally managed group. Despite
AD’s gtrong handling of delegated administration, GPOs are one of those aspects of the
technology that may better be delegated dowly and in alimited way.




Tying It All Together

I’ve presented two GPO design scenarios, and I’ ve raised issues about the related chalenges of
designing and managing a GPO implementation. Now | want to tie dl thistogether in afew
generd guiddinesfor cregting agood GPO design. The following list summearizes the points I’ ve
discussed in this section:

1

Minimize the complexity of your initid GPO design until you're comfortable with the
technology.

When you need to manage one policy separately from the others, consider cresting
“gngle-function” GPOs (for example, just security or just Adminigtretive Templates).

If you're working in amulti-domain AD environment, for performance and
troubleshooting reasons, minimize cross-domain linking of GPOs.

Minimize the number of GPOs that need to be processed by a user or computer. Use
some of the techniques described earlier in this book—asuch as disabling computer- or
user-configuration policy for GPOs that don't use it to speed up the processing of existing
GPOs. Less than ten GPOsis anice round number to aim for. If you need more GPOs,
make sure that only those GPOs that absolutely have to be processed by a user or
computer are indeed processed, limiting others using techniques like disabling user or
computer configuration or security-group filtering.

Alwaystry to link GPOs as close to their intended target audience as possible. For
example, if you need to set security policies for dl machinesin adomain, link the GPO a
the domain level. But if you' re setting security policy on a set of machinesthat resdesin
asngle OU, link at that OU only. (The dterndive to this approach isto link higher in the
AD hierarchy, then use security groups to filter the effect of a GPO. However, thisisless
desirable because it makes troubleshooting effective policy more chalenging and less
obvious.) Finaly, when you need to enforce network- specific policy such as IPSec, link
GPOsto gites.

Ddegate adminigtration of GPOs only to the extent that is needed to support your
business goals. In generd, it'sagood ideato keep as many of your GPOs centraly
managed as possible to ensure good change control and consistency of use. And because
GPOs (that is, their component GPCs and GPTs) are replicated to dl DCsin adomain,
it’ simportant that forest-wide adminisirators know what's being done to their
infragtructure.

Develop agood and congistent process for naming and changing GPOs, then ensure that
everyonein the forest followsit.

Considering Technical Issues

In addition to cresting agood initid design of your GPO infrastructure, you' |l face some
technica issues as you deploy GPOs. These issues may significantly affect your design or its
performance, so it's important to keep them in mind.



Asynchronous, Slow Network, and Periodic Background GPO Processing

Some types of processing in GPOs can affect your design process. These effects are summarized
in Table 4.3 below.

This Feature Produces This Effect
Asynchronous GPO GPOs are normally processed synchronously. That is, a computer
processing processes all GPOs before it presents a user dialog box, and a user

processing speeds the machine startup and user logon process, but it
doesn’t guarantee that the necessary GPOs will have finished processing
by the time each event occurs.

Slow-network detection When a machine starts up and a slow network link is detected, certain

processing GPO policy is disabled (for example, Folder Redirection and Software
Installation). This limits the effectiveness of these policies for roaming
users.

Periodic background Certain policy (such as machine security and Administrative Templates)

processing isn’t just applied when a machine starts up or a user logs on. It's re-applied

periodically thereafter (by default, every 90 minutes).

Table 4.3: GPO processing that can affect your GPO design.

Asyou plan your GPO rollout, it'simportant for you to recognize the effects of these three types
of processing. For example, if many of your users access your AD infrastructure over dow
links—by default, less than 500 kilobits per second (K bps)—some palicies, like Software
Ingtalation and Folder Redirection, won't be gpplied. Using these policies may therefore not be
effective in your environment. Or if you' re worried about the processing performance of GPOs
inyour environment, you can enable asynchronous GPO processing for the machine or user (or
both), thus reducing the wait time the machine incurs processng GPOs.

Finaly, it'simportant to know that background processing occurs for certain policy, such as
security and Adminigrative Templates. This meansthat even if your users attempt to foil a
particular policy on their local machines, their “futzing” will be undone later when policy isre-
applied.

Controlling Their Effects

Y ou can control the effects of these three types of processing usng Adminigrative Template
policy in aGPO. These GPO processng policies are found in the Computer and User sections of
Adminigrative Templates, under Adminidrative TemplatesSystem|Group Policy. Figure 4.12
shows an example of the machine-specific GPO processing policies available.

processes all GPOs before the Desktop is presented. Using asynchronous
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Figure 4.12: The machine-specific GPO processing policies available in Administrative Templates.

If you view each of the policy items available in this policy section, you can change the default
behavior for a number of GPO processing options. For example, if you don't want Folder

Redirection to be disabled when adow network link is detected, select Folder Redirection Policy
Processing. In the Properties didog box, click Enabled, then click Allow Processing acrossa

Slow Network Connection (see Figure 4.13).
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Figure 4.13: Enabling Folder Redirection across a slow network connection.

If you want to change what Win2K considers to be adow network connection for machines
subject to this palicy, you can modify Group Policy Slow Link Detection to specify alink speed
greater or less than the default 500K bps. Choosing a larger number—such as 700K bps—tellsthe
machines to congder any link dower than 700K bps to be adow link. When the machines detect
alink dower than 700K bps, they won't process any policies that are set not to process.
Specifying alower number—say, 60K bps—tells the machines that, unless their detected link
gpeed is below 60K bps, they should consider the link afast link and process al GPOs normally.

25 For more information on slow-link detection in Win2K, check out the following Microsoft Support
article: http://support.microsoft.com/support/kb/articles/Q227/2/60.ASP.

The Apply Group Policy for Computers Asynchronoudy during Startup and Apply Group Policy
for Users Asynchronoudy during Logon policy items control whether asynchronous policy
processing happens.

If you decide to modify the default behavior of each of these processing options, make sure that
the GPO that controls the behavior is one that is centraly managed. This GPO might be agood
candidate for control by your forest-wide administrators. Y ou might also decide that you only

want to link this GPO to selected OUs or, more appropriately for a policy like dow-link
detection, to particular AD Sites.




In addition, keep in mind that processing options like dow-link detection are put in place for a
reason. If you have a Software Ingalation policy that delivers Microsoft Office to a set of users
and you override the dow-link behavior for Software Indalation, users diaing in to your
corporate network on 56-Kbps modems may suffer an interminable wait as many megabytes
worth of Officetry toingdl.

GPO Loopback Processing

Findly, | want to say aword about a feature called GPO loopback processing. I'll discussthis
featurein greater detail in Chapter 5, but for now, | want to introduce the concept. Congder the
problem where you have a specid kind of workgtation in your AD infrastructure. It may be a
kiosk or other single-function device that is meant to run one gpplication and one gpplication
aone. If auser defined in your AD environment walks up to that workgtation, he or she will
receive any machine-pecific GPOs defined for that device as wel as any user-pecific GPOs
defined for his or her user account. However, an administrator may not want the user to receive
the norma user-specific GPOs on this particular device.

To handle this Situation, Microsoft has devel oped loopback processing. (See the User Group
Policy Loopback Processing Mode policy item in Figure 4.12 above.) As| said, I'll go into more
detall about thisin Chapter 5, S0 suffice it to say that loopback processing lets you “disable’ a
user’s norma policy processng in favor of any defined on the GPO(s) that apply to the device he
or she'slogging on to. It sa specia kind of user-policy override meant especialy for machines
with unique gpplication requirements.

Summary

In this chapter, | discussed the chalenges and decision points for designing and deploying GPOs
in the enterprise. The key themes here are to start dow and keep it Smple—using the features
you're familiar with, such as Adminigrative Templates—before going full bore into the complex
guff. That sad, you'll ill want to ensure that part of your GPO rollout plan includes good
version and change control, just as you would with any other infrastructure or gpplication.
Unfortunately, with no tools built in to Win2K to perform these tasks, you'll haveto go it done
until third parties catch up and provide this functiondity.

Finaly, you'll need to consider the inherent specia behavior that GPOs provide, like
background, asynchronous, and ow-link detection processing. Y ou can modify this behavior if
necessary, but you'll need to balance that against good user experience and good GPO
processing performance.



