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. First...keep in mind that...
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Agenda st‘a
. Introduction
. Part I - Packers...
. Part IT - “The meaning of life...”
. Part IIT - “"But I just went to winupdates...”
. Part IV - "What a nice postcard!”
. Part V - "My computer is just slow...”
. Part VI - “"The Empire Strikes Back”
. Conclusion
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Introduction o
. Malware Analysis...but what is a Malware ?

“Malware is a set of instructions that run on
your computer and make your system do
something that an attacker want it to do.”

--Ed Skoudis

ISC Handler and “Malware: Fighting
Malicious Code” book author

MAanvanre

Pisheing Maliviasis
I
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Introduction s

Try to learn something about everything and

everything about something.
Thomas H. Huxley
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Introduction o
. What you will NOT see in this presentation:
- This is not about teach REM!:-)

. What you WILL see in this presentation:

- We will see example of categories of REM
used on the Malware Analysis Quizes:
. Visual Analysis
. Behavioral Analysis
. Code Analysis

- You will be presented to a hon completed list
of tools used to do Malware Analysis!

SANSFire 2006 http:/isc.sans.org
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Part I — Malware Analysis Quiz+¥

Packers...

.Analyze the output of the Linux strings command
on real malwares and answer 3 questions!

SANSFire 2006 http://isc.sans.org
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Part I - Malware Analysis Quig##
Category: Visual Analisys
The Questions:

1. What is a PE file?
2. What is a PE packer?

3. Looking just at the strings files from real
malwares, do you think that they were
packed with some packer? If so, which one?

SANSFire 2006
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Part I - Malware Analysis Quig#

. Answers:

INSTITUTE

M Anton Chuvakin, one of the authors of Securit Warrior book, defines it as:
"The native file format of Windows is the Portable Executable (PE). “Portable” means
that all Windows platforms and processors recognize the program. In order to
under-stand the process of unpacking a compressed application, it is first necessary to
under-stand the structure of the Win32 PE file format (Figure 2-8). This format has
remained relatively constant over the years, even with newer 64-bit Windows

platforms.®

2) Dr. Neal says that "The goal for most packers is to obscure opcodes and functions:
- Limits unauthorized code theft.
- Obscures network addresses, URLs, IRC channels, etc.
- Hinders code modification (like cracking tools that remove licensing requirements)
- Makes code smaller. (Why download a 100Meg file when you can download a

20Meg file that self-uncompresses?)"

SANSFire 2006 http:/isc.sans.org
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Part I - Malware Analysis Quid+

s File 1: Strings of visualize.scr-ebd92f1bff47ed100d49a555f3c03c3e

This program must be run
under Win32

-> Packer UPX 1.25
UPX!

File 2: Strings of voxcard.exe-01a1d472a9bd3702ebe7a5ad8f4d5e16

This program must be run
under Win32

CODE

DATA

.idata
-> Packer ASPACK s

.rdata
.reloc

SANSFire 2006
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Notes:

-> File 1: visualize.scr-ebd92f1bff47ed100d49a555f3c03c3e.strings.txt - The strings bellow are right on the begining of the
file:

This program must be run under Win32
UPXO0

UPX1

.ISIC

1.25

UPX!

These UPX0, UPX1 and UPX! are typical from files packed with the UPX packer (upx.sourceforge.net). The 1.25 is the

UPX version. Dr. Neal also pointed something that I didnt know, that when you have a registered version of UPX, the string
UPX2 will also appear there.

-> File 2: voxcard.exe-01a1d472a9bd3702ebe7a5ad8f4d5el6.strings.txt - The strings bellow are right on the begining of the
file:

This program must be run under Win32
CODE

DATA

.idata

tls

.rdata

.reloc

.ISIC

.aspack

.adata

Basically in all files packed with the ASPACK packer will include the section .aspack. Another section included by
ASPACK can have its name configurable. The default is .adata, as in our example above. :)
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Part I — (cont.) O

File 3: wwlink.exe-da57aa6eeabff3ea3166f53dal1aec74
File 4: wyvisualizar.exe-f04cb834ac843ad08ala5c17e4f67ba3

IThis program cannot be run in DOS mode.
-> Packer PECompact2 Ric
[Aspay ie!]

JIS1C

File 4: x1.exe-0c7ec6408547fcd0647a2a4790987935

INSTITUTE

-> Packer RAR S
<?xml version="1.0" encoding="UTF-8" standalone="
yes"?> <assembly xmIns="urn:schemas-microsoft-com

:asm.v1" mani ion="1.0"> <assemblyIdentity

ptiodxWinRAR archiver.</description> <dependency>

m ssemblyldentity type="win3
2" name="Microsoft. Windows.Common-Controls" versi
on="6.0.0.0" processorArchitecture="X86" publicKe
yToken="6595b64144ccf1df" language="+*" /> </depen
dentAssembly> </dependency> </assembly>
KERNEL32.DLL

SANSFire 2006 http:/isc.sans.org

Notes:

-> File 3: wwlink.exe-da57aa6eea6ft3ea3166f53dal laec74.strings.txt
-> File 4: wyvisualizar.exe-f04cb834ac843ad08alaSc17e4f67ba3.strings.txt

Both File 3 and File 4 have the same packer...which one??! I got almost the same amount of answers for ASPACKDie! and
PECompact2 ...

The answer is....

PECompact2!
Why??!
Well...the question is quite simple...Lets look at the first 6 lines of the strings:

!This program cannot be run in DOS mode.
RichA

[AspackDie!]

.text

PEC2

JIS1C

-> File 5: x1.exe-0c7ec6408547fcd0647a2a4790987935.strings.txt
Look at the strings bellow:

9Y0sRarSFX%d

Ink

Ainf

Install

.exe

Software\WinRAR SFX
RarHtmIClassName
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Part I - Malware Analysi a

Quiz

This program must be run
under Win32

UPX0

UPX1

.Isrc
1.25

UPX!

IThis program cannot be run
in DOS mode.

RichA

[AspackDie!]

text

PEC2

ISTC

1

GGGGGGGGG
GGGGG
HHHHHEHHAR
<?xml version="1.0" encoding="UTF-8" standalone="
yes"?> <assembly xmlns="urn:schemas-microsoft-com
:asm.v1" manifestVersion="1.0"> <assemblyldentity
version="1.0.0.0" processorArchitecture="X86" na
me="Roshal. WinRAR.WinRAR" type="win32" /> <descri
ption>WinRAR archiver.</description> <dependency>
<dependentAssembly> <assemblyldentity type="win3
2" name="Microsoft. Windows.Common-Controls" versi
on="6.0.0.0" processorArchitecture="X86" publicKe
yToken="6595b64144ccf1df" language="*" /> </depen
dentAssembly> </dependency> </assembly>
KERNEL32.DLL

This program must be run
under Win32

CODE

DATA

.idata

tls

.rdata

.reloc

.Isrc

.aspack

.adata

SANSFire 2006
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CENTER

Cate ory 6'sual and Behavioral Analysis

. "The meaning of Life...”
. The Mission:

- Analyze an inoffensive piece of software...©

SANSFire 2006 http:/isc.sans.org

Notes:

This file was created by myself, so people could test the lessons learned on the
first quiz!



Part II - Malware Analysé%gé
. Objch%:é

- Get basic info from a piece of inoffensive software...

. Specific Questions:

1) Is this file Packed? If so, which packer was used?

2) Which command did you use to identify it?

3) Do you believe that is there any other way to identify the packer?
6) And finally, as a bonus question: What is the meaning of life?

SANSFire 2006 http:/isc.sans.org




Part II - Malware Analysiszg)

. Newz[slsloznsfiearned here:

ENTER
. 1) Multiple ways to identify if a file is packed:

- Use Linux/Sysinternals command ‘Strings’ to
get the strings...©

- Open it on notepad and see the strings

- Use the right-click proprieties and check the
Archive tab!

- Use BinText
- Use PEID
- Use Linux command ‘File’

SANSFire 2006 http:/isc.sans.org

Notes:

Sysinternals Tool Strings can be found here:

- Strings: http://www.sysinternals.com/Utilities/Strings.html

Foundstone’s BinText is a tool that finds Ascii, Unicode and Resource strings in a

file. It can be found here:

- BinText:
http://www.foundstone.com/resources/termsofuse.htm?file=bintext.zip

PEIiD is a tool that detects most common packers, cryptors and compilers for PE
files. It can currently detect more than 600 different signatures in PE files. Version
0.94 can be found here: http://www.secretashell.com/codomain/peid/files/PEiD-

0.94-20060510.zip

Unix FILE application can identify some packers as well, as
UPX/RAR/PECompact?2...
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Part II — Malware AnaIyL‘_ ua

| d— | B B 4

FE PEID v0.93

File: [C:\Documents and Settings\bt023599\Desktop\malware-quiz.exe

Entrypoint: [000210D0
File Offset: [0000B1D0
Lnker Info: [5.0

EP Section: [UPX1
First Bytes: [60,BE,00,70 File: size: Ratio  Format  Mame
Subsystem: [Win32 GUT

. ] Jo3|
=]

Ultimate Packer for executables
Copyright [C] 1996, 1337, 1338, 1953, 2000, 2001, 2002, 2003, 2004
UP 1. 250 tarkus Fix.J. Oberhumer & Laszlo Molnar Jun Z9th |

14391

malware-quiz. exe

Unpacked 1 file.

[UPX 0.89.6 - 1.02/ 1.05 - 1.24 -> Markus &Laszlo [RAR 5FX]
| multiscan | | Taskviewer | [ optons | [ bout |

[ stay on top

UNRAR 3.50 freeware Copyright (c) 1993-2005 Ale:

Extracting from malware-quiz.exe

: The comment below contains SFX script commands
path=c: \windows"\temp

Saverath

silent=l]

overwrite=1

Title=. Ar0un3dAs.

Text

just kidding...

License=Malware License

This malware was created for educational purpose only
check handlers. dshield. org/pbueno

¥

Extracting malware.exe

7 BinText 3.00

Search | Fiter | Help |

File: to scan IE'\Dn:umer’\ts and Settings\bt023999 D esktophmalwars  Browse

IV Advanced view Time taken: 0.000 sece  Text size: 3037 bytes (2.97K]

Filepos | Mempos | ID | Test ]
ADDDDSICC DDADTICC 0 Vialdloc

ADDDDSIDC DOOIOC 0 VitalFree

ADOOOTEA DDAZ3EA 0 Vitusiusty

ADOOOTFA  DDAZIFA 0 widsDherT chluByte

ADOOOB2T0 OOAIZAID 0 wiiteFils [
ADDDDS404 DUADBODS 0 Ohmp.aml a realy malware?PP

ADDDDS47 DDADBDZ7 0 D pou know what s the meaning of fe? It is 42

ADDDDS4ED DDMDBDED 0 USER3ZDLL

ADDODBEE  OOMDSOEE 0 Gebhohvewindow

ADOOO478  ODMOROZE 0 The instruction st (500000000 caussd & stack owerflon Hostin
ADOOOBACD DOMOBOCT 0 esception

ADDODSACC DUADBOCT 0 The instruction st 0500000000 caused & stack Ldetfion Host
ADDDDESTZ DD4DENIZ 0 ewcepfion. =
< | »
[Ready  |[ansi1as |[Unio |[Rsre:0 I Eind | Save

SANSFire 2006
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Part II — Malware Analysis Qu¥#:

About PED v0.92

Authors —
[ snaker

Websites -
Www

Coded in Vis

— | Multisg

W stay or

78 PEID v0.92

File: [ C:\r

Comment | Securty || Summary.

Entrypoint | | General | Compatbiity | Archy

File Offset SFX RAR aichive
“Wersion to extract

Linker Info e
Total files
Total length

PECompat Packed length
atio

S module size
Main comment
Passwards

Dictionaty size
Recovery record
Avchive lock

Authenticity verfication

23
Windows

1
0,720
15,834

51%

52,224
Present
Apsent

128K8
Absent
Absent

Absent

=olx|

7 BinText 3.00
Seach | Fita | Hob |
i toscan [CXD osuments g SetrgsAdniiiadoNDeskloptods Biomse

I Advanced yi

Timetaken : 0016 seos  Testsize: 5260 bytes (5.14K)

Fiepo: [ Wenger [ [ Ten =
A 0000004D 00400040 O IThis progiam eannot be run in DOS mode.

A 000000CD  004000CD O chifel

Aooos ooioe 0 ien

Ates oEs 0 e

400000210 00400210 O idata

Ao iz 0 G

Qom0 e

A 00000948 00401548 O WiE3

400000092 00401932 O @

Qe oA 0 e

A OD0ODEES  O04014E5 0 PhOtG

A 0000DFO3 00401803 O B@

o o0s ooimcos 0 Fea =
‘ ,
ot ez e w0 | Bl (&

SANSFire 2006
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. Catezourlyz: élsual and Behavioral Analysis

. "But I just went to Winupdates.com”

Part I1I - Malware Analysisg)

. The Mission:

“A machine was presenting a strange behavior
on the corporate. The Incident Response Team
was called to check the machine. The user said
that the only thing that he remembers was
that he was checking a Windows Update
website...”

http://handlers.sans.org/pbueno/ma3.html
SANSFire 2006

http://isc.sans.org

Notes:

This one was regarding a Spyware. Lots of fun on this analysis...lot of things to
follow...!©



Part III - Malware Analysisg)
. Obje@@g.z. 3

- Analyze a Spyware!

Specific Questions:

1. What is a .cmd extension? In which systems that this file extension would work?

3. Is it packed? If yes, which packed was used?

5. Please describe the process which this malware will try to get installed on the system.
7. In the same machine, was observed that some registry entries were messed
up...Again, does this malware have something to do with it? If so, why?

8. Please, describe how this malware tries to install softwares (and which ones) in the
machine...

SANSFire 2006
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Part III - Malware Analysis:

CENTER
. Nev@r Eel IszsonEs Learned:

1. Learned about .cmd extension

2. RegShot tool — before and after system
changes

3. Unrar x /UPX -d to unpack
4. Some Windows batch-fu (regedit /S)

SANSFire 2006 http:/isc.sans.org

Notes:

1)A .cmd extension is a Windows NT Command file script extension. It is only
supported in WinNT and above. WinNT and above recognize .cmd files as
executables and will run them. Win9x doesn't recognize .cmd as an executable file
type. If you attempt to run a .cmd file under Win9x it will return a Bad command
or file name error message. Its usage is similar to that of a batch file (.bat) in
Win9x.

2) Regshot is a small,free and open-sourced registry compare utility that allows
you to quickly take a snapshot of your registry and then compare it with a second
one - done after doing system changes or installing a new software product. The
changes report can be produced in text or HTML format and contains a list of all
modifications that have taken place between snapshotl and snapshot2. In addition,
you can also specify folders (with sub filders) to be scanned for changes as well. It
can be found here: http://regshot.blog.googlepages.com/regshot.html

3) If you identified a file to be packed with UPX/RAR, you could use the Linux
applications UPX (http://upx.sourceforge.com) or unrar to unpack it.

4) If you attempt to open a .reg file using Regedit.exe the application will prompt
you to add the entries to the registry. By using the /S flag a silent install occurs
requiring no user intervention.



Part III - Malware Analysis

AR

. ENTER
I 1111y
i PX Graphical 1.33 incl. UPX-scrambler =100
Compare ogs savs as: About WinRAR Close
Lecknoe

@ Plain TET HTML document

e) 2002, 2005 by Dk Paehl
Fresware
1= | Scam dir iz ity di mals |
E PR Original UPX 1.25 and the scrambler are integrated

PayPall
oonATE
|c:\wwnows =0
= Copyright © 1333-2005 by

Output path: o | Alexander Roshal Qpen File | Compress | Optons | Abaut | Histor | Dutput |
’VIC:\WINDOWS\TEMP\ _| e |

Open File infarmation

Add comment inte the log: Moritor
I 40 days tnal copy Fil name:

Keys:79832 Valuesi140578  Time:6s636ms
[root@catyph bots]# more 2377.reg
Windows Registry Editor Versiom 5.00
[rootécatyph bots]# more menupdater.cmd ~ [HEEY_CURRENT_USER\Software\Microsoft\Windows\CurrentVersion\Intern
@echo off et Settings\Zones\0]
echo Updating Windows Shell Files "1004"=dword: 00000000
REGEDIT.EXE /S5 2377.reg "1z201" lword: 00000000

REGEDIT.EXE /5 5577.reg
echo Updating Windows Shell Files..... [HKEY CURRENT_USER\Software\Microsoft\Windows\CurrentVersiom\Intern
msnhomepage . html et Settings\Zones\1]
echo Updating Windows Shell Files........ "1004"=dword: 00000000
vahoohomepage . html "1201"=dword: 00000000
echo Updating Windows Shell Files...........
echo Updating Windows Shell Files.............. [HKEY CURRENT_USER\Software\Microsoft\Windows\CurrentVersiom\Intern
echo Updating Windows Shell Files is now Complete. et Settings\Zones\2]
exit "1004"=dword: 00000000
"1201"=dword: 00000000

SANSFire 2006
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Part IV - Malware Analysis Qg;"ua

4 . . .
. Category: Visual and Behavioral Analysis
. “"What a Nice Postcard!”

. The Mission:

“One user in the organization received a phone call from his bank manager, telling
that his account was empty and if something wrong happened. Our little Joe was
completely astonished!! What did happen, he knew that he had some money in
that bank account! So, he decided to take a look at his account and saw a lot a

strange transfers from his account to a lot of different accounts...

As he doesn’t have computer at home, he only uses his online bank at work and
though that someone had stolen his passwords. The Incident Response Team was
called to check his computer and found the following file in his computer, called
credito.scr.”

http://handlers.sans.org/pbueno/ma4.html
SANSFire 2006 http:/isc.sans.org




Part IV - Malware Analysis)
Obj%zf:\.‘u/%s?P

- Analyze a piece of a Modified Password Stealer
Trojan

Specific questions:

1. Is this file packed? If so, which packer?

2. Without running the file, what do you think that this malware can and will
do?

3. Now, using any methods available to you, which changes, if any, will this
malware do in the system, among new files and registry entries...?

4. Now, what is the purpose of this malware?

6. Could you show any example of this malware behavior?

SANSFire 2006 http:/isc.sans.org

Notes:

This was a real malware that I modified to include fake email address instead of
the real ones.



Part IV - Malware Analysis)
Quiz 4 |

<strong>Hello friend !</strong><br>

</div>

You have just received a postcard from someone who cares about you!<br><br>

<strong>This is a part of the message:</strong><br>

&quot;Hy there! It has been a long time since | haven't heared about you!<br>

I've just found out about this service from Claire, a friend of mine who also told me that...&quot;<br>
<strong>If you'd like to see the rest of the message click <a
href="http://xx.xx.17.42/~office/postcard.gif.exe">here</a> to

receive your animated postcard! </strong><br><br>

<strong>===================</strong><br>
Thank you for using <span class="style1">www.yourpostcard.com</span> 's services !ll<br>
Please take this opportunity to let your friends hear about us by sending them a postcard from our collection <br>

<strong>=

</strong>

</div>

SANSFire 2006 http:/isc.sans.org

Notes:

This is an example of the email received with the link to download the real
malware.



Part IV - Malware Analyss:

—~ |Z 4 CENTER
. NeWHessons Learned:

1. How to unpack Aspack:

AspackDIE!
pmak 2

e On this quiz, it was used to unpack the malware, so
information could be extract from it.

2. Use of the Foremost to data carving

- On this quiz, foremost was used to extract bank
figures, like virtual keyboards, logos...all used on
the banker trojan.

SANSFire 2006 http:/isc.sans.org

Notes:

1- AspackDie! — this one is an unpacker for files packed with Aspack. It can be
found here: http://www.exetools.com/unpackers.htm. Another way to unpack
aspack is the usage of pmak?2 that can be found here:
http://www.pmode.net/USERS/117/Files/Pmak2.rar

2- Foremost is a console program to recover files based on their headers, footers,
and internal data structures. This process is commonly referred to as data carving.
Foremost can work on image files, such as those generated by dd, Safeback,
Encase, etc, or directly on a drive. The headers and footers can be specified by a
configuration file or you can use command line switches to specify built-in file
types. These built-in types look at the data structures of a given file format
allowing for a more reliable and faster recovery. It can be found here:
http://foremost.sourceforge.net/
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Part IV - Malware Analysisz

(CENTER

Ouiz 4

[AspackDie 1.41] by yoda - Select the target file-..
Examinar.

£ aspackdie

AspackDie.exe

]

o

Nome do amuive

oo

Arguivos do tipo EXE/DLL/OCX files

o]

oo

Cartao.scr
able for MS Windows (GUI)} Intel 8
rootBcatyph malwares]# /fusr/local/bin/foremost -i Cartao.s
Cartao.scr

exec

32-bit
cr

malwares]# cd output/
output]# 1s
bmp exe 3pg

SANSFire 2006 http:/isc.sans.org




Part IV — Malware Analygig_@

(CENTER

. NeWHels%o#s Learned: (cont.)
3. DFM Editor

Bl Fle =i Dato wind:
Bl I A el Tl
A= uBSsoedfm |

Object neme:
= T fmBRA ) ~
B Labeits

=] Labeis

= [E] pniBB (FM
=] Imags2
=1 i
Images
=1 magetn
Label28
D] Lakeizs
Lakie27
[E] Lsbei1z
| Al = senha de 4 digitos
=1 Lanens
=] Laken? Senha do Cartio cpF
=] Laba7 |

5] Labeizz Informe sua respasta secreta

Lakeld [
Laknel{ Es
=] Lakels
[S] Labels
Label O
[S] Labels

s inferior do nawagador.

ranca, o teclado do seu computador ndo pode ser utilizado na
a cenha de 4 digitos. Par favor, utilize o Teclado Virtual .

SANSFire 2006
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Notes:

3. DFM Editor — “Standalone editor for Delphi Form files (*.dfm) in both binary
and text format. It has object tree, object inspector and syntax highlighted editor
and form previewing capability. It can be extended with external packages (bpl
files) to know more classes. Forms can also be extracted from executables or
libraries. Supports D1-D7 forms. Free to use for both private and commercial
users. “ It can be found here: http://www.mitec.cz/Downloads/DFMEdit.zip



Part IV - Malware Analysis: a

CenTER

. NeWHessons Learned: (cont.)

4. DeDe - Delphi Decompiler

[C:\Beware Malware\omak unpacked.exe L“ﬂ Process Teclados

ClasesInfo | Unitsinfo | Foms | Procedues | [ Piojert | Exports

Save Delphi Project Space

¥ Include DFM files for all forms

¥ Include PAS files

W Include DPR project file

W Include TXT event handler R4 description

Project directory:
|C\antory\DeDe\Dumps El
NERRRARAARARRRARRNNNN [ F:?ﬁﬁ'e"“ I
processing uBBuwsx Label31Click.
Saving project ... pmak-unpacked. exe 1503232 bytes
SANSFire 2006 http://isc.sans.org
Notes:
4- DeDe — This is a delphi decompiler . It can be found here:

http://download.softpedia.ro/software/PROGRAMMING/DeDe.3.50.02.1619.bin.rar
According the webpage:

“DeDe is a very fast that can analyze executables compiled with 2,3,4,5,6
Builder,Kylix and Kol and give you the following:

- All dfm files of the target. You will be able to open and edit them with Delphi.

- All published methods in well commented ASM code with references to strings,

imported function calls, classes methods calls, components in the unit, Try-Except and Try-Finally
blocks.

(By default DeDe retrieves only the published methods sources, but you may also process another
procedure in a executable

if you know the RV A offset using the ToolsIDisassemble Proc menu.)

- A lot of additional information.

- You can create a Delphi project folder with all dfm,pas, dpr files. Note: pas files contains the
mentioned above well commented ASM code. They can not be recompiled !

- View the PE Header of all PE Files and change/edit the sections flags.

- Use the opcode-to-asm tool for translating opcode to assembler.

- Use RV A-to-PhysOffset tool for fast converting physical and RVA addresses.

- Use the DCU Dumper (view dcu2int.txt for more details) to retrieve near to pascal code of your
DCU files.

- Use BPL(DPL) Dumper to see BPL exports and create symbol files to use with DeDe
disassembler.

- Disassemble a target EXE directly from memory in case of a packed exe.”



Part IV - Malware Analygis;

(CENTE

. NeWHessons Learned: (cont.)

5 . W | n a Iys i S & Winalysis - [WTESTMACHINEZ Changes - HKLMY] BE®

B File Action Tools Yiew Window Help BEES
B8 = =] @ =l = © ® ]
Computer | Save  Pit | Snapshot  Test  Corfig  Critical  Waming  Info Al Johs
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Note:

5. Winalysis: “Winalysis is a program to detect changes on your computer caused
by software installs or unauthorized access and optionally restore the Windows
registry and selected files from snapshots. It allows you to save a snapshot of a
computer s configuration and then monitor for changes to files, the registry, users,
local and global groups, rights policy, services, the scheduler, volumes, shares. “

It can be found here: http://www.winalysis.com/wnaly310.exe



Part V - Malware Analyslﬁh{

825)

. “My%mputer is just slow..
. The Mission:

“A user called the help desk complaining that
his computer was too slow, after following
the basic IR procedures, the Incident
Response Team was called.”

http://handlers.sans.org/pbueno/mas.html
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Part V - Malware Analysigzz

. Cate l6||!yZ asual, Behavioral and Code
Analysis

. Objectives:

- Study a Bot for Windows

. Especific questions:

2. Without running the file, is it possible to identify what this malware can and will do?

3. Now, using any methods available to you, which changes, if any, will this malware do in the system,
among new files and registry entries...?

5. When will this malware be triggered/start?

6. Can you explain the netstat output?

7. What about the TaskManager screenshot? What useful information can you get?

8. About the creztu file, please explain each of the files that it contain! :)
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. New Hessons Learned:
1. Meaning of configuration files of mIRC, used by some
bots!

.. Use of Stud_PE to analyze the malware on Windows
(headers, packers...)

;. Sysinternal Kit:
e RegMon - registry monitoring
e Filemon - file monitoring
e TDImon - monitor monitor TCP and UDP activity
e Process explorer — monitor the process activity

SANSFire 2006 http:/isc.sans.org

Notes:

1) Files:
aliases.ini Aliasing commands for mIRC

Control.ini As if mIRC version 6.01 “The control dialog lists, ie. ignore, voice, protect, op, are now
stored in acontrol.ini file”

Mirc.ico A blank icon to hide mIRC from showing in the taskbar
Moo.dll DIl for getting OS and hardware information
Nicks.txt Random names used to generate a NICK

Perform.ini Used to set commands to perform automatically on connect.

Popups.ini Sets the popups which are like alias but require mouse intervention rater then typing
/<command>

Radmin.txt Header for scan results of port 4899 “Radmin”

Remote.ini By default the remote users list, variables and scripts are saved in the remote.ini file.

Run.exe Looks like left over from another variant of this BOT/ Backdoor / Trojan
Script.ini Scripts for this BOT such as a SCANNER, file find, random name gen....etc
Servers.ini List of IRC servers in the Underet range

Sup.bat  Install script file run by the winrar SFX

Sup.reg  Reg file containing the registry entries added start the mIRC BOT up
Svchost.exe mIRC application with a name change

Users.ini Sets the users which can talk to the bot

2) Stud_PE - Stud_PE is a Portable Executable Viewer/Editor. It can be found here
http://www.cgsoftlabs.ro/studpe.html

3) Sysinternal tools can be found at http://www.sysinternals.com
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R Studk_{)%I ilszaléost a swiss knife!

= Secfions | 1 Furclions | fs Resouces ¥ Fie Edit Took Help

Database contairs © 400 file type signatures “: “documents and settings\bt0239994 desktophmalwars. v |

=12l

= Sections | f Functions | # Resouces | ® 591 re £gr Took Help

H M: \documents and sattings\bi023035 desktop malware-uiz &4 \

* Headers | % Dos | @ Sections ™ Functions | e Fiesouces | # Signatus | # F4| v
[mported Functions

Exported Functions

Found No Exports !

KERNEL!

Detection mods: % Stand.

Wisit Stud PE Forum <- [ews Here E

Wisit Stud PE Forum <- [eys Here

Jv Showlmp € Chaecterstics  First Thunk Show Exp ¥

Wisit Stud PE Forum <- [{=ys Here Test'it || Rva<=>Raw || File Compare
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. —
- e — -
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:ﬁ\- A L_J.\

. “The'@'mI prre Strlkes Back”
..or “Arghhh...there ARE bots for Linux!”

. The Mission:

“This system is a Linux box...everything was calm
until the ISP received a report about this machine
being scanning other machines...

Our great guys from the Incident Response Team
was called again...”

http://handlers.sans.org/pbueno/ma6.html
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. Objektives:

- Bots and remote control application

. Specific Questions:

2 (a & b). (a) Without running the applications, identify what the malware can/will do, then (b)run the
applications and identify addtitional details evident when the applications are run.
4. Now, what are the purpose of the malware? Are they related?

7. About the 'shelll' and cmd.gif file, what useful information could you get?
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Part VI - Malware Analysis Q@’iﬁ;@

. Nes)v Lessons Learned:

.. Linux Toolkit:
- Strings!
- Objdump -d and Objdump -x
- Strace -f -0 out ./shell &
- Nm
.. A password cracker: John the ripper
5. A Ircd server: Ng-ircd
.. Use of a Disassembler! Did you hear IDA?

SANSFire 2006 http:/isc.sans.org

Notes:

1)

Linux Toolkit
- Our old and good strings!
- Objdump - -d, --disassemble Display assembler contents of
executable sections

-X, --all-headers Display the contents of all
headers
- nm - list symbols from object files

- strace - trace system calls and signals

2) John the ripper is a famous password cracker. It can be found here:

http://www.openwall.com/john/

3) ng-ircd is a ircd server that can be used to simulate a botnet. It can be found

here: ng-ircd; see http://ngircd.barton.de/

4) “IDA Pro combines an interactive, programmable, multi-processor

disassembler coupled to a local and remote debugger and augmented by a
complete plugin programming environment.” .It can be found here:
http://www.datarescue.com/idabase/
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Part VI — Malware Ana

NOTICE
NOTICE
NOTICE
NOTICE
NOTICE
NOTICE
NOTICE
NOTICE
169.40
NOTICE
NOTICE
NOTICE
NOTICE
NOTICE
NOTICE
NOTICE
NOTICE
NOTICE
NOTICE
NOTICE

%=
%=
%=
£=
£=
£=
%=
%=

£=
£=
£=
%=
%=
3s
£=
£=
%=
%=
%=

Quiz 6

:Password too long! > 254
:Disable sucessful.
:ENASLE <pass>

:Rlready enabled.

:Wrong password

:Password correct.
:Removed all spoofs

:What kind of subnet address is that?

NOTICE %s :Di:

NOTICE %s :ENDisassembly of section

NOTICE %s :Al:

NOTICE %s :Wrdd8048acc < _imit>:

NCTICE %= :Pa: 8048acc:
NOTICE %= :Rer 8048acd:
NOTICE %s :Wh: 8048acf:
169.40 8048ad2:
MNOTICE %s :Un: 8048ad7:
NCTICE %= :UDI 8048adc:
NOTICE %= :Pac aux>
- 8048ael:
8048ae2:

nnoeoomo;
mm oW m

a
o

c3

Do

e5
ec
ad
14
df

[root@catyph root]# objdump -x shelll |more

shelll: file format elf32-i386
shelll

architecture: 1386, flags 0x00000112:
EXEC_P, HAS_SYMS, D _PAGED

start address 0x03048260

Program Header:

NOTICE %= :Kaiten wa goraku PHDR off  0x00000034 vaddr 0x08048034 paddr Ox08048034 align
UDP |40TICE $s :NICK <nicks filesz 0x00000100 memsz 0x00000100 flags r-x
PaCluoTICE %s iNick camnot be larger thar INTERE off  0x00000134 vaddr 0x08048134 paddr 0x08048134 align
PPAN INTex 3 filesz 0x00000013 memsz Dx00000013 flags -
iPaDIVOTICE s :DISABLE <pass> LOAD off  0x00000000 vaddr 0x08048000 paddr 0x08048000 align
Disabled filesz 0x00004e88 memsz 0x00004e88 flags r-x
iTSWpapled and awaiting orders LOAD off  0x00005000 vaddr 0x08044000 paddr 0x0804d000 align
UMKl yoTICE ts :Cwilzootoatyph root]d obj filesz 0x000002e0 memsz 0x00000370 flags Tw-
Bkl goTIcE 4 :ALs
IgggNOTICE %3 :Passhelll: file format elf32-i386

.init:
push  %ebp
mov  esp,iebp
o8 sub $0xE,tesp
03 00 00 call  8048e84 <call gmon_starcx
04 00 00 call 8048efQ <frame dummy>
34 00 00 call 804bfcO <_ dao_global_ctors
leave
ret
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Notes:

Somethings to notice here:

-TSUNAMI

-“Kaiten wa goraku”
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.idata:00462008 extrn __imp_ExitProcess:dword ; DATA XREF: ExitProcessT || g ipiassembloMe
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0002008 o 7
02008 ; int _ stdcall _imp_MessageBoxA(HWND hind,LPCSTR lpText,LPCSTR 1pCapt e o/ x|
00402008 extrn __inmp_llessageBoxA:dword ; DATA XREF: =10
e (s (o v ] e
8046200C . rdata00... 0000000C C Messac
00402010 ; . rdatz:00... 000D000B o3 USER3
00402010 c EsitProc
00402010 ; Segment type: Pure data X S ot
00402010 _pdata egment para public 'DATA' use32
86482018 assume cs:_rdata € HeloTl
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Conclusion s
. Different approaches can lead to the same
results!

. Different tools can lead to the same results!

. Choose your tools of confidence and let the
game begin!

. Remember that if you have a problem,
probably there is a specific tool for your
need!

. Did you miss Ollydbg?? Yes...me t00...©
Learn how to use it!!

- ps: take a look at ollyscript and ollydump...;)

. Do you know Lenny’s class? Reverse
Engineering Malware? ©

PnrerNE
Storu,
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INSTITUTE . l:z_wfp =7

1 Sronu,
Conclusion e
And remember...

. A wise man gets more use from his enemies
than a fool from his friends.

- Baltasar Gracian
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PnrERnE?
: Sronu,
Questions? um?aa

;

%ﬁ

Do you have any questions ? ? ?
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PnrerNE
Storu,
CENTER
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