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Question: 1

Your company has a main office and 15 branch offices. The company has a single Active
Directory domain. All servers run Windows Server 2008. You need to ensure that the VPN
connections between the main office and the branch offices meet the following requirements:

All data must be encrypted by using end-to-end encryption.
The VPN connection must use computer-level authentication.
User names and passwords cannot be used for authentication.
What should you do?

A. Configure an IPsec connection to use tunnel mode and preshared key authentication.
B. Configure a PPTP connection to use version 2 of the MS-CHAP v2 authentication.

C. Configure a L2TP/IPsec connection to use the EAP-TLS authentication.

D. Configure a L2TP/IPsec connection to use version 2 of the MS-CHAP v2 authentication.

Answer: C

Question: 2

Your company has Active Directory Certificate Services (AD CS) and Network Access
Protection (NAP) deployed on the network. You need to ensure that NAP policies are
enforced on portable computers that use a wireless connection to access the network.
What should you do?

A. Configure all access points to use 802.1X authentication.

B. Configure all portable computers to use MS-CHAP v2 authentication.

C. Use the Group Policy Management Console to access the wireless Group Policy
settings, and enable the Prevent connections to ad-hoc networks option.

D. Use the Group Policy Management Console to access the wireless Group Policy

settings, and disable the Prevent connections to infrastructure networks option.
Answer: A

Question: 3

Your company has 10 servers that run Windows Server 2008. The servers have RDP enabled for
server administration. RDP is configured to use default security settings. All administrators’
computers run Windows Vista. You need to ensure the RDP connections are as secure as
possible. Which two actions should you perform? (Each correct answer presents part of the
solution. Choose two.)

A. Set the security layer for each server to the RDP Security Layer.

B. Configure the firewall on each server to block port 3389.

C. Acquire user certificates from the internal certificate authority.

D. Configure each server to allow connections only to Remote Desktop client computers

that use Network Level Authentication.
Answer: C, D

Question: 4

Your network contains a server that runs Windows Server 2008. The server has the Network
Policy Server (NPS) service role installed. You need to allow only members of a global group
named Groupl VPN access to the network. What should you do?

A. Add Groupl to the RAS and IAS Servers group.
B. Add Groupl to the Network Configuration Operators group.



C. Create a new network policy and define a group-based condition for Groupl. Set the
access permission of the policy to Access granted. Set the processing order of the policy to 1.
D. Create a new network policy and define a group-based condition for Groupl. Set the
access permission of the policy to Access granted. Set the processing order of the policy to 3.

Answer: C

Question: 5

Your company has deployed Network Access Protection (NAP). You configure secure wireless
access to the network by using 802.1x authentication from any access point. You need to ensure
that all client computers that access the network are evaluated by NAP. What should you do?

A. Configure all access points as RADIUS clients to the Remediation Servers.

B. Configure all access points as RADIUS clients to the Network Policy Server (NPS).

C. Create a Network Policy that defines Remote Access Server as a network connection method.
D. Create a Network Policy that specifies EAP-TLS as the only available authentication method.

Answer: B

Question: 6

You have a server that runs Windows Server 2008. You need to prevent the server from
establishing communication sessions to other computers by using TCP port 25. What should you
do?

A. From Windows Firewall, add an exception.

B. From Windows Firewall, enable the Block all incoming connections option.

C. From the Windows Firewall with Advanced Security snap-in, create an inbound rule.
D. From the Windows Firewall with Advanced Security snap-in, create an outbound rule.

Answer: D

Question: 7

Your company has a single Active Directory domain and an enterprise root certificate authority.
The company plans to use Network Access Protection (NAP) to protect the VPN connections.
You build two servers named NPS1 and VPNL1. You configure the following functions on the two
servers as shown in the following table. You need to ensure that the system health policy is

Server Name | Server Function

MNetwork Policy Server {NPS), Remediation Server, System
Health Yalidation Server

YPM1 YPM Server, RADILS Server

A. Reconfigure NPS1 as a RADIUS client.

B. Reconfigure VPN1 as a RADIUS client.

C. Add the NAP role to a domain controller.

D. Add the NAP role to an Enterprise Certificate server.

MNPS51

Answer: B

Question: 8

You deploy a Windows Server 2008 VPN server behind a firewall. Remote users connect to the
VPN by using portable computers that run Windows Vista with the latest service pack. The
firewall is configured to allow only secured Web communications. You need to enable remote



users to connect as securely as possible. You must achieve this goal without opening any
additional ports on the firewall. What should you do?

A. Create an IPsec tunnel.

B. Create an SSTP VPN connection.
C. Create a PPTP VPN connection.
D. Create an L2TP VPN connection

Answer: B

Question: 9

Your company's corporate network uses Network Access Protection (NAP). Users are able
to connect to the corporate network remotely. You need to ensure that data transmissions
between remote client computers and the corporate network are as secure as possible.
What should you do?

A. Apply an IPsec NAP policy.

B. Configure a NAP policy for 802.1x wireless connections.

C. Configure VPN connections to use MS-CHAP v2 authentication.

D. Restrict Dynamic Host Configuration Protocol (DHCP) clients by using NAP.

Answer: A

Question: 10

Your company has a single Active Directory domain. The domain has servers that run Windows
Server 2008. You have a server named NAT1 that functions as a NAT server. You need to
ensure that administrators can access a server named RDP1 by using Remote Desktop Protocol
(RDP). What should you do?

A. Configure NAT1 to forward port 389 to RDP1.

B. Configure NAT1 to forward port 1432 to RDP1.
C. Configure NAT1 to forward port 3339 to RDP1.
D. Configure NAT1 to forward port 3389 to RDP1.

Answer: D

Question: 11

You perform a security audit of a server named CRM1. You want to build a list of all DNS
requests that are initiated by the server. You install the Microsoft Network Monitor 3.0 application
on CRM1. You capture all local traffic on CRM1 for 24 hours. You save the capture file as
data.cap. You find that the size of the file is more than 1 GB. You need to create a file named
DNSdata.cap from the existing capture file that contains only DNS-related data. What should you
do?

A. Apply the display filter IDNS and save the displayed frames as a DNSdata.cap file.

B. Apply the capture filter DNS and save the displayed frames as a DNSdata.cap file.

C. Add a new alias named DNS to the aliases table and save the file as DNSdata.cap.

D. Run the nmcap.exe /inputcapture data.cap /capture DNS /file DNSdata.cap command.

Answer: D

Question: 12

Your company has a network that has an Active Directory domain. The domain has two servers
named DC1 and DC2. You plan to collect events from DC2 and transfer them to DC1. You
configure the required subscriptions by selecting the Normal option for the Event delivery



optimization setting and by using the HTTP protocol. You discover that none of the subscriptions
work. You need to ensure that the servers support the event collectors. Which three actions
should you perform? (Each correct answer presents part of the solution. Choose three.)

A. Run the wecutil gc command on DC1.

B. Run the wecutil gc command on DC2.

C. Run the winrm quickconfig command on DC1.

D. Run the winrm quickconfig command on DC2.

E. Add the DC2 account to the Administrators group on DCL1.
F. Add the DC1 account to the Administrators group on DC2.

Answer: A, D, F

Question: 13

Your company has a network that has 100 servers. You install a new server that runs Windows
Server 2008. The server has the Web Server (IIS) role installed. You discover that the Reliability
Monitor has no data, and that the Systems Stability chart has never been updated. You need to
configure the server to collect the Reliability Monitor data. What should you do?

A. Run the perfmon.exe /sys command on the server.

B. Configure the Task Scheduler service to start automatically.
C. Configure the Remote Registry service to start automatically.
D. Configure the Secondary Logon service to start automatically.

Answer: B

Question: 14

Your company has an Active Directory domain that has two domain controllers named DC1 and
DC2. You prepare both servers to support event subscriptions. On DC1, you create a new default
subscription for DC2. You need to review system events for DC2. Which event log should you
select?

A. System log on DC1

B. Application log on DC2

C. Forwarded Events log on DC1
D. Forwarded Events log on DC2

Answer: C

Question: 15

Your company has a network that has 100 servers. A server named Serverl is configured as a
file server. Serverl is connected to a SAN and has 15 logical drives. You want to automatically
run a data archiving script if the free space on any of the logical drives is below 30 percent. You
need to automate the script execution. You create a new Data Collector Set. What should you do
next?

A. Add the Event trace data collector.

B. Add the Performance counter alert.

C. Add the Performance counter data collector.
D. Add the System configuration data collector.
Answer: B

Question: 16



Your network consists of a single Active Directory domain. All servers run Windows Server 2008.
You have a server named Serverl that hosts shared documents. Users report extremely slow
response times when they try to open the shared documents on Serverl. You log on to Serverl
and observe real-time data indicating that the processor is operating at 100 percent of capacity.
You need to gather additional data to diagnose the cause of the problem. What should you do?

A. In the Performance console, create a counter log to track processor usage.

B. In Event Viewer, open and review the application log for Performance events.

C. In Windows Reliability and Performance Monitor, use the Resource View to see

the percentage of processor capacity used by each application.

D. In Windows Reliability and Performance Monitor, create an alert that will be triggered

when processor usage exceeds 80 percent for more than five minutes on Server1.
Answer: C

Question: 17

You have two servers that run Windows Server 2008 named Serverl and Server2. You install
WSUS on both servers. You need to configure WSUS on Serverl to receive updates from
Server2. What should you do on Serverl?

A. Configure a proxy server.

B. Configure an upstream server.
C. Create a new replica group.

D. Create a new computer group.

Answer: B

Question: 18

Your company has a server named DC1 that runs Windows Server 2008. DC1 has the DHCP
Server role installed. You find that a desktop computer named SALES4 is unable to obtain an IP
configuration from the DHCP server. You install the Microsoft Network Monitor 3.0 application on
DC1. You enable P-mode in the Network Monitor application configuration. You plan to capture
only the DHCP server-related traffic between DC1 and SALESA4. The network interface
configuration for the two computers is shown in the following table. You need to build a filter in the
Network Monitor application to capture the DHCP traffic between DC1 and SALES4. Which filter

DC1 SALES4
IP address 192,168.2.1 169,254.15.54
MAC address 00-04-5E-1C-7F-67 00:-17-31-D5=5E-FF

A. IPv4.Address == 169.254.15.84 && DHCP

B. IPv4.Address == 192.168.2.1 && DHCP

C. Ethernet.Address == OXOO0OA5E1C7F67 && DHCP
D. Ethernet.Address == 0x001731D55EFF && DHCP

Answer: D

Question: 19

You install WSUS on a server that runs Windows Server 2008. You need to ensure that the traffic
between the WSUS administrative Web site and the server administrators computer is encrypted.
What should you do?

A. Configure SSL encryption on the WSUS server Web site.
B. Run the netdom trust /SecurePasswordPrompt command on the WSUS server.



C. Configure the NTFS permissions on the content directory to Deny Full Control
permission to the Everyone group.

D. Configure the WSUS server to require Integrated Windows Authentication (IWA) when
users connect to the WSUS server.

Answer: A

Question: 20

You have 10 standalone servers that run Windows Server 2008. You install WSUS on a server
named Serverl. You need to configure all of the servers to receive updates from Serverl. What
should you do?

A. Configure the Windows Update settings on each server by using the Control Panel.
B. Run the wuauclt.exe /detectnow command on each server.

C. Run the wuauclt.exe /reauthorization command on each server.

D. Configure the Windows Update settings on each server by using a local group policy.

Answer: D

Question: 21

Your company has a main office and a branch office that are configured as a single Active
Directory forest. The functional level of the Active Directory forest is Windows Server 2003. There
are four Windows Server 2003 domain controllers in the main office. You need to ensure that you
are able to deploy a read-only domain controller (RODC) at the branch office. Which two actions
should you perform? (Each correct answer presents part of the solution. Choose two.)

A. Run the adprep/rodcprep command.

B. Raise the functional level of the forest to Windows Server 2008.

C. Raise the functional level of the domain to Windows Server 2008.
D. Deploy a Windows Server 2008 domain controller at the main office.

Answer: A, D

Question: 22

Your company has a main office and 10 branch offices. Each office is configured as a separate
site. Each office has a read-only domain controller (RODC) server. Users in the remote offices
are unable to log on to their user accounts. You need to ensure that the cached credentials for
user accounts are stored only on the RODC server for the users local office. What should you
do?

A. Configure a separate Password Replication Policy on each RODC computer account.
B. Add the user accounts to the Domain RODC Password Replication Allowed Group
domain security group.

C. Set Allow on the Receive as permission only for the desired user accounts on the
RODC computer account Security tab.

D. Create a separate security group for each office. Add the user accounts to the

corresponding group. Add the groups to the Domain RODC Password Replication Allowed Group
domain security group.

Answer: A

Question: 23

Your company has a server that runs Windows Server 2008. The server runs an instance of
Active Directory Lightweight Directory Services (AD LDS). You need to replicate the AD LDS
instance on a test computer that is located on the network. What should you do?



A. Run the repadmin /kcc <servername> command on the test computer.

B. Create a haming context by running the Dsmgmt command on the test computer.

C. Create a new directory partition by running the Dsmgmt command on the test computer.
D. Create and install a replica by running the AD LDS Setup wizard on the test computer.

Answer: D

Question: 24

Your company has an Active Directory forest that contains a single domain. The domain member
server has an Active Directory Federation Services (AD FS) role installed. You need to configure
AD FS to ensure that AD FS tokens contain information from the Active Directory domain. What
should you do?

A. Add and configure a new account store.

B. Add and configure a new account partner.

C. Add and configure a new resource partner.

D. Add and configure a Claims-aware application.

Answer: A

Question: 25

Your company has an Active Directory forest that runs at the functional level of Windows Server
2008. You implement Active Directory Rights Management Services (AD RMS). You install
Microsoft SQL Server 2005. When you attempt to open the AD RMS administration Web site, you
receive the following error message: "SQL Server does not exist or access denied." You need to
open the AD RMS administration Web site. Which two actions should you perform? (Each correct
answer presents part of the solution. Choose two.)

A. Restart IIS.

B. Install Message Queuing.

C. Start the MSSQLSVC service.

D. Manually delete the Service Connection Point in AD DS and restart AD RMS.

Answer: A, C

Question: 26

Your company has a server that runs an instance of Active Directory Lightweight Directory
Service (AD LDS). You need to create new organizational units in the AD LDS application
directory partition. What should you do?

A. Use the Active Directory Users and Computers snap-in to create the organizational

units on the AD LDS application directory partition.

B. Use the ADSI Edit snap-in to create the organizational units on the AD LDS

application directory partition.

C. Use the dsadd OU <OrganizationalUnitDN> command to create the organizational units.
D. Use the dsmod OU <OrganizationalUnitDN> command to create the organizational units.
Answer: B

Question: 27

Your company has a main office and a branch office. You deploy a read-only domain controller
(RODC) that runs Microsoft Windows Server 2008 to the branch office. You need to ensure that
users at the branch office are able to log on to the domain by using the RODC. What should you
do?



Add another RODC to the branch office.

Configure a new bridgehead server in the main office.

Configure the Password Replication Policy on the RODC.

. Decrease the replication interval for all connection objects by using the Active Directory
ites and Services console.

WoOwp

Answer: C

Question: 28

Your company has a main office and 40 branch offices. Each branch office is configured as a
separate Active Directory site that has a dedicated read-only domain controller (RODC). An
RODC server is stolen from one of the branch offices. You need to identify the user accounts that
were cached on the stolen RODC server. Which utility should you use?

A. Dsmod.exe

B. Ntdsutil.exe

C. Active Directory Sites and Services

D. Active Directory Users and Computers

Answer: D

Question: 29

Your company has an Active Directory Rights Management Services (AD RMS) server. Users
have Windows Vista computers. An Active Directory domain is configured at the Windows Server
2003 functional level. You need to configure AD RMS so that users are able to protect their
documents. What should you do?

A. Install the AD RMS client 2.0 on each client computer.

B. Add the RMS service account to the local administrators group on the AD RMS server.

C. Establish an e-mail account in Active Directory Domain Services (AD DS) for each RMS user.
D. Upgrade the Active Directory domain to the functional level of Windows Server 2008.

Answer: C

Question: 30

Your company has an Active Directory domain. The company has a server named Serverl that
has the Terminal Services role and the Terminal Services Web Access role installed. The
company has a server named Server2 that runs ISA Server 2006. The company deploys the
Terminal Services Gateway (TS Gateway) role on a new server named Server3. The company
wants to use ISA as the SSL endpoint for Terminal Server connections. You need to configure
the TS Gateway role on Server3 to use ISA 2006 on Server2. What should you do?

A. Configure the TS Gateway to use SSL HTTPS-HTTP bridging.

B. Configure the Terminal Services Connection Authorization Policy Store on Server3 to
use Server2 as the Central Network Policy Server.

C. Export the SSL certificate from Server2 and install the SSL certificate on Server3.
Configure the TS Gateway to use the SSL certificate from Server2.

D. Export a self-signed SSL certificate from Server3 and install the SSL certificate on

Server2. Configure the ISA service on Server2 to use the SSL certificate from Server3.
Answer: A

Question: 31



A server runs Windows Server 2008. The Terminal Services role is installed on the server. You
deploy a new application on the server. The application creates files that have an extension of
Xyz. You need to ensure that users can launch the remote application from their computers by
double-clicking a file that has the .xyz extension. What should you do?

A. Configure the Remote Desktop Connection Client on the users' computers to point to

the server.

B. Configure the application as a published application by using a Remote Desktop Program file.
C. Configure the application as a published application by using a Windows Installer

package file.

D. Configure the application as a published application by using a Terminal Server Web

Access Web site.
Answer: C

Question: 32

You have four Terminal Servers that run Windows Server 2008. The Terminal Servers are named
Serverl, Server2, Server3, and Server4. You install the Terminal Server Session Broker role
service on Serverl. You need to configure load balancing for the four Terminal Servers. You must
ensure that Server2 is the preferred server for Terminal Services sessions. Which tool should you
use?

A. Group Policy Manager

B. Terminal Services Configuration
C. Terminal Services Manager

D. TS Gateway Manager

Answer: B

Question: 33

Your company has a Windows Server 2003 Active Directory domain. A server named Serverl
runs Windows Server 2008. The Terminal Services role is installed on Serverl. A server named
Server2 runs Windows Server 2003. The Terminal Services Licensing role service is installed on
Server2. You need to configure the Terminal Services Per User Client Access License (TS Per
User CAL) tracking and reporting to work on both Serverl and Server2. What should you do?

A. Rename Serverl to have the same computer name as the domain and join it to a workgroup.
B. Add Serverl to the servers managed by the Windows Server 2003 Terminal

Services Licensing service.

C. Uninstall the Terminal Services Licensing role on Server2 and install that role on

Serverl. Configure TS Per User CAL tracking and reporting on Serverl.

D. Activate the Terminal Services Licensing Server on Server 2.

Answer: C

Question: 34

You manage a member server that runs Windows Server 2008. The server has the Terminal
Services role installed. Microsoft Windows System Resource Manager (WSRM) is installed on the
server. Users report performance degradation on the Terminal Server. You monitor the server and
notice that one user is consuming 100 percent of the processor time. You create a resource
allocation policy named Policy1 that limits each user to 30 percent of the total processor time. You
observe no performance improvement. You need to configure WSRM to enforce Policyl. What
should you do?

A. Set Policyl as the Profiling Policy.



B. Set Policyl as the Managing Policy.

C. Restart the Terminal Services Configuration service.

D. Launch the WSRM application by using the user context of the Terminal Server System
account.

Answer: B

Question: 35

Your company runs Terminal Services. You plan to install an application update for the
lobapp.exe application on the Terminal Server. You find instances of the lobapp.exe processes
left behind by users who have disconnected. You need to terminate all instances of the
lobapp.exe processes so that you can perform an application update. What are two possible
ways to achieve this goal? (Each correct answer presents a complete solution. Choose two.)

A. Run the Get-Process cmdlet on the Terminal Server.

B. Run the Tskill lobapp /a command on the Terminal Server.

C. End all instances of lobapp.exe in the Terminal Services Manager console.

D. Run the Tasklist /fi "IMAGENAME eq lobapp.exe" command on the Terminal Server.

Answer: B, C

Question: 36

Your company has an Active Directory domain. The company runs Terminal Services. You
configure the main office printer as the default printer on the Terminal Server. The company
policy states that all remote client computers must meet the following requirements: The main
office printer must be the default printer of the client computers. Users must be able to access
their local printers during a terminal session. You need to create a Group Policy Object by using
the Terminal Services Printer Redirection template to meet the company policy. What should you
do?

A. Set the Easy Print driver first option to Disabled. Apply the GPO to the Terminal Server.
B. Set the Use Terminal Services Easy Print driver first option to Disabled. Apply the GPO
to all the client computers.

C. Set the Do not set default client printer to be default printer in a session option to
Enabled. Apply the GPO to the Terminal Server.

D. Set the Do not set default client printer to be default printer in a session option to

Enabled. Apply the GPO to all the client computers.
Answer: C

Question: 37

You install the Windows Deployment Services (WDS) role on a server that runs Windows Server
2008. When you attempt to upload spanned image files to the WDS server, you receive an error
message. You need to ensure that the image files can be uploaded. What should you do?

A. Grant the Authenticated Users group Full Control on the \REMINST directory.

B. Run the wdsutil /Convert command at the command prompt on the WDS server.
C. Run the wdsutil /Export command at the command prompt to export *.swm files to
one destination *.wim on the WDS server.

D. Run the wdsutil /add-image /imagefile:\\server\share\sources\install.wim /image

type:install command for each component file individually at the command prompt on the WDS
server.
Answer: C

Question: 38



Your company named Contoso, Ltd. has a two-node Network Load Balancing cluster. The cluster
is intended to provide high availability and load balancing for only the intranet Web site. The name
of the cluster is web.contoso.com. You discover that Contoso users can see the Network Load
Balancing cluster in the network neighborhood and can connect to various services by using the
web.contoso.com name. The web.contoso.com Network Load Balancing cluster is configured with
only one port rule. You need to configure the web.contoso.com Network Load Balancing cluster to
accept only HTTP traffic. Which two actions should you perform? (Each correct answer presents
part of the solution. Choose two.)

A. Log on to one of the cluster nodes and run the wibs disable all command.

B. Open the Network Load Balancing Clusters console and delete the default port rules.

C. Open the Network Load Balancing Clusters console and create a new Allow rule for TCP port
80.

D. Open the Network Load Balancing Clusters console and change the default port rule

to a disabled port range rule.
Answer: B, C

Question: 39
You have two servers named FC1 and FC2 that run Windows Server 2008 Enterprise Edition.
Both servers have the Failover Clustering feature installed. You configure the servers as a two
node cluster. The cluster runs an application named APP1. Business hours for your company are

to 17:00. APP1 must be available during these hours. You configure FC1 as the
preferred owner for APP1. You need to prevent failback of the cluster during business hours.
What should you do?

Set the Period option to 8 hours in the Failover properties.

Set the Allow failback option to allow failback between 17 and 9 hours in the Failover
properties.

Enable the Prevent failback option in the Failover properties.

Enable the If resource fails, attempt restart on current node policy for all APP1 resources.
Set the Maximum restarts for specified period to 0.

Answer: B

Question: 40

Your company has a server that runs Windows Server 2008 and Microsoft Hyper-V. You have
two virtual machines that run Microsoft Windows 2003 Server. You need to configure the virtual
machines so that you can revert to a previous state. What should you do?

A. Back up all the volumes on each Windows 2003 server.

B. Back up the system state on each Windows 2003 server.

C. Copy the .vmc files for each of the virtual machines to a backup folder.

D. Take a snapshot of the virtual machines by using the Virtual Services Manager console.

Answer: D

Question: 41

Your company has a single Active Directory domain. All the servers run Windows Server 2008.
You have a server named FS1 that has the File Services role installed. The disks are
configured as shown in the following exhibit.
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You need to create a new drive volume to support data striping with parity. What should you do?

A. Add another disk. Create a New RAID-5 Volume.

B. Create a new Striped Volume by using Disk 1 and Disk 2.
C. Create a New Mirrored Volume by using Disk 1 and Disk 2.
D. Create a New Spanned Volume by using Disk 1 and Disk 2.

Answer: A

Question: 42

You have a server that runs Windows Server 2008. The server has the Windows Server
virtualization role service installed and has one virtual machine. The virtual machine runs
Windows Server 2008. You plan to install a new application on the virtual machine. You need to
ensure that you can restore the virtual machine to its original state in the event the application
installation fails. What should you do?

A. Log on to the virtual host and enable the Remote Differential Compression Features.
B. Log on to the virtual host and enable the Windows Recovery Disk feature.

C. From Virtualization Management Console, create a snapshot.

D. From Virtualization Management Console, save the state of the virtual machine.

Answer: C

Question: 43

Your company has a new server that runs Windows Server 2008. The Web Server (1IS) role is
installed. Your company hosts a public Web site. You notice unusually high traffic volume on the
Web site. You need to identify the source of the traffic. What should you do?

A. Enable the Web scripting option.

B. Run the netstat Can command on the server.

C. Create a custom view in Event Viewer to filter information from the security log.
D Enable Web site logging in the IIS Server Manager and filter the logs for the

source IP address.

Answer: D



Question: 44

You have a server that runs Windows Server 2008. The Web Server (1IS) role is installed. You
plan to host multiple Web sites on the server. You configure a single IP address for the server. All
Web sites are registered in DNS to point to the single IP address. You need to ensure that each
Web site only responds to requests by name from all client computers. What should you do?

A. Configue a unique port for each Web site.

B. Configue a unique IP address for each Web site.

C. Configue a unique Host Header for each Web site.

D. Edit the Hosts file on the server to add all the Web site names associated to the

network address.
Answer: C

Question: 45

You install the Web Server (11S) role on and the SMTP Server feature on a server that runs
Windows Server 2008. You need to configure the new SMTP server to forward mail to the mail
server of the Internet Service Provider (ISP). What should you do?

A. Configure the smart host setting to use the local host.

B. Configure the smart host setting to use the mail server of the ISP.

C. Run the appcmd /delivery method:PickupDirectoryFromlis command.

D. Configure the SMTP delivery setting to Attempt direct delivery before sending to smart host.

Answer: B

Question: 46

You install the FTP role service on a server that runs Windows Server 2008. Users receive an
error message when they attempt to upload files to the FTP site. You need to allow
authenticated users to upload files to the FTP site. What should you do?

A. Run the ftp Ca 192.168.1.200 command on the server that runs Windows Server 2008.
B. Run the appcmd unlock config command on the server that runs Windows Server 2008.
C. Configure Write permissions on the FTP site. Configure the NTFS permissions on the
FTP destination folder for the Authenticated Users group to Allow - Modify.

D. Configure Write permissions on the FTP site. Configure the NTFS permissions on the

FTP destination folder for the Authenticated Users group to Allow C Write attributes.
Answer: C

Question: 47

You manage a member server that runs Windows Server 2008. The member server has the Web
Server (1IS) role installed. The server hosts a Web site that is only accessible to the executives of
your company. The company policy states that the executives must access the confidential Web
content by using user certificates. You need to ensure that the executives can only access the
secure Web site by using their installed certificates. What should you do?

A. Configure the SSL settings to Require 128-bit SSL on the confidential Web site.

B. Configure the Client Certificates settings to Accept on the SSL settings for the

confidential Web site.

C. Configure the Client Certificates settings to Require on the SSL settings for the

confidential Web site.

D. Configure a Certificate Trust list to include the executives certificate authority (CA) certificate.

Answer: C



Question: 48

Your company runs Windows Server 2008. The company network is configured as an Active
Directory domain named contoso.com. The network has a Web server named WEB1. The domain
users access WEB1 by using http://webl. You generate a self-signed certificate for WEB1 and
configure WEBL1 to use SSL. Users report that they get a warning message when they connect to
WEBL1 by using https://webl. You need to ensure that users can connect to WEB1 without
receiving a warning message. What should you do?

A. Add the https: //webl1 name to the list of Trusted Sites zone on all the computers in

the domain.

B. Open the Certificates console on WEB1. Export the self-signed certificate to a web1.cer
file. Install the web1l.cer file on all the computers in the domain.

C. Join WEBL1 to the contoso.com domain. Reissue the self-signed certificate. Request all
the users to use https: //webl.contoso.com to connect to WEBL.

D. Create a DNS Host (A) Record for WEBL in the contoso.com zone. Reissue the self-

signed certificate. Request all the users to use https: //webl.contoso.com to connect to WEB1.
Answer: B

Question: 49

You have a Windows Server 2008 server that has the Web Server (IIS) server role installed. The
server hosts multiple Web sites. You need to configure the server to automatically release
memory for a single Web site. You must achieve this goal without affecting the other Web sites.
What should you do?

A. Create a new Web site and edit the bindings for the Web site.

B. Create a new application pool and associate the Web site to the application pool.

C. Create a new virtual directory and modify the Physical Path Credentials on the virtual directory.
D. From the Application Pool Defaults, modify the Recycling options.

Answer: B

Question: 50

You install the Web Server (11S) on a server that runs Windows Server 2008. You install a
Microsoft .NET Framework application on a Web site that is hosted on the server in a folder
named \wwwroot. The .NET Framework application must write to a log file that resides in the
\Program Files\WebApp folder. You need to configure the .NET Framework trust level setting for
the Web site so that the application can write to the log file. What should you do?

A. Set the .NET Framework trust level to Full for the Web site.

B. Set the .NET Framework trust level to High for the Web site.

C. Set the .NET Framework trust level to Minimal for the Web site.
D. Set the .NET Framework trust level to Medium for the Web site.

Answer: C

Question: 51

You have a server named Serverl that runs Windows Server 2008. The server has the Web
Server (1IS) server role installed. You have an SMTP gateway that connects to the Internet. The
internal firewall prevents all computers, except the SMTP gateway, from establishing connections
over TCP port 25. You configure the SMTP gateway to relay e-mail for Serverl. You need to
configure a Web site on Serverl to send e-mail to Internet users. What should you do?

A. On Serverl, install the SMTP Server feature.



B. On Serverl, configure the SMTP E-mail feature for the Web site.
C. On an internal DNS server, create an MX record for Serverl.
D. On an internal DNS server, create an MX record for the SMTP gateway.

Answer: B

Question: 52

You manage a computer named FTPSrv1 that runs Windows Server 2008. Your company policy
requires that the FTP service be available only when required by authorized projects. You need to
ensure that the FTP service is unavailable after restarting the server. What should you do?

A. Run the iisreset command on the FTPSrv1 server.

B. Run the net stop msftpsvc command on the FTP server.

C. Run the suspend-service msftpsvc cmdlet in Microsoft Windows PowerShell tool.

D. Run the WMIC /NODE:FTPSrvl SERVICE WHERE caption="FTP Publishing Service"
CALL ChangeStartMode "Disabled" command on the FTP server.

Answer: D

Question: 53

Your company has a server that runs Windows Server 2008. The server has the Web Server (1IS)
role installed. You need to activate SSL for the default Web site. Which two actions should you
perform? (Each correct answer presents part of the solution. Choose two.)

A. Obtain and import a server certificate by using the 1IS Manager console.

B. Select the Generate Key option in the Machine Key dialog box for the default Web site.
C. Add bindings for the HTTPS protocol to the default Web site by using the 1IS

Manager console.

D. Install the Digest Authentication component for the Web server role by using the

Server Manager console.
Answer: A, C

Question: 54

Your company hosts a Web site on a server that runs Windows Server 2008. The server has the
Web Server (lI1S) role installed. SSL is configured on the Web site for virtual directories that
require encryption. You are implementing a new Web application on the Web site. The new
application has its own logon page named userlogin.aspx. You enable Forms Authentication in
the Web site properties. You need to configure the Web site to use userlogin.aspx to authenticate
user accounts. What should you do?

A. Configure the Forms Authentication Settings to Require SSL.

B. Configure the Name property of the Cookie Settings to the userlogin.aspx filename.

C. Configure the Login URL property for the Forms Authentication Settings to the
userlogin.aspx filename.

D. Configure the Default Document setting to add the userlogin.aspx filename in the Web

site properties.
Answer: C

Question: 55

You install the Web Server (11S) role on a server that runs Windows Server 2008. You configure a
Web site named contoso.com and a Web application named Acctg on the Web server. The Web
server runs out of disk space. You move Acctg to another drive on the Web server.



The following table shows the current application configuration. Users report that they cannot
access Acctg. You need to enable users to access Acctg. Which command should you run on the
server?

Application Web location Original location Mew location
Acctg contosofAcctg d:hAcctg fivAcctg

A. appcmd add app /site.name: contoso /path:/Acctg /physicalPath:d:\Acctg
B. appcmd add app /site.name: contoso /path:/Acctg /physicalPath:f:\Acctg
C. appcmd set app /site.name: contoso /path:/Acctg /physicalPath:d:\Acctg
D. appcmd set app /site.name: contoso /path:/Acctg /physicalPath:f:\Acctg

Answer: D

Question: 56

You manage a member server that runs Windows Server 2008. The server runs the Terminal
Server Gateway (TS Gateway) role service. You need to find out whether a user named Userl
has ever connected to his office workstation through the TS Gateway server. What should you
do?

A. View the events in the Monitoring folder from the TS Gateway Manager console.
B. View the Event Viewer Security log.

C. View the Event Viewer Application log.

D. View the Event Viewer Terminal Services-Gateway log.

Answer: D

Question: 57

Your company has an Active Directory domain. The company has a server named Serverl that
has the Terminal Services role and the Terminal Services Web Access role installed. All client
computers run Windows XP Service Pack 2 (SP2). You deploy and publish an application named
TimeReport on Serverl. The Terminal Services Web Access role uses Active Directory Domain
Services (AD DS) and Network Level Authentication is enabled. You need to ensure that the
users can launch TimeReport on Serverl from the Terminal Services Web Access Web page.
What should you do?

A. Disable publishing to AD DS for the TimeReport remote application.

B. Install the Remote Desktop Client 6.1 application on the client computers that run
Windows XP SP2.

C. Publish TimeReport on Serverl as a Microsoft Windows Installer package. Distribute
the Windows Installer package to the users.

D. Install the Terminal Services Gateway (TS Gateway) role on Serverl. Reconfigure

the TimeReport remote application publishing to reflect the change in the infrastructure.
Answer: B

Question: 58

Your company has an Active Directory domain. All servers in the domain run Windows Server
2008. The Terminal Services Gateway (TS Gateway) role service is installed on a server named
Serverl. The Terminal Services role is installed on servers named Server2 and Server3. Server2
and Server3 are configured in a load balancing Terminal Server farm named TSLoad. You install
and configure the Terminal Services (TS) Session Broker service on a new server hamed
Server4. You need to configure Server2 and Server3 to join the TS Session Broker. What should
you do next?



A. Configure Server2 and Server3 to use the TS Gateway role service to access TS
Session Broker.

B. Create a new Group Policy object (GPO) that assigns Server4 to Server2 and
Server3 as their session broker server. Apply the GPO to Server2 and Server3.
C. Configure a Group Policy object (GPO) to set the Set TS Gateway server address

option in the Terminal Services Security section to Serverl. Apply the GPO to all client
EomputeCanfigure a Group Policy object (GPO) to set the Require secure RPC
communications option in the Terminal Services Security section to False. Apply the GPO to
Server2 and Server3.

Answer: B

Question: 59

Your company has an Active Directory domain. The company runs Terminal Services. All
Terminal Services accounts are configured to allow session takeover without permission. A user
has logged on to a server named Server2 by using an account named Userl. The session ID for
Userl is 1337. You need to perform a session takeover for session ID 1337. Which commands
should you run?

A. Chgusr 1337 /disable, and then Tscon 1337

B. Takeown /U Userl 1337, and then Tscon 1337
C. Tsdiscon 1337, and then Chgport /U Userl 1337
D. Tsdiscon 1337, and then Tscon 1337

Answer: D

Question: 60

You have a server that runs Windows Server 2008. The server has the Terminal Services
Gateway (TS Gateway) role service installed. You need to provide a security group access to the
TS Gateway server. What should you do?

A. Add the security group to the Remote Desktop Users group.

B. Add the security group to the TS Web Access Computers group.
C. Create and configure a Resource Authorization Policy.

D. Create and configure a Connection Authorization Policy.

Answer: D

Question: 61

Your company has an Active Directory domain. The company runs Terminal Services.
Standardusers who connect to the Terminal Server are in the TSUsers organizational unit (OU).
Administrative users are in the TSAdmins OU. No other users connect to the Terminal Server.
You need to ensure that only members of the TSAdmins OU can run the Remote Desktop
Protocol files. What should you do?

A. Create a Group Policy object (GPO) that configures the Allow .rdp files from
unknown publishers policy setting in the Remote Desktop Client Connection template to
Disabled. Apply the GPO to the TSUsers OU.

B. Create a Group Policy object (GPO) that configures the Allow .rdp files from valid
publishers and users default .rdp settings policy setting in the Remote Desktop Client
Connection template to Disabled. Apply the GPO to the TSUsers OU.

C. Create a Group Policy object (GPO) that configures the Allow .rdp files from valid
publishers and users default .rdp settings policy setting in the Remote Desktop Client
Connection template to Enabled. Apply the GPO to the TSAdmins OU.



D. Create a Group Policy object (GPO) that configures the Specify SHA1 thumbprints of
certificates representing trusted .rdp publishers policy setting in the Remote Desktop Client
Connection template to Enabled. Apply the GPO to the TSAdmins OU.

Answer: B

Question: 62

Your company has an Active Directory domain. The Terminal Services role is installed on a
member server named TS01. The Terminal Services Licensing role service is installed on a new
test server named TS10 in a workgroup. You cannot enable the Terminal Services Per User
Client Access License (TS Per User CAL) mode in the Terminal Services Licensing role service
on TS10. You need to ensure that you can use TS Per User CAL mode on TS10. What should
you do?

A. Join TS10 to the domain.

B. Disjoin TS01 from the domain.

C. Extend the schema to add attributes for Terminal Services Licensing.

D. Create a Group Policy object (GPO) that configures TS01 to use TS10 for licensing.

Answer: A

Question: 63

You have a server that runs Windows Server 2008. The server has the Windows Server
virtualization role service installed. You create a new virtual machine and perform an installation
of Windows Server 2008 on the virtual machine. You configure the virtual machine to use the
physical network card of the host server. You notice that you are unable to access network
resources from the virtual machine. You need to ensure that the virtual host can connect to the
physical network. What should you do?

A. On the host server, install the MS Loopback adapter.

B. On the host server, enable the Multipath 1/O feature.

C. On the virtual machine, install the MS Loopback adapter.

D. On the virtual machine, install Windows Server virtualization Guest Integration Components.

Answer: D

Question: 64

Your company has a single Active Directory domain. All servers run Windows Server 2008. You
install an iISCSI storage area network (SAN) for a group of file servers. Corporate security policy
requires that all data communication to and from the iISCSI SAN must be as secure as possible.
You need to implement the highest security available for communications to and from the iISCSI
SAN. What should you do?

A. Create a Group Policy object (GPO) to enable the System objects: Strengthen

default permission of internal systems objects setting.

B. Create a Group Policy object (GPO) to enable the System cryptography: Use FIPS
compliant algorithms for encryption, hashing, and signing setting.

C. Implement IPsec security in the iISCSI Initiator Properties. Set up inbound and outbound
rules by using Windows Firewall.

D. Implement mutual Microsoft Challenge Handshake Authentication Protocol (MS-

CHAPV2) authentication in the iISCSI Initiator Properties. Set up inbound and outbound rules by
using Windows Firewall.

Answer: C



Question: 65

You install the Windows Deployment Services (WDS) role on a server that runs Windows Server
2008. You plan to install Windows Vista on a computer that does not support Preboot Execution
Environment (PXE). You have a Windows Vista image that is stored on the WDS server. You
need to start the computer and install the image that is stored on the WDS server. What should
you create?

A. A capture image

B. A CD-ROM that contains PXE drivers
C. A discover image

D. An install image

Answer: C

Question: 66

Your company has a server named VS1 that runs Windows Server 2008 and Microsoft Hyper-V.
The VS1 server hosts 10 virtual servers. A virtual server named VS-DB has one 64-GB fixed-size
virtual hard disk(VHD). The VHD file name is disk1.vhd. You discover that VS-DB virtual server
and want to regain the unsed disk space on VS1 physical server. You need to configure VS-DB
to make the diskl1.vhd file as small as possible. What should you do? (To answer, move the
appropriate tasks from the list of tasks to the answer

Answer Area

I Compact the disk2.vhd file. I

‘ Delete the diskl.vhd file, Rename disk2.vhd to diskl.vhd. ‘

Convert the disk2.vhd file to a new fixed-size YHD file named

disk1.vhd, _‘J ﬁ
<

Convert the diskl.vhd file to a new dynamically expanding YHD
file named disk2,vhd,

Create a new differencing ¥HD file named disk2.vhd that has
diskl.vhd as a parent disk.

Answer:

Answier Area

Convert the diskl.vhd file to a new dynamically expanding YHD

Compact the disk2 vhd file.
file named disk2.vhd.

Delete the diskl.vhd file. Rename disk2.vhd to diskl,vhd, |

Compact the diskz.vhd file.

Convert the disk2.vhd file to a new fixed-size ¥HD file named

el _*] ‘ Delete the diskl.vhd file, Rename disk2.vhd to disk1.vhd. ﬁ
Convert the diskl.vhd file to a new dynamically expanding ¥YHD _f—’;:J -
file namead disk2.vhd. =)
Create a new differencing ¥HD file named disk2.vhd that has

disk1l.vhd as a parent disk.

Question: 67

Your company has a server that runs an instance of Active Directory Lightweight Directory
Service (AD LDS). You need to create new organizational units in the AD LDS application
directory partition. What should you do?

A. Use the Active Directory Users and Computers snap-in to create the organizational
units on the AD LDS application directory partition.

B. Use the ADSI Edit snap-in to create the organizational units on the AD LDS

application directory partition.



C. Use the dsadd OU <OrganizationalUnitDN> command to create the organizational units.
D. Use the dsmod OU <OrganizationalUnitDN> command to create the organizational units.

Answer: B

Question: 68

Your company has a main office and a branch office. The branch office has three servers that run
a Server Core installation of Windows Server 2008. The servers are named Serverl, Server2, and
Server3. You want to configure the Event Logs subscription on Serverl to collect events from
Server2 and Server3. You discover that you cannot create a subscription on Serverl from another
computer. You need to configure a subscription on Serverl. Which two actions should you
perform? (Each correct answer presents part of the solution. Choose two.)

A. Run the wecultil cs subscription.xml command on Serverl.

B. Run the wevtutil im subscription.xml command on Serverl.

C. Create an event collector subscription configuration file. Name the file subscription.xml.
D Create a custom view on Serverl by using Event Viewer. Export the custom view to a

file named subscription.xml.
Answer: A, C

Question: 69

You perform a security audit on a server named Serverl. You install the Microsoft Network
Monitor 3.0 application on Serverl. You find that only some of the captured frames display host
mnemonic hames in the Source column and the Destination column. All other frames display IP
addresses. You need to display mnemonic host names instead of IP addresses for all the frames.
What should you do?

A. Create a new display filter and apply the filter to the capture.

B. Create a new capture filter and apply the filter to the capture.

C. Populate the Aliases table and apply the aliases to the capture.

D. Configure the Network Monitor application to enable the Enable Conversations

option. Recapture the data to a new file.
Answer: C

Question: 70

You perform a security audit of a server named DC1. You install the Microsoft Network Monitor
3.0 application on DCL1. You plan to capture all the LDAP traffic that comes to and goes from the
server between 20:00 and 07:00 the next day and save it to the E:\data.cap file. You create a
scheduled task. You add a new Start a program action to the task. You need to add the
application name and the application arguments to the new action. What should you do?

A. Add nmcap.exe as the application name. Add the /networks * /capture LDAP ffile e:\data.cap
/stopwhen /timeafter 11hours line as arguments.

B. Add netmon.exe as the application name. Add the /networks */capture LDAP /file e:\data.cap
/stopwhen /timeafter 11hours line as arguments.

C. Add nmcap.exe as the application name. Add the /networks * /capture ILDAP /file e:\data.cap
/stopwhen /timeafter 11hours line as arguments.

D. Add nmconfig.exe as the application name. Add the /networks * /capture &LDAP [file
e:\data.cap /stopwhen /timeafter 11hours line as arguments.



Answer: A

Question: 71

Your company runs WSUS on a server named Serverl. Serverl runs Windows Server 2008.
Serverl is located on the company intranet. You configure the WSUS Web site to use SSL. You
need to configure a GPO to specify the intranet update locations. Which URLs should you use?

A. http: //ISERVER1

B. http: //SERVER1:8080
C. https: //SERVER1

D. https: //[SERVER1:8080

Answer: C

Question: 72
Your company has users who connect remotely to the main office through a Windows Server
2008 VPN server. You need to ensure that users cannot access the VPN server remotely from
to 05:00. What should you do?
Create a network policy for VPN connections. Modify the Day and time restrictions.
Create a network policy for VPN connections. Apply an IP filter to deny access to the
corporate network.
Modify the Logon hours for all user objects to specify only the VPN server on the
Computer restrictions option.
Modify the Logon Hours for the default domain policy to enable the Force logoff when
logon hours expire option.

Answer: A

Question: 73

Your network contains one Active Directory domain. You have a member server that runs
Windows Server 2008. You need to immediately disable all incoming connections to the server.
What should you do?

A. From the Services snap-in, disable the IP Helper.

B. From the Services snap-in, disable the Net Logon service.

C. From Windows Firewall, enable the Block all connections option on the Public Profile.
D. From Windows Firewall, enable the Block all connections option on the Domain Profile.

Answer: D

Question: 74

Your corporate network has a member server named RAS1 that runs Windows Server 2008. You
configure RAS1 to use the Routing and Remote Access Service (RRAS). The companys remote
access policy allows members of the Domain Users group to dial in to RAS1. The company
issues smart cards to all employees. You need to ensure that smart card users are able to
connect to RAS1 by using a dial-up connection. What should you do?

A. Install the Network Policy Server (NPS) on the RAS1 server.

B. Create a remote access policy that requires users to authenticate by using SPAP.

C. Create a remote access policy that requires users to authenticate by using EAP-TLS.

D. Create a remote access policy that requires users to authenticate by using MS-CHAP v2.

Answer: C



Question: 75

Your company has a single Active Directory domain. The company network is protected by a
firewall. Remote users connect to your network through a VPN server by using PPTP. When the
users try to connect to the VPN server, they receive the following error message: Error 721: The
remote computer is not responding. You need to ensure that users can establish a VPN
connection. What should you do?

A. Open port 1423 on the firewall.
B. Open port 1723 on the firewall.
C. Open port 3389 on the firewall.
D. Open port 6000 on the firewall.

Answer: B
Question: 76

Your company has deployed Network Access Protection (NAP) enforcement for VPNs. You need
to ensure that the health of all clients can be monitored and reported. What should you do?

A. Create a Group Policy object (GPO) that enables Security Center and link the policy to
the domain.

B. Create a Group Policy object (GPO) that enables Security Center and link the policy to
the Domain Controllers organizational unit (OU).

C. Create a Group Policy object (GPO) and set the Require trusted path for credential
entry option to Enabled. Link the policy to the domain.

D. Create a Group Policy object (GPO) and set the Require trusted path for credential
entry option to Enabled. Link the policy to the Domain Controllers organizational unit (OU).
Answer: A

Question: 77

Your company has Active Directory Certificate Services (AD CS) and Network Access Protection
(NAP) deployed on the network. You need to configure the wireless network to accept smart
cards. What should you do?

A. Configure the wireless network to use WPA2, PEAP, and MSCHAP v2.

B. Configure the wireless network to use WPA2, 802.1X authentication and EAP-TLS.

C. Configure the wireless network to use WEP, 802.1X authentication, PEAP, and MSCHAP v2.
D. Configure the wireless network to use WPA, PEAP, and MSCHAP v2 and also require
strong user passwords.

Answer: B

Question: 78

Your network contains one Active Directory domain. You have a member server named Serverl
that runs Windows Server 2008. The server has the Routing and Remote Access role service
installed. You implement Network Access Protection (NAP) for the domain. You need to configure
the Point-to-Point Protocol (PPP) authentication method on Serverl. Which authentication method
should you use?

A. Challenge Handshake Authentication Protocol (CHAP)

B. Extensible Authentication Protocol (EAP)

C. Microsoft Challenge Handshake Authentication Protocol version 2 (MS-CHAP v2)
D. Password Authentication Protocol (PAP)



Answer: B

Question: 79
You have a server that runs Windows Server 2008. You need to configure the server as a VPN
server. What should you install on the server?

A. Windows Deployment Services role and Deployment Server role service.

B. Windows Deployment Services role and Deployment Transport Role Service.

C. Network Policy and Access Services role and Routing and Remote Access Services
role service.

D. Network Policy and Access Services role and Host Credential Authorization Protocol
role service.

Answer: C

Question: 80

Network Access Protection (NAP) is configured for the corporate network. Users connect to the
corporate network by using portable computers. The company policy requires confidentiality of
data when the data is in transit between the portable computers and the servers. You need to
ensure that users can access network resources only from computers that comply with the
company policy. What should you do?

A. Create an IPsec Enforcement Network policy.

B. Create an 802.1X Enforcement Network policy.

C. Create a Wired Network (IEEE 802.3) Group policy.

D. Create an Extensible Authentication Protocol (EAP) Enforcement Network policy.

Answer: A
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