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op “ews commonDialog 4 caal 5 el J sl Jai

op.ShowOpen

PID = Shell(op.FileName)
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(il Uil o Uni pe ales g Alaal) o8 ) e J pemnll 5 iyl Joalill shell A1)
5kl el ll s 5 SI 3 gy el e el Ak yLal) o8 5 e

oS pmaill A48 Wil e Aliaall Cojas GllS 2ay

Aaleall 28 ) g8 5 aals jia b ki a5 DebugActiePr acess (PID) Al ddaud

(Ul b lgmam s i) iy ) sl 3 0l iy 55

Declare Functin [ bugAc tiviPr ocess Lib"lernd 32' (BVal  dwProcessld As Long) As Long

DO ) a o3

loop

DO Aala ) Ly o s V)
A = WaitForDebugEvent(debugp, 3)

loop

zanaail) Culaal Ut a8 CaudU () Lpelainle Loba®l ¢ dulin Glaal) UL & el e Alall o2
debugp Sl 8 ledatg

i) Saal

Pl 8 X el s dale ol Uls (Aalus (Sl

(Al Al e Rl Ga il ul) g Uil

BSIA A (dula ) diles pLid)

BSIAN (B (13 Jiie Taiill) dilas (e g B L)

Calaa¥l Al )13

AN iy o

Declare Functim W i tfor DebugEvent lib 'kerrel 2. d " (B/Ref IebugEvent A EBUG_EVENT, BVal dwi llisconds
As Long) As Boolean
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Public Type DEBUG_EVENT Chaa Dga g 1) 1 dad amt
dwDebugEventCode As Long' <l
dwProcessld As Long 'ziall zeali jull Alaall yaia DEBUG S jill
dwThreadld As Long ' Zlesll & i =ua

DATA(20) As Long ' s AY!) il &lasy X)) dalus

End Type

dalall AL Jess

Dim debugp as DEBUG_EVENT
Public Const EXCEPTION_DEBUG_EVENT = 1
DO
Public Const CREATE_THREAD_DEBUG_EVENT = 2

Public Const CREATE_PROCESS_DEBUG_EVENT = 3 A = WaitForDebugEvent(debugp, 3)

Public Const EXIT_THREAD_DEBUG_EVENT = 4 If A<>0Then

Public Const EXIT_PROCESS_DEBUG_EVENT = 5 SEIECHICase debugp.dwDebugEventCode

Public Const LOAD_DLL_DEBUG_EVENT =6 . .
Case CREATE_PROCESS_DEBUG_EVENT ' 4deall [asia e Jgeanll age
Public Const UNLOAD_DLL_DEBUG_EVENT =7

€35 EXCEPTION_DEBUG_EVENT ' iyl dkii i aaf caeliins)
Public Const OUTPUT_DEBUG_STRING_EVENT =8

Case CREATE_THREAD_DEBUG_EVENT ' al g i «L&) 23ley)

Case EXIT_THREAD_DEBUG_EVENT ' 4leall (1o & i eleily adle )
Case EXIT_PROCESS_DEBUG_EVENT ' 4uleall clgily adle )
Exit DO

Case LOAD DLL_DEBUG_EVENT "4 Jaesd

75 O slgiY) 2y Case UNLOAD_DLL_DEBUG_EVENT ' 4 Jaeni sl
Leie Ehaatin ElaaY) . ot
e il Case OUTPUT_DEBUG_STRING_EVENT ' gl o] i jlela)
- 3

\ DoEvents

™ ContiueDe bugEvent (debugp.dwProcessld, debugp.dwThreadld, DBG_CONTINUE)

Loop

End if
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CREATE_PROCESS_DEBUG_EVENT

JsY Gaaall

pscla ¢ DEBUG_EVENT &_1,;5)3” c-}\ﬂ\ union g_uS)‘_m ol Y Aia el J) gadll RO 4a 5 lia c‘l"ﬂ

DATA(20) As Long ' ¢ Y maall cilaay il ) daliw

3200 31 Aalisal) BaaY 5 pilee

CREATE_PROCESS_DEBUG_INFO 4xemis aa S yi L) lile a5y Sl

Public Type CREATE_PROCESS_DEBUG_INFO
hFile As Long

hProcess As Long

hThread As Long
IpBaseOflmage As Long
dwDebuglinfoFileOffet A long
nDebuglnfoSize As Long
IpThreadLocalBase As Long
IpStartAddress As Long
IpimageName As Long
fUnicode As Integer

End Type

2 yurie e Gladg

Public CREATEPROCESSINFO As CREATE_PROCESS_DEBUG_INFO

4 Gl gy das 50 g oL) JudY) (e

(BaseOflmage)s_sal e sl aaall (Thread) Lee s dlenl (e aS il 138 (g o2 ¢ 0 aa)

DEBUG_EVENT S il S il 1aa Loy i aS o Y1 Ll ) Al

CopyMemory 2sAP1 4ls Gsb oo e Jal)
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Case CREATE_PROCESS_DEBUG_EVENT

CopyMemory CREATEPROCESSINFO, debugp.DATA(0), Len(CREATEPROCESSINFO)
Hproc = CREATEPROCESSINFO.hProcess

ImgB= CREATEPROCESSINFO. IpBaseOfimage

Al Cay s

Public Declare Sub CopyMemory Lib "kernel32" Alias "RtIMoveMemoryReadProcessMemory" (Destiatim As  Any, Source As Any, ByVal
Length As Long)

"ReadProcessMemory " API &l ddaul 53 SIA (ha 36l L o 6 dleall (e o Ulias o 2ay

Al Cay jas

ReadProcessMemory Lib "kernel32" (ByVal hProcess As , IpBaseAddress As , IpBuffr As , ByVal nSize As
, IPNumberOfBytesWriten As ) As

ilaall e JY) el

el O siad) 05 o ang Aaa e ge &HA01000 O siad) Sia el 3 dia ey o 2 55 (2l) o) giall 1 G i L)
Lﬁ)ﬁuj‘

HEX to DEC (s Jisaill 25S 12a 5
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Public Functin ¢ x2Dec(B/Val mraHexVal e A Srig) A Rrig

Dim LC As Long
Dim curHexValue As String
Dim curChar As String

Dim curValue As String

(ccurHexValue = UCase(Trim(paraHexValue

df Leffar e xVal e, J ='8®H" hen arexVal e =M d ar e xVal e, 3
(For LC = 1 To Len(curHexValue

ccurChar = Mid(curHexValue, LC, 1

If InStr(1, "ABCDEF", curChar) <> 0 Then curChar = Asc(curChar) - 55

(«ceurValue = Val(curValue) + (Val(curChar) * (16 / (Len(curHexValue) - LC

Next LC

(Hex2Dec = Val(curValue

End Functin

Be 5 pdall L) o Al jusier CIEN i L)

ol iy s

Dim buffer() as byte

100 Slia L3l 8 & 5 (Al i) sae 1wl I yia Ul
Redim buffer(100) as byte

BC«)JM\ kl\l:\ﬁu\ e Az jaria ] u.uAlAj\ )J.AJL\S\

Dissemble Jee 488 o il L )l e il L Dissemble Jexs asii 5 SIAN e i Liad () a2y
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¢Sl Gaall
EXCEPTION_DEBUG_EVENT

AT S i i VY e Sl iy

Public Type EXCEPTION_DEBUG.__INFO
Public Type EXCEPTION_RECORD

A

o
ExceptmmRecord As EXCEPTION_RECORD
ExceptmCode Aslong

. dwFirstChance As Long
ExceptmFl &s As Long

EndT
pExceptmRecord Aslong natype

ExceptmAddress As Long

NumberParameters As Long
Exceptnl rf a na tia{ EXCEPTI ON MVAX | MM_P ARAMET ERS) AsLlong

End Type

v
Public Const EXCEPTION_MAXIMUM_PARAMETERS = 15

s e o Olad dpdsall (8 ABLA Cay il L s o ay
Public EXCEPTIONINFO As EXCEPTION_DEBUG_INFO

A_'i,.\)kxﬂ\ d).m}q‘;‘u_.a;}

Case EXCEPTION DEBUG _EVENT
CopyMemory EXCEPTIONINFO, debugp.DATA(0), Len(EXCEPTIONINFO)
MsgBox Hex(EXCEPTIONINFO.ExceptionRecord.ExceptionAddress)' sWiuy! 4 s g2l ol giall

excode EXCEPTIONINFO.ExceptionRecord.ExceptionCode ' ¢Lis¥) o8

PDF created with FinePrint pdfFactory trial version www.pdffactory.com



http://www.pdffactory.com

Public Const EXCEPTION DEBUG EVENT = 1

Public Const EXCEPTION DATATYPE MISALIGNMENT =
&KHSE0000002

Public Const EXCEPTION SINGLE STEP = &H80000004

Public Const EXCEPTION ACCESS VIOLATION =
KHC0000005

Public Const EXCEPTION BREAKPOINT = &H80000003

Public Const EXCEPTION ARRAY BOUNDS EXCEEDED =
&KHC000008C

Public Const EXCEPTION FLT DIVIDE BY ZERO =
KHCO0000SE

Public Const EXCEPTION FLT INVALID OPERATION =
&HC0000090

Public Const EXCEPTION FLT OVERFLOW= &HC0000091

Public Const EXCEPTION INT DIVIDE BY ZERO =
LHC0000094

Public Const EXCEPTION _INT OVERFLOW = &HC0000095

Public Const EXCEPTION ILLEGAL INSTRUCTION =
&KHC000001D

Public Const EXCEPTION PRIV INSTRUCTION =
KHC0000096

LY o8 ) g 5 aaly yia bl 53l 5 excode ) aY! 2sa g Gald) Sl JasY

Sub excode(code As Long)

Select Case code
Case EXCEPTION_DEBUG_EVENT

Case EXCEPTION_DATATYPE_MISALIGNMENT

Case EXCEPTION_ACCESS_VIOLATION

Case EXCEPTION_BREAKPOINT ' il&y 4bdi
Case EXCEPTION_ARRAY_BOUNDS_EXCEEDED
Case EXCEPTION_FLT_DIVIDE_BY_ZERO
Case EXCEPTION_FLT_INVALID_OPERATION
Case EXCEPTION_FLT_OVERFLOW

Case EXCEPTION_INT_DIVIDE_BY ZERO
Case EXCEPTION_INT_OVERFLOW

Case EXCEPTION_ILLEGAL_INSTRUCTION
Case EXCEPTION_PRIV_INSTRUCTION

End Select

End Sub

L o) e 38 jin Sl daal 5 LAY aaea of Siic
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LOAD_DLL_DEBUG_EVENT

B

S i o Gl s

Public Type LOAD DLL DEBUG INFO

hFile As Long
IpBaseOtDIl As Long ' 4iSall ) gie ¢ i 28/
dwDebuglinfoFileOfiset As Long
nDebuginfoSize As Long
IpImageName As Long
fUnicode As Integer

End Type

e e Olad @l axg
Public LOADDLL As LOAD_DLL_DEBUG_INFO

aalal) JaSag

Case LOAD_DLL_DEBUG_EVENT

CopyMemory LOADDLL, debugp.DATA(O), Len(LOADDLL)

named = GetModuleNameFromHandle(LOADDLL.IpBaseOfDII)

3 SIA L L gie (3 yha (e A0S aul e J seasll GetModuleNameFromHandle s Lical of Lay

Public Function GetModuleNameFromHandle(ByVal hModule As Long) As String

Dim [Len As Long

GetModuleNameFromHandle = Space(260)

ILen = GetModuleFileNameExXA(CREATEPROCESSINF O.hProcess, hModule, GetModuleNameFromHandle, 260)
GetModuleNameFromHandle = Lefi(GetModuleNameFromHandle, [Len)’ 535/ i) <ilsluall (o palii

End Function
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psapi.dll LS o5 API 40 o4 GetModuleFileNameExA 412

sl Cay g

Public Declare Functin  GetModuleFileNameExA Lib "psapi.dll" (ByVal hProcess As Long, ByVal hModule As
Long, ByVal ModuleName As String, ByVal nSize As Long) As Long

CREATEPROCESSINFO.hProcess (isb (e 4dle Ulian 385 dlaall (e 1 J5¥) sia )l
LOADDLL.IpBaseOfDIl  4hw/ s tile Jpasll nig 3 813 4 Li€all l gic - (AL yia jLuf]

S N W Ve N g 4 S P W [ PN W

4GSl jluall g an) Jsb 2 A1)

: @\)j\ <haall

unLOAD_DLL_DEBUG_EVENT

Public Type UNLOAD_DLL_DEBUG_INFO Public UNLOADDLL As UNLOAD_DLL_DEBUG_INFO

IpBaseOfDIl As Long ' 4i&all () sie

End Type

dalal) Ab

Case UNLOAD_DLL_DEBUG_EVENT
CopyMemory UNLOADDLL, debugp.DATA(0), Len(UNLOADDLL)

named = GetModuleNameFromHandle(UNLOADDLL.IpBaseOfDII)
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EXIT PROCESS DEBUG EVENT

M\ﬁ@g\%\;@\\&@ﬁ\m\w@b

CASE EXIT PROCESS DEBUG EVENT
Msgbox "process end"
Exit DO

End select

LOOP

c:\maﬂ\'é)j.ﬁg_xg_u" “\U}S\ASA
AU Aila) Lo A3 Y 50 o Jan el el anl 550l allon 2L il i i€ 530 3 <0

Sk 3 A ContinueDebugEvent

Declare Functin ContiueDe bugEvent Lib "kernel32" (ByVal dwProcessld As Long, ByVal dwThreadld As Long,
ByVal dwContiueStatws As Long) As Long

Aeall e 3 e
Aaall g e 00 s
J\)Aiuly\ t).a RREN Sl ‘)B.A‘)l_.d\

DBG CONTINUE, EXCEPTION DEBUG EVENT, DBG EXCEPTION NOT HANDLED

dalad (5 ) et

Sl WY Jalas aa ) palu)

ContiueDe bugEvent (debugp.dwProcessld, debugp.dwThreadld, DBG_CONTINUE )
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Ll & yaa L«;\S\ bl 48 dima Jy gathy a 58 2 Dissemble Blay) Lyl & Caa )yl
Al > sl saoall zgiie @0l o 3168l Jogio lgiliy b g Asan) Sladdas
4,15 ol @8 lellogiiul

B3 Jloginl 48,8

Ldis lewawg listbox 6lsl ar 90l wle g5
a98l wle Dissemble sls3| g5

400000 Mio guosill s @y elsy SAI o)l giedl ya=i-1
dissemble.BaseAddress = &H400000

dlall &b oe lede Joas)l Say il Gliglll @ghno dii-2

Readfile or ReadProcessMemory
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Dim dis(100) As Byte
Dim cu as long

Dim cmd as string

DO

If IsError =1 Then

Cu=Cu+2

Else

Cu = Cu + Forward

End If

Ldis. Addltem cmd

If cu>100 then exitdo

LOOP

Culall A8 ga 2any

?

)

e i La 13) 2as3
Y ol dagdaill () gic

/'

ReadProcessMemory(hprocess, ByVal adr, dis(1), 100, n)

cmd = dissemble.DisAssemble(dis, Cu, Forward, 1, 0, IsError)

s OIS 1) 3aa3

Aagledll J 5ha 20a

35S S e

N

han) Gilagdaty (S g Coad 3aY) Jraad S Gl 2ay

Zllaal) e Jaladl
AR |

S glbaall (g jivea Il Sl gina e Jgmanl 8 lan¥) Cilagles 4 5 zealill dgal s G slei¥) a

GetThreadContext Gk e

Public Declare Functin  GetThreadContext Lib "kernel32" (ByVal hThread As Long, IpContext As CONTEXT) As Long

Dl 2l L) Allal) iy 2 (g Jan3

CREATEPROCESSINFO.hThread 4dle Jsasll 448 o jriy doleall g 5 e 1 V1 e L)
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e 3 5n pal) ) lS yiiny (o5 aal a5 context S ;S e )

context S yill Cay yai

Public Type CONTEXT
ContextFlags As Long ' gllaall 2lei
' el Slasa
Dr0 As Long
Drl As Long
Dr2 As Long
Dr3 As Long
Dr6 As Long
Dr7 As Long
FloatSave As FLOATING _SAVE AREA 'adgssll 2l ¥ (a yal

SegGs As Long \

SegFs As Long

Public Type FLOATING_SAVE AREA

SegEs As Long ControlWord As Long
SegDs As Long StatusWord As Long

TagWord As Long

Edi As Long ErrorOffset As Long
Esi As Long ErrorSelector As Long
Ebx As Long DataOffset As Long

As Long
Edx As Long DataSelector As Long

Ecx As Long

RegisterArea(SIZE_OF 80387 REGISTERS - 1) As Byte

Eax As Long
CrONpxState As Long

Ebp As Long
End Typ

Eip As Long

SegCs As Long

EFlags As Long ' glaall 3le S Alaial) dassl) (2 sl
Esp As Long

SegSs As Long

ExtendedRegisters(MAXIMUM_SUPPORTED_EXTENSION - 1) As Byte

End Type
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reg il e (el

Public reg as context

GetThreadContext( CREATEPROCESSINFO.hThread ,reg) <l a

reg il Angh ay mllaall Ay gisa e J geasll J8

reg.ContextFlags = CONTEXT_i486 Or CONTEXT_CONTROL Or CONTEXT_INTEGER Or CONTEXT_SEGMENTS Or CONTEXT_FLOATING_POINT

gl can ) Alaad] adldd) 5 asas reg S il s e 2 Al 1Al ple Yivd aa
3 : 3 g &~
Z,C,p ... oY) e pila o8 Y context S o) (a5 ASSe 2a g

el aaa Ala ey ab ) Lo s sisy g3 reg. EFlags (b oe ale Jsasll Koy

TC=reg.EFlags And 1&

TP= (reg.EFlags And 4&) / 4&
TA=(reg.EFlags And 16&) / 16&

TZ= (reg.EFlags And 64&) / 64&
TS=(reg.EFlags And 128&) / 128&
TT=(reg.EFlags And 256&) / 256&
TD= (reg.EFlags And 1024&) / 1024&

TO= (reg.EFlags And 2048&) / 2048&
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st

SetThreadContext Al 3 )k e AU A5

Public Declare Functin  SetThreadContext Lib "kernel32" (ByVal hThread As Long, IpContext As CONTEXT) As Long

L) A Jie e L)

bshi b shi i mllaall Jas Allall o8 Claladiul alass

Breakpoint i i ddadsi 4,1€

Led shliall 35S (Sell 5 (int 3) B85 e mllaall joas Al 8 3 8 ) dabaliall o oy jaall
g all il 204 5 CC 52

¢ el ali_ll 3 Aalaliall Aia) (K i

WriteProcessMemory allall ddau) 55 SIAN 8 mali )ull AN (5 )k (e

Declare Functin  WriteProcessMemory Lib "kernel32" (ByVal hProcess As Long, IpBaseAddress As Any, IpBufer  As Any, ByVal nSize
As Long, IpNumberOfBytesWriten As Long) As Long

ReadProcessMemory gl :\L.n).d\ Sl el pall andy ajlal s yall Q‘-):\A‘)L.d\ o aadl

Ala¥) Al ¢l Yl g agl) AU 3y 55 A ol il (pa B ) Cany i i) AL A0S 8

¢ = ReadProcessMemory(hprocess, ByVal adr, orgb, 1, n)

r = WriteProcessMemory(hprocess, ByVal adr, &HCC, 1, ByVal 0&)
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&Hce 8l A Al g oie (38 5l 2l () siall TSI, o s
breakpoint §& 5 (s s 5 el Cuaay (i gill ddadi 4y WS 3 o) sinll o plladll jay Ledie

alalls gha mllaall gla )5 o) culdl gla b a8 EXCEPTION_BREAKPOINT s b

Case EXCEPTION_BREAKPOINT
r = WriteProcessMemory(hprocess, ByVal adr, orgb, 1, ByVal 0&)

setPmov CREATEPROCESSINFO.hThread

C el )sllasha an )l o) (S S
S TF=1 S 13 55k 5 5l 368y el Jas e sl ATE el ol i yeal 0

Sub setPmov(thr As Long)
reg.EFlags = &H100 ' TF=1 J=2al
reg.Eip = reg.Eip — 1 ' s3al 53 ghd & g2 )1l

¢ = SetThreadContext(thr, reg)

End Sub

B, 4aN 59 ATF alall 4 505 100000000 U 2Usilly 5 reg EFlags (5 &H100 el g 5o i3

TF=1 puas | e s5ini9

Q‘J:\AP&AJ 3 gSl) Jalad e eSSSJMJJISéY\ gﬁl.)grﬂﬂ\ f«‘),ﬂ\g&d.ﬁs.u.a
ollydbg
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