
      Common L inux Commands
cat
To disp lay  tex t  f i l e .
Syntax  
cat    {f i l e  name}
Examples
$cat    foo
cfdisk*  
To create/modi fy/de le te  par t i t i o n  tab le  in te rac t i ve l y .
Syntax  
Cfdisk
cd 
To change cur ren t  di rec to ry.
Syntax  
cd   {di rec to ry  name}
Options
- (minus) Change to  prev ious  di rec to ry  loca t i on.
Examples
$ cd  /usr/ loca l /apache
$ pwd 
/usr/ loca l /apache
$ cd /var/ log
$ pwd 
/var/ log
$ cd –
$ pwd
/usr/ loca l /apache
$ cd     (Change to  home di rec to ry)
NOTE: Linux’s  $OLDPWD var iab le  holds  your  las t  di rec to ry
set t i ng,  i f  you type  $ cd $OLDPWD, i t  is  same as $ cd -. What
happen i f  you type    $ cd – as soon as you log in  in to  Linux?  
chfn  
Change the  f inger  in fo rmat ion  of  user.
Syntax  
chfn     [user- name] 
Examples
$ chfn  vivek
$ chfn            # change the  cur ren t l y  

chgrp 
Change the  group owner  of  a f i l e .
Syntax  
chgrp     {group name}  {f i l e /d i r ec to r y  name} 
Options
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-R     Recurs ive l y  change group owner  of  f i l e s/d i r ec to ry
Examples
chgrp     orac le      /usr/database  
chgrp     msc        /home/cstudents   
clear  
Clear  the  screen.
Syntax  
clear
cp 
To Copy f i l e s.
Syntax  
cp     {source}       {dest ina t i on}
Options
-f     fo rce  the  cp to  copy f i l e s  even i f  f i l e  ex is t  (overwr i t e
the  f i l e s).
-i     Ask y/n conf i rmat i on  before  coping  each f i l e .
Examples
$ cp   -f   /mnt/f loppy/*       /home/vivek
cmp 
To use to  compare f i l e s
Syntax  
cmp   {f i l e1}   {f i l e2}
Examples
$ cmp    myf i l e    myf i l e.o ld
date*  
Change or  set  cur ren t  date  and t ime.
Syntax  
date   [date  or  t ime  st r i ng  ]
Examples
$date     # wi l l  show curren t  date  & t ime
$date    --set=“2001-3-15“   # wi l l  set  date  to  2001-Mar-15
$date    --set=“2001-3-15 11:59 AM”   # date  as wel l  as t ime
df  
Disp lay  the  disk  space used f i l e  system.
Syntax  
df     
Options
-m    Disp lays  in fo rmat ion  in  MB.

-k     Disp lays  in fo rmat ion  in  KB.
-h     Disp lays  in fo rmat ion  in  easy-to- unders tand  format.
dif f  
Disp lay  di f f e rences  (Compar ison  between two f i l e s)  in  f i l e s.
Syntax  
di f f     {f i l e1}    {f i l e2}    
dmesg
To disp lay  kerne l  log  messages. (Which are  shown when your
system f i r s t  t ime  boot)  
Syntax  
dmesg
du
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Disp lays  the  disk  usage accord ing  to  space used by
f i l e /d i r ec to ry.
Syntax  
du   [di rec to ry  name]
Options
-a     al l  f i l e s
-k     Disp lays  in fo rmat ion  in  KB.
-h     Disp lays  in fo rmat ion  in  easy-to- unders tand  format.
-s     Disp lays  only  to ta l  not  deta i l s .
fd isk*
To create/  modi fy/  dele te  par t i t i o n  tab le.  
Syntax  
fd isk     {device  -name}
Options
This  are  command of  fd i sk,  you have to  use th is  command af te r
fd isk  program star t s.
a   Mark bootab le  par t i t i o n.
d   Delete  par t i t i o n.
m  Help
n   Create  new par t i t i o n.
p   Pr in t  par t i t i o n  tab le  on screen.
q   Qui t  wi thout  sav ing  changes.
t    Changes the  par t i t i o n  type  ID (type)
w  Qui t  and save changes to  disk.
Examples
$fd isk   /dev/hda
f ind
To Search  f i l es.
Syntax  
f i nd     di rname  -name f i l es- to- f ind    -pr in t
Examples

$ f ind   /  -name *.c    -pr in t
f inger

Get  user  in fo rmat ion.
Syntax  
f i nger    [user- name]
Examples
$f inger  
$f inger  v ivek
fsck*
To check  the  f i l e  system for  er ro rs,  and i f  found  repai r  i t .
Syntax  
fsck     {device  name}
Options
-f     fo rce  to  repa i r .
-y   Assume “yes”  for  al l  quest ions.  
Caution  Do’t  run  fsck  in  mul t iuser  mode, f i r s t  run  system in
s ing le  mode then  un mount  f i l e  system and then  run  the  fsck.
Examples
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$ in i t   1      # go to  s ing le  user  mode  or  you can type  l i nux
sing le  at  
                 # LILO prompt  whi le  boot ing  the  system. Note
that  i f  your

        # LILO is  password  protec ted,  then  you have to
supply  
                # password  for  i t .
$ umount  /dev/hdx   # rep lace  x wi th  your  par t i t i o n  number  for
e.g

     # umount   /dev/hda1
$ fsck  /dev/hda1
$ reboot
grep
To search  tex t  f i l es  fo r  par t i cu la r  tex t.
Syntax  
grep   “pat te r- to- search”    f i l e - name
Examples
grep    “Red Hat”   /etc/*
gzip
To compress  or  decompress  f i l e .
Syntax  
gzip     f i l e - nane
Options
-d  decompress  
-S  suf f i x   
Examples
$ gzip     l t i p s

$ ls
$ gzip   -d   l t i ps
in i t *

Use to  swi tch  between di f f e ren t  run- leve ls.
Syntax  
in i t   0 to  6
Options
0   hal t  the  system
1   Sing le- user  mode
2    Mul t i - user   wi thou t  NFS
3    Ful l  Mul t i - user  (Defau l t )
4    Unused
5    Star t  X windows
6    Reboot  system
Examples
$ su -l
# in i t  6    # reboot
# in i t  1    # sing le  user  mode
logout
To log in  out
Syntax  
logout
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last/ las t log*
To Disp lay  log in,  te lne t  and f tp  log  of  your  Linux  Server.  
less
To disp lay  f i l e  conta ins
Syntax  
less    f i l ename
ln
Create  a l i nk.  
Syntax  
ln   -s   {f i l e /d i r ec to ry}    {f i l e /d i r ec to ry}
Examples
$ln   -s  longprogname p
$ls   -l
locate*
To quick l y  (secure ly  also)  search  f i l e.
Syntax  
loca te    {f i l e  name}
Options
-R        Recurs ive l y  disp lay  the  f i l e s  & di rec to ry.

-l          Long l i s t i ng  of  f i l e s  & di rec to ry.  

Note
I f  you are  runn ing  loca te  f i r s t  t ime  then  run  fo l l ow ing
command, which  wi l l  create  database  f i l e .  (Run as root  user)

$ su 
password
#/etc/cron.da i l y /s loca te.cron
Examples
$locate   -l    foo
ls
Shows l is t  of  f i l es  and dirs
Syntax  
l s      [f i l e /d i r  name]
Options
-R        Recurs ive l y  disp lay  the  f i l e s  & di rec to ry.
-l          Long l i s t i ng  of  f i l e s  & di rec to ry.  
-a   Show al l  f i l e s  sta r t  wi th  . (DOT) # fo r  e.g.:  .
bash_prof i l e
-N       Name wise  sor t i ng.  
Examples
$ ls
$ ls  -lR   / > al i s t  &
$ ls  –a
mail
Read or  send the  mai l.
Syntax  
mai l    {user- name}
Options
I f  you are  reading  mail  use fo l lowing  command
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d   - Dele te  the  mai l.
q   - Qui t  the  mai l  program.
s   - Save the  mai l  to  mai lbox.
Examples
$ mai l        # read  your  mai l
$ mai l    v ivek
mount/umount*
Mount/unmount  the  f i l e  system. Usefu l  to  work  wi th  f l oppy,cdrom,
other  (DOS/Windows) par t i t i o n  etc.
Syntax  
mount    -t  {f i l e  system type}   { device  name }  {mount  poin t}
Options

-t   can be msdos or  vfa t
Examples
# must  be roo t  user  
#To mount  your  Cd-Rom
# mount  /dev/cdrom    
# mount  –t  msdos  /dev/fd0    /mnt/ f loppy

# cd /mnt/f loppy
# ls
# mount          # to  see al l  mounted device
more
To v iew tex t  f i l e
Syntax  
more   {f i l e  name}
mv
To move the  f i l e (s)/d i rec to ry.
Syntax  
mv    {source}     {dest ina t i on}
pr
To pr in t  f i l e .
Syntax  
pr       {f i l e- name}
Examples
$pr      myf i l e
passwd
To change the  password.
Syntax  
passwd     {username}
Options
-d    Dele te  the  password. (Use wi th  very  carefu l l y )
Examples
$ passwd
ping
Network  re la ted  command, to  ver i f y  tha t  network  is  connected
and work ing  proper l y.
Syntax  
ping       {host- name |  IP  Number}
Examples
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$ping    www.yahoo.com   # i f  connectd  to  In te rne t
$ping   192.168.1.78
pwd
Pr in t  work ing  di rec to ry.

Syntax  
$ pwd
rpm*
Red Hat  Linux  Package Management  program. Use th is  to  ins ta l l /
unins ta l l /  upgrade sof tware  under  Linux  
Syntax  
rpm    {opt ion}  {.rpm f i l e }

Options
-i        Ins ta l l  .rpm sof tware.
-U      Upgrade the  sof tware.
-e      Dele te  the  sof tware.
-l        Lis t  al l  f i l es  in  .rpm sof tware  package
Examples
$ rpm  -i      demo.rpm
rm
Remove the  f i l e s.
Syntax  
rm     {f i l ename}
Options
-r f       Remove al l  f i l es/d i rec to ry  wi th  subdi rec to r i es.  (DOS’s –
del t ree)
Examples
$ rm    foo
$ rm  -r f     /home/vivek/o ld f i l e s
sort
To sor t  f i l e s.  
Syntax  
sor t      {f i l e - name}
Options
-r       Reverse  normal  order
-n     Sort  in  numer ic  order
-nr     Sort  in  reverse  numeric  order
Examples
$sor t     myf i l e
star tx
Star t  X windows system.
Syntax  
star t x
Options
Press  ct r l  + al t  + backspace to  k i l l  x windows.
shutdown*
Shutdown l i nux.

Syntax  
shutdown   
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Options
-r      Reboot  Linux.
-h     Hal t  or  Shutdown 
Example
$shutdown –h  now
smbpasswd*

Samba password  change.
Syntax  
smbpasswd  {username}
Examples
$smbpasswd ran i
su*
Become super  user  i f  user  name is  not  given,  or  change the  user
ID.
Syntax  
su   [username]
tar
Linux  arch ive  program.
Syntax  
ta r      opt ions     {tar- f i l e - name} {di r- name-to- arch ive}
Options
-c                    Create  the  f i l e .
-f   {f i l ename}   Name of  arch ive  f i l e
-z                    Compress  the  f i l e .
-x                    Ext rac t  the  f i l es  f rom arch ive
Examples
# To create  arch ive  f i l e  of  /home/vivek  di rec to ry
$ ta r  -czf     mybackup.tar.gz      /hove/v ivek
#I f  you want  to  ext rac t  f i l e  f rom above
$ ta r  -xf     mybackup.tar.gz
testparm/testprns*
Test  the  /etc/smb.conf  f i l e  for  er ro rs.
tes tparm – To tes t  share  set t i ng.
tes tp rns  – To tes t  pr in te r  set t i ng.
Above wi l l  also  disp lay  set t i ng  and erro r  i f  any.
Syntax  
tes tparm
tes tp rns
top
To see process  in fo rmat ion  in  neat  format.

Syntax  
top
Options
?     Get  more in fo rmat ion  about  top  command.
touch
Create  empty  f i l e  or  change/update  t ime  stamp of  f i l e .  
Syntax  
touch    {f i l ename}
Examples
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$ touch  /etc/dhcpd. leases    #create  f i l e  fo r  dhcpd demon
$ touch  /etc/modules          # update  t ime  stamp of  f i l e
umask
Speci f y  the  permiss ion  for  f i l e s  when f i l e s  are  crea ted  fo r
owner(u),group(g), and others(o).
Syntax  
umask –S  {u=xx,g=xx,o=xx}
Where xx can be (r)ead,(w)r i t e.
Or you can use 022 fo r  read  only  f i l e  permiss ion  fo r  others
and 077 fo r  read  and wri te  permiss ion.
Examples
$umask  -S u=rw,g=,o=
$umask  022
useradd/userdel*
Add/dele te  new user  to  your  system
Syntax  
useradd     -g  {group-name}   {user- name-to- add}
userde l      {user- name-to- dele te}
Examples
#add ran i  user  to  system (must  be root)
#useradd   -g orac le     ran i
#passwd ran i
#Delete  the  user  kaju
#userde l  kaju
w
Shows who logged on and what  they  are  doing
Syntax  
w
who am i
About  your  sel f .
Syntax  
who am i

which
Show the  loca t i on  of  f i l e  f rom which  i t  is  executed  when you
type  the  name.
Syntax  
which    {f i l e  name}
Examples
$ which  cc
$ ls  –l   `which  cc`  
xini t
In i t i a l i z es   X window without  load ing  any windows manager.  

Syntax  
xin i t
Examples
$ x in i t
$ kde
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 * For  th i s  command you  must  be  roo t  or  roo t  equ iva l e n t  user

User  Admin. Commands

• User  database  is  /etc/passwd. 

• User  password  and password  aging  opt i ons  are  sto red  in  /etc/shadow 

• User  group  in fo rmat i on  sto red  in  /etc/group  f i l e .  

• Defau l t  va lues  fo r  new accounts  are  read  f rom /etc/ log in.defs  f i l e ,
here  you can spec i f y  the  min imum password  leng th,  mai l  d i rec to r y
etc.  

• Al l  defau l t  opt i ons  re la ted  to  new user  account  crea t i on  are  read
f rom the  f i l e  /etc/defaul t /useradd . For  e.g. defau l t  group, home
di rec to r y  path  etc.  

• When you crea te  new user  account  /etc/skel  d i rec to r i e s  conta ins  i.e.
f i l e s  cop ied  to  the  new user  home di rec to r y.  

useradd
To add new user  account  
Synyax:
useradd  username
Examples:
# useradd  ra j

useradd -D
To see the  defau l t s  opt ions  when you crea te  new user.
Examples:
# useradd  -D

passwd

To change the  password  of  user  
Synyax:
passwd usernan
Examples:
# useradd  ra j

userdel
To remove the  user
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Synyax:
userde l
Examples:
# userde l  ra j

f ind
To f i nd  al l  f i l e s  & di rec to r i e s  owned by the  user  and dele te  i t .
Synyax:

f i nd  /{d i rec to r y- to- search}   -user  {user- name} -exec  rm {} \;
Examples:
# f i nd  /home -user  ra j  -exec  rm {} \;

usermod
To modify  the  user  accoun t  in fo rma t i o n  such  as  she l l ,  home
di r e c t o r y  etc.
Synyax:
usermod [opt ions]  user- name
Examples:
# usermod -d /users/ ra j  ra j   - Wi l l  change the  home di rec to r y  of  user  ra j
f rom /home/ra j  to  /users/ ra j  di rec to r y.
# usermod -l  ra jesh  ra j  - Wi l l  change the  log in  name ra j  to  ra jesh.

chage
Use to  change  user  password  expi r y  in fo rma t i o n  i.e.  password
aging.
Synyax:
chage username
Examples:
# chage ra j

groupadd
To add  new group.
Synyax:
groupadd  group-name
Examples:
# groupadd f tpusers

groupdel
To de le t e  group.
Synyax:
groupde l  group-name
Examples:
# groupde l  te lne tuse rs

groupmod
To modify  group.
Synyax:
groupmod group-name
Examples:
# groupmod -n f tpusers  webusers  
This  wi l l  change the  webusers  group  to  f tpusers.

Fi l e  Admin. Command
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chmod
Change the  f i l e /d i r ec t o r y  permiss ion  di rec to r y
Synyax:
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chmod   permiss ion- opt i ons     f i l e /d i r ec t o r y  name.
Options
(a)permiss ion- opt i ons  -  
rwx  rwx  rwx

  1    2     3

1 – owner
2 – group
3 – others

For  r,w,x octa l  va lue  i s  4,2,1 respec t i ve l y .
So i f  you want  to  give  r,w,x permiss ion  to  owner,  fo r  group  r,x,  and fo r  w,x
to  others.  Then,

rwx  rwx  rwx
421 401 021 

For  owner  add th i s  number  as 4+2+1 =  7
For  group  add th i s  number  as 4+0+1 =  5
For  others  add th i s  number  as 0+2+1 =  3
So command wi l l  be $ chmod 753  f i l e name

Examples
$chmod   755   f i r s t . sh  

(b)permiss ion- opt i ons   

chmod    {u|g |o |a}      {+|- }    {r |w |x}     {f i l ename}

 u - User  who owns the  f i l e
 g - Group f i l e  owner
 o - User  c lass i f i e d  as other
 a - Al l  other  sys tem user

 + Set  permiss ion
 -  Remove permiss ion  

 r   - Read permiss ion
 

w - Wri te  permiss ion
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Examples:
# chmod 0700 /etc/shadow

chown
Change the  owner  of  f i l e /d i r e c t o r y
Synyax:
chown    {username}[.group-name]     {f i l e /d i r ec t o r y- name}
Options
-R        Recurs i ve l y  change group  owner  of  f i l e s /d i r ec t o r y
Examples:
$chown   v ivek.users     *.jsp  
Al l  f i l e s  ending  wi th  . jsp  are  now owned by user  v ivek  of  the  group  users

 chat t r
Change f i l e  at t r i b u t es  on a Linux  second extendedf i l e  sys tem
Synyax:
chat t r  [ -RV ] [ mode ] f i l e s...
Options
-R :  Recurs i ve l y  change at t r i bu t es  of  d i rec to r i e s  and the i r  conten ts.
-V :  Be verbose  wi th  chat t r ' s  outpu t  and pr in t  the  program vers ion.
+ : Set  the  at t r i b u t e
- : Removes the  at t r i b u te
Att r i b u t es  can be:
A don ' t  update  at ime
c Compress  the  f i l e  
d With  th i s  f i l e  i s  not  backuped wi th  dump program. 
i  Fi le  can not  be modi f i ed.
Examples:
chat t r  +i  /etc/passwd

umask
Set  the  defau l t  mask fo r  f i l e  and di rec to r y  permiss ion.
Synyax:
umask maskva lue
Examples:
# umask 002 : To set  defau l t  f i l e  permiss ion  mode to  775 
# umask 077: To set  defau l t  f i l e  permiss ion  mode to   700 

Backup Admin. Commands
tar
Unix/L inux  command to  crea te  arch ive.
Synyax:
ta r  -zcv fx t  f i l e s
Where Opt ions  are
z : Compress  or  decompresses  the  ta r  arch i ve.

c : Create  an arch ive.
v : Verbose ly  l i s t  f i l e s  processed
f  :  Speci f i e s  the  f i l ename 
x : Ext rac t  (res to re)  the  f i l e s  f rom arch i ve.
t  : L is t  the  f i l e s  in  arch i ve
N : Stores  an inc rementa l  backup  and only  sto res  f i l e s  newer  than  DATE.
Examples:
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# ta r   -zcv f  home-2000-oct- 5.tar  /home : Wi l l  crea te  the  home-2000-oct- 5.ta r
arch i ve  f i l e  i.e.  crea te  the  backup of  ent i r e  home di rec to r i e s.  
# ta r  -zxv f  home-2000-oct- 5.ta r  : Wil l  ext rac t  the  arch i ve  f i l e s.
# ta r  -z tv f  home-2000-oct- 5.ta r  : L is t  al l  f i l e s  in  home-2000-oct- 5.tar
verbose ly.
# ta r  -cpf  /dev/st0  --lab le ="Fu l l  backup fo r  webserver.n ixc ra f t .o rg  as on
2002-Oct-5" --di rec to r y  /webroot  : Create  fu l l  backup  on tape  dr i ve  fo r  the
di rec to r y  /webroot.
# ta r  -cpNf  /dev/st0  --lab le ="Fu l l  backup fo r  webserver.n i xc ra f t .o rg  as on
2002-Oct-6" --di rec to r y  /webroot  : Create  inc rementa l  backup  on the  tape
dr i ve.

tar  -cMpf  /dev/st0  /webroot  
Use above command i f  your  backup  doesn ' t  f i t  on one tape,  you can use
mul t i - vo lume (M) opt i on  fo r  th i s  purpose.  

tar  -dvf  /dev/st0
To compare  the  backup.

dump
Use dump to  back ing  up and res to r i ng  the  f i l e  sys tems.
Synyax:
dump -leve l  -f  dev ice  f i l e sys tem
Examples:
# dump -0u -f  /dev/st0  /webroot  : Backup the  fu l l  /webroot  f i l e  sys tem to
tape  dr i ve.  
Here  0 ind i ca tes  the  backup leve l  (0 means fu l l  and 1-9 means inc rementa l
leve l s)
u Opt ion  spec i f i e s  tha t  update  the  f i l e  /etc/dumpdates  af te r  success fu l
dump. 

restore
Use res to re  command to  res to res  the  f i l e s  / backups  crea ted  wi th  dump. 
Synyax:
res to re  -f  dev ice
Examples:
# res to re  -i f  /dev/st0

cpio
Use copy  f i l e s  to  and f rom arch i ves
Synyax:
cp io  opt ions  < |  > dev ice- name
Where opt ions  can be
o : Create  arch i ve
c : Iden t i ca l  to  "-H newc", use the  new (SVR4) por tab le  fo rmat.
v :  Verbose ly  l i s t  f i l e s  processed
i  : Ext rac t  the  arch ive.
d : Create  lead ing  di rec to r i e s  where  needed.  
Examples:
# f i nd  /home/vivek/  -name *.c |  cp io  -ocv  > cbackup
Find  al l  the  c f i l e s  and crea te  f i l e  arch ive.
# f i nd  /home/vivek/  -name *.c |  cp io  -ocv  > /dev/st0
Find  al l  the  c f i l e s  and crea te  the  arch ive  on tape.
# cp io  -i cdv  < cbackup

Restore  f i l e s  f rom f i l e s  - cbackup.
# cp io  -i cdv  < /dev/st0
Restore  f i l e s  f rom f i l e s  f rom tape.

mt
Use to  cont ro l  magnet i c  tape  dr i ve  opera t i on
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Synyax:
mt -f  dev ice  rewind  |  of f l i n e  |  erase
Where rewind  wi l l  rewind  the  tape
         of f l i n e  wi l l  rewind  and unload  the  tape.
         erase  wi l l  erase  tape.  
Examples:
# mt -f  /dev/st0  rewind
# mt -f  /dev/st0  of f l i n e
# mt -f  /dev/st0  erase

16


