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Abst ract

This meno describes the application of a portion of the Managenent
Informati on Base (M B) for use with network nmanagenent protocols in
the Internet community. |In particular, it describes the application
of the managed objects specified in RFC 2933, [20], and proposes a
new object for the Cable Device MB, RFC 2669 [25], for SNW-based
managenment of DOCSIS 1.1 | GWwv2 conpliant interfaces.

This meno is a product of the I PCDN working group within the

I nternet Engineering Task Force. Comments are solicited and shoul d
be addressed to the working group’s nailing list at ipcdn@etf.org
and/ or the author.
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1. The SNVP Managenent Framewor k

The SNVP Managenent Franmework presently consists of five nmjor
conponent s:

0 An overall architecture, described in RFC 2571 [3].

o Mechani snms for describing and nam ng objects and events for the
pur pose of managenent. The first version of this Structure of
Managenment Information (SM) is called SMvl and described in
STD 16, RFC 1155 [4], STD 16, RFC 1212 [5] and RFC 1215 [6]. The
second version, called SMv2, is described in STD 58, RFC 2578
[7], STD 58, RFC 2579 [8] and STD 58, RFC 2580 [9].

0 Message protocols for transferring managenent information. The
first version of the SNWP nessage protocol is called SNMPv1l and
described in STD 15, RFC 1157 [10]. A second version of the
SNVP nessage protocol, which is not an Internet standards track
protocol, is called SNWv2c and described in RFC 1901 [11] and
RFC 1906 [12]. The third version of the message protocol is
call ed SNMPv3 and described in RFC 1906 [12], RFC 2572 [13] and
RFC 2574 [14].

o Protocol operations for accessing managenment information. The
first set of protocol operations and associated PDU formats is
described in STD 15, RFC 1157 [10]. A second set of protocol
operations and associated PDU formats is described in RFC 1905
[15].

0o A set of fundanmental applications described in RFC 2573 [16] and
the vi ew based access control nmechani smdescribed in RFC 2575
[17].

A nore detailed introduction to the current SNMP Managenent
Framework can be found in RFC 2570 [ 26].

Managed objects are accessed via a virtual information store, terned
the Managenent Information Base or MB. bjects in the MB are
defined using the nechanisns defined in the SM.

This meno specifies a MB nodule that is conpliant to the SMv2. A
M B conformng to the SMvl can be produced through the appropriate
translations. The resulting translated M B nust be semantically
equi val ent, except where objects or events are om tted because no
translation is possible (use of Counter64). Sone nachi ne readabl e
information in SMv2 will be converted into textual descriptions in
SM vl during the translation process. However, this |oss of machine
readabl e information is not considered to change the semantics of
the M B.
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2. d ossary
The following non-ietf terms are derived either fromnormal cable
system usage, or fromthe docunents associated with the Data Over
Cabl e Service Interface Specification process.

CATV - Oiginally 'Community Antenna Television', refers to cable or
HFC (see bel ow) systemused to deliver video signals to a community.

CM Cable Modem- A CMacts as a 'slave’ station in a DOCSIS
compliant cable data system

CMTS, Cabl e Mbdem Termi nati on System - A generic termcovering a
cable bridge or cable router in a head-end. A CMIS acts as the
master station in a DOCSIS conpliant cable data system It is the
only station that transmits downstream and it controls the
schedul i ng of upstreamtransnissions by its associ ated CMs.

CMCl - or Subscriber side, refers to the Cabl e Mbdem Cust oner
Interface that connects to CPE on the CM

CPE - Customer Prenise Equi pnent, non-Cable Modem | P Hosts attached
to the Cabl e Mbdem

DOCSIS - '"Data Over Cable Interface Specification’. A term
referring to the ITUT J.112 Annex B standard for cable nodem
systens, [23]

Downstream - Fromthe head-end towards the subscriber.

Head-end - The origination point in nost cable systens of the
subscri ber video signals. Generally this is also the location of the
CMTS equi pnent .

HFC - Hybri d- Fi ber-Coax, refers to physical wire(s) connecting the
CMIS and CM

MAC Packet - A DOCSIS PDU.

NSI - Network-Side-Interface, refers to interface(s) on the CMIS
that are typically connected to the Internet.

RF - Radi o Frequency.
Upstream - Fromthe subscriber towards the head-end.

2.1 Conventions used in this docunent
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The key words ' MJUST', ' MJUST NOT', ' REQUIRED , ' SHALL', ’'SHALL NOT',
"SHOULD , ' SHOULD NOTI', ' RECOWENDED , 'MAY', and 'OPTIONAL' in
this docunment are to be interpreted as described in RFC 2119, [2].

3. Overvi ew

The DOCSIS Multicast CM and CMIS interconnect specification can be
nmodel ed (or described) by 'splitting’ the traditional Internet G oup
Managenment Protocol (I1GW), [22], interfaces into Host and Querier
side interfaces. That is, to provide basic DOCSIS 1.1 Multicast
capabilities, all NSI-facing interfaces (NSI on the CMIS and HFC
side on CM need only present an | GW Host interface to the externa
mul ticast network. All Subscriber-facing interfaces (HFC side on
CMIS and CPE-side on CM need only present a Querier interface to
CPE. This is in contrast to a Miulticast Router nodel where each
interface has both Host and Querier capabilities.

It is expected that the root of each Milticast session tree
originate fromthe NSI interface(s). Although not strictly
prohibited by the RFI, a nore symmetrical nodel, where the root of a
Mul ticast group may be on the HFC/ Subscriber-side, is discouraged.
In either case, Querying MJST only be in the downstreamdirection
(initiated by an NSI Querier or the CMIS itself). Host Menbership
Reporting is expected to be in the upstreamdirection (from CPE or
active | GW CM devices). The 1GWv2 M B provi des an excell ent and
standard neans for managing nmulticast within such a network.

3.1 | GW Capabilities: Active and Passive Mde

There are two basic nodes of | GW capability defined by the DOCSI S
1.1 RFI specification that are applicable to a DOCSI S 1.1 devi ce.

0 Passive | QWP Devices - The first node is a passive operation in
whi ch the device selectively forwards | GW based upon the known
state of multicast session activity on the subscriber side (an
exanple of this is described in Appendix L of [23]). In passive
nmode, the device derives its IGW tiners based on the rules
specified in section 3.3.1 of the RFI

0 Active | GW Devices - The second node is an active operation in
which the device ternminates and initiates | GW based upon the
known state of nulticast session activity on the subscriber
side. One exanple of the latter, active, node is conmonly
referred to as an | GWP-Proxy inplementation (as described in
[21]). A nore conplete exanple of an active | GW device is that
of a Multicast Router.

Passi ve | GW devices do not initiate |GW PDUs (i.e., report or
queries). Passive devices rely on an (upstream device to transmt

| GW Queries and a (downstrean) device to transnmt | GW Menbership
Reports and Leaves to nanage session activity, e.g., a Milticast
Router and Multicast Host, respectively. In contrast, an active | GW
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device initiates |GW PDUs (queries and/or reports) to nmanage
session activity.

Al t hough a specific inplenmentation is not inposed, a DOCSIS 1.1
device MJST neet the requirenments stated in section 3.3.1 of [23]
and MUST support the IDMR IGW M B, [20], and the Cabl e Device MB,
[25], as described herein. As specified in the DOCSIS 1.1 RFI
active CMs are explicitly prohibited fromtransmtting | GW Queries
upstream onto the HFC. However, an active CMIS may transmit | GW
Queries on any of its interfaces.

3.2 | GWP Tiners

The 1 GW standard, [22], defines several tinmers that are applicable
to the nmanagenent of Milticast session activity on a given
interface. Tinmers for DOCSIS 1.1 passive | GW devices are derived
based on the requirenments specified in section 3.3.1 of [23]. As
such, MB objects that apply to these tiners nust be considered read
only values. IGW tinmers in active devices should be considered

val ues that may be managed within the device

4, DOCSIS 1.1 Interfaces and the 1GW MB

DOCSI S 1.1 devices, CMand CMIS, MJST support the IDMR |GW MB
(RFC-2933), [20]. As such, the follow ng sections describe the
application of RFC-2933 to DOCSIS 1.1 devi ces.

The IDVR IGW M B is organized into two distinct tables, the
interface and cache tables. The |GW Interface Tabl e contains
entries for each interface that supports |IGW on a device. For
DOCSIS 1.1 this includes the NSI and HFC for the CMIS and the HFC
and CMCI on the CM The | GW Cache Tabl e contains one row for each
IP Multicast Group for which there are active nenbers on a given
interface. Active nmenbership MJST only exist on the CMCl of a Cable
Modem However, active nenbership MAY exi st on both the NSI and HFC
side interfaces of the CMIS. This is because a CMIS nay be

i npl emented as a Multicast Router on which other network side
devices are actively participating in a nulticast session

Support of the IDMR IGW MB by DOCSIS 1.1 devices is presented in
terns of |GV capabilities, the device type (CMor CMIS), and the
interface on which IGW is supported. This is followed by a set of
new | GW M B conf ormance, conpliance and group statenments for DOCSI S
1.1 devices.
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4.1 DOCSIS 1.1 CM Support for the 1GWw MB

There are two types of interfaces applicable to IGW on a DOCSIS 1.1
CM These are the HFC- Side and CMClI-Side interfaces, respectively.
Application of the IGWw MB to DOCSIS 1.1 CMs is presented in terns
of passive and active CM operation and these two interface types.

4.1.1 i gnplnterfaceTable - ignplnterfaceEntry

4.1.1.1 i gnpl nterfacel flndex
The iflndex value of the interface for which IGW is enabl ed.
Al'l Modes / Both sides: sane for passive and active nodes.

HFC-si de: not-accessible. iflndex of docsCabl eMacl ayer (127), CATV
MAC Layer
CMCl -side: not-accessible. iflndex of CMCl-Side interface.

4.1.1.2 i gnpl nterfaceQuerylnterval

The frequency at which | GW Host-Query packets are transmtted on
this interface.

Passi ve Mbde

HFC-side: n/a, read-only. The CM MUST not transmit queries
upstream Return a value of zero.

CMCl -side: read only . This value is derived based on the interval
of queries received froman upstream querier.

Active Mde

HFC-side: n/a, read-only. The CM MUST not transmit queries
upstream Return a value of zero.
CMCl -side: read-create. Mn = 0; Max = (2732 - 1); Default = 125

4.1.1.3 i gnpl nterfaceStatus

The activation of a row enables I1GW on the interface. The
destruction of a row disables |GV on the interface.

Al Mbdes / Both sides: MJST be enabled on both interfaces for all
DOCSIS 1.1 CMinterfaces.

4.1.1. 4 i gnpl nterfaceVersion

The version of 1GW which is running on this interface.
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All Modes / Both sides: MJST be version 2 for all DOCSIS 1.1 CM
i nterfaces.

4.1.1.5 i gnpl nterfaceQuerier

The address of the |GW Querier on the | P subnet to which this
interface is attached.

Passi ve Mdde

HFC-side: read-only. MJST be the address of an upstream device for
bot h active and passive CMs.

CMCl -side: read-only. Sanme as HFC side val ue.

Active Mode

HFC-side: read-only. MJST be the address of an upstream device for
bot h active and passive CMs.

CMCl -side: read-only. Active CMs nmay report it as the HFGC side
val ue. However, active CMs that participate in | GW
Querier negotiation on the CMCI may report it as a
different CPE.

4.1.1.6 i gnpl nt erfaceQuer yMaxResponseTi ne

The maxi num query response tine advertised in | GWv2 queries on this
interface.

Passi ve Mbde

HFC-side: n/a, read-only. return a value of zero.
CMCl -side: read-only. This value is derived from observation of
queries received froman upstream querier

Active Mde

HFC-side: n/a, read-only. return a value of zero.
CMCl -side: read-create. Mn = 0; Max = 255; Default = 100.

4.1.1.7 i gnpl nterfaceQuerierUpTi nme
The time since ignplnterfaceQuerier was |ast changed.

Passi ve Mbde

HFC-si de: read-only.
CMC-side: n/a, read-only. Return a value of zero.

Acti ve Mbde

HFC-si de: read-only.
CMCl -side: read-only.
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4.1.1.8 i gnpl nterfaceQuerier ExpiryTi me

The amount of tine remaining before the other querier present tinmer
expires. If the local systemis the querier, the value of this
obj ect is zero.

Passi ve Mbde

Both Sides: n/a, read-only. The CMis never the querier, return O.

Active Mode
HFC-side: n/a, read-only. Return O.
CMCl -side: read-only. The CM may only be the querier on the CMCl.

4.1.1.9 i gnpl nterfaceVersi onlQuerierTi mer

The tine renmaining until the host assunes that there are no | GWvl
routers present on the interface. Wiile this is non-zero, the host
will reply to all queries with version 1 nenbership reports.

Passi ve Modde
HFC-side: n/a read-only. Return a value of zero.
CMCl -side: n/a read-only. Return a value of zero.

Active Mde
HFC-si de: read-only.
CMCl - side: read-only.

4.1.1.10 ignplnterfaceWongVersionQueries

The nunber of queries received whose | GW version does not match

i gnpl nterfaceVersion, over the lifetine of the rowentry. |GW
requires that all routers on a LAN be configured to run the sane
version of |1 GW. Although, DOCSIS 1.1 requires that all CMand CMIS
devi ces support 1GWv2, it is possible for an upstream querier to be
an | GWv1 querier.

Al'l Modes / Both sides - read-only. The nunber of non-v2 queries
received on this interface.

4.1.1.11 ignplnterfacedoins
The nunber of tines a group nenbership has been added on this

interface; that is, the nunber of times an entry for this interface
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has been added to the Cache Table. This object gives an indication
of the anmount of IGW activity over the lifetine of the row entry.

All HFC-side - n/a, read-only. Always return a value of zero (see
CMCl - si de) .

All CMCl-side - read-only. Goup nenbership is defined to only exi st
on the CMCI.

4.1.1.12 ignplnterfaceProxylflndex

Some devices inplement a form of |GV proxy whereby menberships

| earned on the interface represented by this row, cause | GW Host
Menber ship Reports to be sent on the interface whose iflndex val ue
is given by this object. Such a device would inplenent the

i gnpV2Rout er M BG oup only on its router interfaces (those interfaces
with non-zero ignplnterfaceProxylflndex). Typically, the value of
this object is 0, indicating that no proxy is being done.

Passi ve Mbde

Both side: read-only. Always return a value of zero.

Acti ve Mbde

HFC-side: read-only. Always return a value of zero.
CMCl -side: read-only. Always return iflndex for HFC side interface.

4.1.1.13 ignplnterfaceG oups

The current nunber of entries for this interface in the Cache Table
(nunber of active sessions Proxied or Active on this Interface).

All HFC-side - n/a, read-only. Always return a val ue of zero (see
CMCl - side) .

All CMCl-side - read-only. G oup nenbership is defined to only exist
on the CMCl .

4.1.1.14 ignplnterfaceRobustness
The robustness variable allows tuning for the expected packet |oss
on a subnet. If a subnet is expected to be |ossy, the robustness
vari abl e may be increased. I1GW is robust to (robustness variable-1)
packet | osses.
Passi ve Mode

I n passive node, the device does not initiate | GW PDUs.

HFC-side: read-wite. Return default val ue of two.
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CMCl -side: read-wite. Return default val ue of two.

Acti ve Mbde

Both sides: read-create. Mn = 1; Max = (2732 - 1); Default = 2

Note, on the HFC- side, the Robustness variable is applicable to the
nunber of Unsolicited Menbership Reports transmtted upstream by the
CM Al though RFC 2236 does not explicitly state that the robustness
vari abl e be used for this purpose, it is inplied by the follow ng
st atenent.
"To cover the possibility of the initial Menbership
Report being | ost or damaged, it is reconmended that it
be repeated once or twice after short delays [Unsolicited
Report Interval]. (A sinple way to acconmplish this is to
send the initial Version 2 Menbership Report and then act
as if a Group-Specific Query was received for that group,
and set a tinmer appropriately), [22]."

The Query Response Interval is derived fromthe | ast Max Response
Time received (or 10 seconds if none), and the nunber of
retransm ssions is equal to the Robustness vari abl e.

4.1.1.15 ignplnterfaceLast Menber Queryl ntvl

The | ast menber query interval is the max response tine inserted
into group specific queries sent in response to | eave group
messages, and is also the anount of tine between group specific
query nessages. This value nay be tuned to nodify the | eave | atency
of the network. A reduced value results in reduced tine to detect
the loss of the last nenber of a group.

Passi ve Mbde

HFC-side: n/a, read-only. return a value of zero.
CMCl -side: read-only. This value is derived from observation of
queries received froman upstream querier

Acti ve Mbde

HFC-side: n/a, read-only. return a value of zero.
CMCl -side: read-create. Mn = 0; Max = 255; Default = 100.
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4.1.2 i gnpCacheTabl e - i gnpCacheEntry
4.1.2.1 i gnpCacheAddr ess

The IP nulticast group address for which this entry contains
i nformati on.

Al'l Modes / Both sides: Not-accessible (index). Report the address
of active IP Miulticast on the CMCl interface.

4.1.2.2 i gnpCachel f | ndex

The interface for which this entry contains information for an I P
mul ticast group address.

Al'l Modes / CMClI side: Not-accessible (index). MJST only apply to
CMCl interface (e.g., menbership is only active on subscriber side

of CM.
4.1.2.3 i gnpCacheSel f

An indication of whether the |ocal systemis a nenber of this group
address on this interface.

Passive Mbde / Both sides: read-only. MJST be set to FALSE. The CM
is not a nenber of any group

Active Mdde / Both sides: read-create. |nplenmentation specific. If
the CMis configured to be a nenber of the group, then nenbership
reports are sent with the CMs | P Address but MJST ONLY be sent in
proxy for active sessions on the CMCl (e.g., the CM MJUST NOT be a
menber of a nulticast group that is not active on the CMCl). If the
CMis not configured to be a nenber, then the source | P Address of
menbership reports MJST be set to the current value of the

i gnpCachelLast Reporter address.

4.1.2. 4 i gnpCachelast Reporter
The | P address of the source of the |last nenbership report received
for this IP Miulticast group address on this interface. If no
menbership report has been received, this object has the val ue of
0.0.0.0.

Al'l Modes / CMClI side: MJST only apply to last reporter on CMC
interface (e.g., nenbership only active on subscriber side of CM.
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4.1.2.5 i gnpCacheUpTi e
The tine el apsed since this entry was created.

Al Mdes / CMJ side: read-only. MJST only apply to duration of
menmbership on CMCl interface (e.g., menbership is only active on
subscri ber side of CM.

4.1.2.6 i gnpCacheExpiryTi me

The m ni num anount of tine remaining before this entry will be aged
out.

Al'l Modes / Both sides - read-only. MJST only apply to duration of
menbership on CMCl interface (e.g., nenbership is only active on
subscri ber side of CM.

4.1. 2.7 i gnpCacheSt at us
The status of this entry.

All Modes / CMClI side - read-create. MJUST only apply to nmenbership
on CMCl interface (e.g., menbership is only active on subscriber
side of CM. Deletion of a rowresults in preventing downstream
forwarding to this IP Multicast group address on this interface.

Del etion of a row does not prevent recreation of the row by
subsequent | GW Menbershi p Reporting. The agent can refuse to renove
the row, but this is inplenentation dependent.

4.1.2.8 i gnpCacheVer si onlHost Ti ner

The time remaining until the local querier will assune that there
are no |longer any | GW version 1 nenbers on this | P subnet attached
to this interface. Upon hearing any | GWv1l nenbership report, this
value is reset to the group nenbership tinmer. Wiile this tine

remai ning i s non-zero, the local querier ignores any | GWv2 | eave
messages for this group that it receives on this interface.

Passi ve Mbde

Both side: n/a, read-only. Return a value of zero.

Acti ve Mbde

HFC-side: n/a, read-only. Return a value of zero.
CMCl -side: read-only.
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4.2 DOCSIS 1.1 CMIS Support for the 1GwW MB

There are two types of interfaces applicable to 1GW on a DOCSIS 1.1
CMTS. These are the HFC-Side and NSI-Side interfaces, respectively.
Application of the IGWw MB to a DOCSIS 1.1 CMIS is presented in
ternms of passive and active CMIS operation and these two interface
types. In contrast to a CM the CMIS is likely to have several NSI-
side interfaces and several HFC-side (subscriber-side) interfaces.

It is inportant to note that an active | GW capable CMIS may be

i npl emented as a proxy, router, or hybrid device. As such, the CMIS
may be capabl e of querying on both its NSI and HFC side interfaces
and nmay manage nenbership for devices on its NSI interfaces (e.g.

as a multicast router). This is different than an active CM which
MUST NOT query on its HFC side interface (e.g., it may only query on
its CMCl). This capability is accounted for in the application of
the IGW MB to the CMIS

4.2.1 i gnpl nterfaceTable- ignplnterfaceEntry
4.2.1.1 i gnpl nterfacel flndex

The iflndex value of the interface for which IGW is enabl ed.

Al'l Mbdes

This is the sanme for passive and active nobdes.

NSI -side: not-accessible. iflndex of applicable network side
interface(s).

HFC-si de: not-accessible. iflndex of docsCabl eMacl ayer (127), CATV
MAC Layer interface.

4,.2.1.2 i gnpl nterfaceQuerylnterva

The frequency at which | GW Host- Query packets are transmitted on
this interface.

Passi ve Modde

NSl -side: n/a, read-only. Return a value of zero.

HFC-side: read only . This value is derived based on the interva
of queries received froma Network Side querier

Active Mde
NSI-side: read-create. Mn = 0; Max = (2732 - 1); Default = 125
HFC-side: read-create. Mn = 0; Max = (2732 - 1); Default = 125

4,.2.1.3 i gnpl nterfaceStatus
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All Mbddes / Al Interfaces: the activation of a row enables | GVW on
the interface. The destruction of a row di sables |GV on the
interface.

4.2.1.4 i gnpl nterfaceVersion

The version of 1GW which is running on this interface. MJST be
version 2 for all DOCSIS 1.1 CMIS interfaces.

4,.2.1.5 i gnpl nterfaceQuerier

The address of the |GW Querier on the | P subnet to which this
interface is attached.

Passi ve Mde
NSI -side: read-only. This is the address of a network side device.
HFC-side: read-only. Same as NSI-side val ue.

Active Mde

NSI - si de: read-only.

HFC-side: read-only. Active CMISs MJST report this as an IP
Address assigned to the CMIS HFC-side interface. That
is, queries MIST not originate from CMs or CPE.

4.2.1.6 i gnpl nterfaceQuer yMaxResponseTi ne

The maxi mum query response tine advertised in | GWv2 queries on this
i nterface.

Passi ve Modde

NSI-side: n/a, read-only. return a value of zero.

HFC-side: read-only. This value is derived from observation of
queries received froma network side querier.

Acti ve Mbde
NSI -side: read-create. Mn = 0; Max = 255; Default = 100.
HFC-side: read-create. Mn = 0; Max = 255; Default = 100.

4.2.1.7 i gnpl nterfaceQuerierUpTi me
The tine since ignplnterfaceQuerier was | ast changed.
Passi ve Mode
;\I-SI : -SI- ;1;1- N read- only.
HFC-side: n/a, read-only. Return a value of zero.
Active Mode
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NSI - si de: read-only.
HFC-si de: read-only.

4,.2.1.8 i gnpl nterfaceQuerier Expi ryTi ne

The anount of time remaining before the other querier present tinmer
expires. If the local systemis the querier, the value of this
object is zero.

Passi ve Mbde

Al'l interfaces: n/a, read-only. The CMIS is not a querier, return O.

Active Mode
NSI - si de: read-only.
HFC-side: read-only. The CMIS MJUST be the only querier on the HFC

4.2.1.9 i gnpl nterfaceVersi onlQuerierTi mer

The tine remaining until the host assunes that there are no | GWvl
routers present on the interface. Wiile this is non-zero, the host
will reply to all queries with version 1 nenbership reports.

Passi ve Mode
NSI-side: n/a read-only. Return a value of zero.
HFC-side: n/a read-only. Return a value of zero.

Active Mode
NSI - si de: read-only.
HFC-si de: read-only.

4.2.1.10 ignplnterfaceWongVersionQueries

The nunber of queries received whose | GW version does not match
i gnpl nterfaceVersion, over the lifetime of the rowentry. |GW
requires that all routers on a LAN be configured to run the sane
version of IGW. Although, DOCSIS 1.1 requires that all CMIS and
CMTSTS devi ces support 1GWv2, it is possible for a network side
querier to be an I GWv1l querier.

Al'l Modes / Al interfaces: read-only. The nunber of non-v2 queries
received on this interface.

4.2.1.11 ignplnterfacedoins
The nunber of tines a group nenbership has been added on this
interface; that is, the nunber of times an entry for this interface
has been added to the Cache Table. This object gives an indication
of the anount of IGW activity over the lifetine of the row entry.
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Passi ve Mode
NSI-side: n/a read-only. Return a value of zero.
HFC-side: n/a read-only. Return a value of zero.

Active Mode
NSI - si de: read-only.
HFC-si de: read-only.

4.2.1.12 ignplnterfaceProxylflndex

Some devices inplement a form of |GV proxy whereby menberships

| earned on the interface represented by this row, cause | GW Host
Menber ship Reports to be sent on the interface whose iflndex val ue
is given by this object. Such a device would inplenent the

i gnpV2Rout er M BG oup only on its router interfaces (those interfaces
with non-zero ignplnterfaceProxylflndex). Typically, the value of
this object is 0, indicating that no proxy is being done.

Passi ve Mbde

Al Interfaces: read-only. Always return a val ue of zero.

Acti ve Mbde

NSI - si de: read-only.
HFC-side: read-only. Always return an iflndex for a NSI-side
i nterface.

4.2.1.13 ignplnterfaceG oups
The current nunber of entries for this interface in the Cache Tabl e.

Passi ve Mbde

NSI-side: n/a read-only. Return a value of zero.
HFC-side: n/a read-only. G oup nmenbership of HFC side devices.

Active Mbde

NSI -si de: read-only.
HFC-si de: read-only.

4.2.1.14 ignplnterfaceRobustness
The robustness variable allows tuning for the expected packet |o0ss
on a subnet. If a subnet is expected to be |ossy, the robustness
vari abl e may be increased. 1GW is robust to (robustness variable-1)
packet | osses.
Passi ve Mde
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I n passive node, the device does not initiate | GW PDUs.

HFC-side: read-wite. Return default val ue of two.
CMCl -side: read-write. Return default val ue of two.

Active Mde

Al interfaces: read-create. Mn = 1; Max = (2732 - 1); Default = 2
4.2.1.15 ignplnterfacelLast Menber Queryl ntvl

The | ast nenber query interval is the max response tine inserted
into group specific queries sent in response to | eave group
messages, and is also the anmount of tinme between group specific
query nessages. This value may be tuned to nodify the | eave | atency
of the network. A reduced value results in reduced tine to detect
the loss of the last nenber of a group.

Passi ve Mbde

NSI-side: n/a, read-only. return a value of zero.
HFC-side: read-only. This value is derived from observation of
queries received froma network side querier.

Acti ve Mbde

NSI -side: read-create. Mn = 0; Max = 255; Default = 100.
HFC-side: read-create. Mn = 0; Max = 255; Default = 100.

4.2.2 i gnpCacheTabl e - i gnpCacheEntry
4.2.2.1 i gnpCacheAddr ess

The 1P nmulticast group address for which this entry contains
i nformation.

Al'l Modes / Al Interfaces: Not-accessible (index). Report the
address of active IP Miulticast on the interface.

4,2.2.2 i gnpCachel f | ndex

The interface for which this entry contains information for an IP
mul ticast group address.

Passi ve Mbde / HFC Side: Not-accessible (index). MJST only apply to
HFC side interface (e.g., nenbership is only active on subscriber
side of CMIS).

Acti ve Mbde

NSI - si de: not-accessi bl e
HFC-si de: not-accessi bl e
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4.2.2.3 i gnpCacheSel f

An indication of whether the |ocal systemis a nenber of this group
address on this interface.

Passive Mbde / Al Interfaces: read-only. MJST be set to FALSE. The
CMTIS is not a menber of any group.

Active Mode

NSI -side: read-create. Inplenentation specific (i.e., may apply to
Rl Pv2 or OSPF)

HFC-side: read-create. Default is FALSE. The device is typically
not a nmenber of any group on the HFC.

4.2.2. 4 i gnpCachelast Reporter

The I P address of the source of the last menbership report received
for this IP Miulticast group address on this interface. If no
menbership report has been received, this object has the value of
0.0.0.0.

Passive Mbde / HFC Side: MJUST only apply to | ast reporter on HFC
side interface (e.g., nenbership is only active on subscriber side
of CMIS).

Acti ve Mbde

NSl -side: read-only
HFC-si de: read-only

4.2.2.5 i gnpCacheUpTi me
The tine el apsed since this entry was created.
Passive Mbde / HFC-side: MJIST only apply to duration of nenbership
on HFC-side interface (e.g., nmenbership is only active on subscri ber
si de of CMS).
Active Mode

NSl| -side: read-only
HFC-side: read-only

4.2.2.6 i gnpCacheExpiryTi me

The m ni num anmount of tine remaining before this entry will be aged
out.

Passi ve Mbde / HFC-side: MJIST only apply to duration of menbership
on HFC-side interface (e.g., nmenbership is only active on subscri ber
side of CMIS).
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Active Mde
NSI -side: read-only
HFC-si de: read-only

4.2.2.7 i gnpCacheSt at us

The status of this entry. Deletion of a rowresults in preventing
forwarding to this IP Multicast group address on this interface.
Del etion of a row does not prevent recreation of the row by
subsequent | GW Menbership Reporting or Milticast Routing updates.
The agent can refuse to renmove the row, but this is inplenentation
dependent .

Passi ve Mbde / HFC-side: read-create MJST only apply to nenbership
on HFC-side interface (e.g., nmenbership is only active on subscri ber
side of CMIS).

Acti ve Mbde
NSI -si de: read-create
HFC-side: read-create

4,.2.2.8 i gnpCacheVer si onlHost Ti ner

The time remaining until the local querier will assunme that there
are no longer any | GW version 1 nmenbers on this IP subnet attached
to this interface. Upon hearing any | GWv1l nenbership report, this
value is reset to the group nmenbership timer. Wiile this time
remaining is non-zero, the local querier ignores any | GWv2 | eave
messages for this group that it receives on this interface.

Passive Mbde / Al interfaces: n/a, read-only. Return a val ue of
zero.

Acti ve Mbde

NSl| -si de: read-only.
HFC-si de: read-only.
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4.3 |GW M B Conpliance and M B Obj ect G oupi ngs

This section presents a proposed set of MB conpliance and M B
Groups that are applicable to the description as set forth in this
docunent .

4.3.1 DOCSIS 1.1. 1GwW M B Conpliance Statenents
4.3.1.1 docsl gnpV2Passi veDevi ceConpl i ance

docsl gnpV2Passi veDevi ceConpl i ance MODULE- COVPLI ANCE
STATUS current
DESCRI PTI ON
"The conpliance statenent for DOCSI S Devi ces passively running
| GWv2 and inplenenting the IGWP MB."
MODULE - this nodul e
MANDATORY- GROUPS { i gnpBaseM BGr oup,
i gnpRout er M BG oup,
i gnpV2Rout er M BG oup

OBJECT i gnpl nterfaceStatus

M N- ACCESS r ead-only

DESCRI PTI ON

"Wite access is not required. "
OBJECT i gnpCacheSt at us

M N- ACCESS r ead-only

DESCRI PTI ON

"Wite access is not required."
;= {docsl gnpM BConpl i ances 1}

4.3.1.2 docsl gnpV2Act i veDevi ceConpl i ance
docsl gnpV2Act i veCnConpl i ance MODULE- COVPLI ANCE
STATUS current
DESCRI PTI ON
"The conpliance statement for DOCSIS Devices actively running
| GWv2 and inplenenting the IGWP MB."
MODULE - this nodul e
MANDATORY- GROUPS { i gnpBaseM BG oup,
i gnpV2Host M BGr oup,
i gnpRout er M BGr oup,
i gnpV2Rout er M BG oup

}
OBJECT i gnpl nterfaceSt at us
M N- ACCESS r ead-only
DESCRI PTI ON
"Wite access is not required."
OBJECT i gnpCachesSt at us
M N- ACCESS r ead-onl y
DESCRI PTI ON
"Wite access is not required.”
;.= {docsl gnpM BConpl i ances 2}
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4.3.2 M B G oups

See |GW MB for a description of the objects included in each
group.

4.3.2.1 i gmpV2Host M BGr oup
Active Devices only (optional, see notes for ignpCacheSelf).
4,.3.2.1 i gnpV2Rout er M BGr oup
Active and Passive Devices
4.3.2.2 i gnpBaseM BG oup
Active and Passive Devices
4.3.2.3 i gmpV2Rout er M BG oup
Active and Passive Devices
4,.3.2. 4 i gnpRout er M BGr oup
Active and Passive Devices
4.3.2.5 i gnpV2Host Opt M BGr oup
Active and Passive Devices
4.3.2.6 i gmpV2Pr oxyM BGr oup

Active Devices only.
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5. DOCSIS 1.1 1 GwP Mode Control and Cabl e Device M B Support

The default node of a DOCSIS 1.1 CM MJUST be to support passive | GW
operation. The default node of a DOCSIS 1.1 CMIS SHOULD be to
support passive | GW operation. No objects in the IDMR IGW MB
provide a consistent way to control this node for a DOCSIS 1.1
device. One option considered was to overload the context of the

i gnpl nterfaceProxylflndex such that setting this object constitutes
active node and clearing the object constitutes passive nbde. The
problemis that this precludes inplenentation of a DOCSIS 1.1 device
as a multicast router. Another option was to overload the context of
the ignplnterfaceQuerylnterval such that setting this object
constitutes active node and clearing this object constitutes passive
nmode. However, this precludes setting the query interval to zero.

The, unanbi guous, solution to controlling DOCSIS 1.1 IGW node is to
define a new object. The foll owing object is proposed as a new entry
to the docsDevBaseG oup in the Cable Device MB, [25]. This object
is shown as read-wite for devices that support both nodes. For
devices that only support the required passive node, this object is
specified to be read-only.

docsDevl gnpMbdeCont rol OBJECT- TYPE

SYNTAX | NTEGER { passive(1l), active(2)}

MAX- ACCESS read-write

STATUS current

DESCRI PTI ON "This object controls the node of operation that

the CM CMIS will operate in. In passive node,
the device forwards | GW between interfaces
based on know edge of Milticast Session activity
on the subscriber side interface and the rules
defined in section 3.3.1 of the RFlI. In active
node, the device termnates and initiates | GW
through its interfaces based on the know edge of
Mul ticast Session activity on the subscriber
side interface."

DEFVAL { 1} -- passive

::={ docsDevBase 6 }

docsDevBaseG oup OBJECT- GROUP
OBJECTS {

docsDevRol e,
docsDevDat eTi ne,
docsDevReset Now,
docsDevSeri al Nunber,
docsDevSTPCont r ol
docsDevl gnpMbdeCont r ol

}

STATUS current

DESCRI PTI ON
"A collection of objects providing device status and
control ."
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::={ docsDevG oups 1}

docsDevBasi cConpl i anceV2 MODULE- COVPLI ANCE
STATUS current
DESCRI PTI ON
"The conpliance statement for MCNS Cabl e Mbdens and
Cabl e Mbdem Termi nation Systens."

OBJECT docsDevl gnpModeCont r ol
M N- ACCESS r ead-only
DESCRI PTI ON
"It is conpliant to inplenent this object as read-only.
Devi ces need only support passive(l) node."
::={ docsDevConpliances 1 }
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6. Security Considerations

This MBrelates to a systemwhich will provide nmetropolitan public
internet access to nmulticast services. The security considerations
di scussed in RFC 2933, [20], apply here as well.

There are a nunber of managenent objects defined in this MB that
have a MAX- ACCESS cl ause of read-wite and/or read-create. Such
obj ects may be considered sensitive or vulnerable in sone network
environnments. The support for SET operations in a non-secure

envi ronnment w t hout proper protection can have a negative effect on
net wor k operati ons.

SNWPv1l by itself is not a secure environment. Even if the network

itself is secure (for exanple by using |IPSec), even then, there is

no control as to who on the secure network is allowed to access and
GET/ SET (read/ change/create/ delete) the objects in this MB.

It is recomended that the inplenmenters consider the security
features as provided by the SNMPv3 framework. Specifically, the use
of the User-based Security Mdel RFC 2574 [14] and the Vi ew based
Access Control Mdel RFC 2575 [17] is reconmended.

It is then a custoner/user responsibility to ensure that the SNW
entity giving access to an instance of this MB, is properly
configured to give access to the objects only to those principals
(users) that have legitinmate rights to indeed GET or SET
(change/ creat e/ del ete) them

6.1 Addi tional DOCSIS | GWP Security Considerations

Al though it is beyond the scope of this MB application note, the
security of 1GW and IP Miulticasting in a DOCSIS network is worth
further discussion. For exanple, inproper transm ssion of | GW PDUs
may result in unauthorized access to nulticast services, and may
present ' denial -of-service’ potential on the HFC (e.g., m schievous
users could sinply flood the upstreamwi th | GW for sessions they
are not authorized to receive; the result being cluttering the
downstream wi th unaut hori zed and undesired nulticast traffic).

Early discussions on IGW within the I PCDN and DOCSI S conmunities
centered on conditional and tined nulticast session activity. Mre
recent discussions have focused on a tighter coupling between the
Baseline Privacy Plus protocol, [24], and I GW to resol ve these

i ssues. Tying these protocols too tightly together may present

probl ems and conplexity that is unwarranted during the early stages
of multicast deploynents in DOCSIS networks. It is inportant to note

that a DOCSIS CMw || never forward unauthorized and encrypted data
fromthe HFC to the CMCl as it will fail on the downstream Security
Associ ation as defined by the BPI+ protocol. It is expected that

"non-destructive' users will give up trying to receive unauthorized
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sessions (e.g., stop sending nmenbership reports for sessions not
received). This will result in timng-out the session through nornal
| GW nechani sns (e.g., no one left sending MRs for this group).
Preventing denial -of-service is, perhaps, the greater security
concern for IGW in a DOCSI S network. One approach is to establish
controls on the CMIS that consult BPI+ Authorization tables before
accepting | GW Menbership Reports froma given CM

6.1.1 Proposed Security Rules for DOCSIS | GW

The followi ng set of rules have been proposed to provide better
security for IGW/IP Milticast in DOCSIS networks. The reader is
referred to the RFC 2236, [22], and the BPlI+ specification, [24].

NOTE: forwarding of | GW, presented bel ow, MJST be subject to permt
rules at the IP and | EEE802. 2 MAC Layer.

0 The CM MUST NOT forward | GW PDUs (Menbership Reports, Leaves,
etc.) upstreamfor Milticast Sessions that have been SA- MAP
Reply Rejected for authorization (e.g., this does not apply to
SA- MAP reject for unencrypted sessions).

Di scussion: this requires that the CMapply the follow ng order to
forwardi ng of | GW PDUs upstream

If the IGW PDU is for a Session that is newto the
CMCl - LAN, then the CM MUST NOT forward the PDU for this
Session until such tinme as a BPI+ SA-MAP Reply, with the
requested SA mapping, or a SA-Map Reject ’'not napped to
a SA'" is received. Said another way, the CM MJST NOT
forward | GWP for Sessions that result in a SA-MAP Rej ect
not authorized for SA. The CM MJST continue to treat all
subsequent | GW Menbership Reports for this session as
bei ng new and MJST result in a SA-MAP Request for this
traffic fl ow (Session).

0 The CM MJST consider all Milticast Sessions, associated with a
given SA, inactive on the CMClI-LAN as soon as the TEK state
machi ne ternminates for these sessions. That is, once the TEK
state machine terminates (either by a Key Reject or
Aut hori zation Invalid), Milticast data for Sessions associated
with this SA MIST NOT be forwarded fromthe HFC to the CMCI AND
the CM MUST consi der subsequent MRs for these Sessions as being
new (as descri bed above).

0 The CMIS SHOULD NOT process an | GW PDU sent from through a CM
if the MRis for a Session that is associated with Milticast
Addresses that has a SA (is encrypted) and is not authorized for
the CM (based on the HFC side CM nac address).
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Di scussion: this requires that the CMIS consult the BPI+

docsBpi 2Cm pMul ti cast MapTable (1P Miulticast Address to SAID) table
and the docsBpi 2Cnt sMul ti cast Aut hTabl e (CMIS Mul ticast SAID

Aut hori zation) table before processing | GWP nessages (MR or Leave;
Queries are explicitly prohibited on the upstrean). The follow ng

rul es apply.

If the IGWP is for a Multicast address that has an SA
and the CMfromwhich this | GWw PDU was sent is

aut horized for this SA then process the IGW (i.e., Ms
are reflected on downstream and the NSI nulticast
filters are renobved to send downstream data, etc.)

If the IGWP is for a Multicast address that does not
have an SA, then process the | GW.

If the IGW is for a Miulticast address that has an SA
and the CMfromwhich this | GWw PDU was sent is not

aut horized for this SA then the | Gw PDU SHOULD be

silently discarded.

0 The CMIS MAY stop forwarding Milticast data downstream for
Sessions that have an SA and for which there is no TEK state
machi ne runni ng.
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The |1 ETF takes no position regarding the validity or scope of any
intellectual property or other rights that mght be clained to
pertain to the inplenentation or use of the technol ogy described in
this docunent or the extent to which any |license under such rights
m ght or might not be avail able; neither does it represent that it
has made any effort to identify any such rights. [Information on the
| ETF' s procedures with respect to rights in standards-track and
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ki nd, provided that the above copyright notice and this paragraph
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the copyright notice or references to the Internet Society or other
I nternet organi zati ons, except as needed for the purpose of
devel opi ng Internet standards in which case the procedures for
copyrights defined in the Internet Standards process nust be
followed, or as required to translate it into | anguages other than
Engl i sh.
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revoked by the Internet Society or its successors or assigns.

Thi s docunent and the information contained herein is provided on an
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TASK FORCE DI SCLAI M5 ALL WARRANTI ES, EXPRESS OR | MPLI ED, | NCLUDI NG
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MERCHANTABI LI TY OR FI TNESS FOR A PARTI CULAR PURPCSE.
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