Enabling Protocols

New: 5 December 2005 

To enhance security, SQL Server 2005 Express Edition Developer Edition and Evaluation Edition install with only limited network connectivity. Connections to the Database Engine can be made from tools that are running on the same computer, but not from other computers. If you are planning to do your development work on the same computer as the Database Engine, you are finished. Management Studio or Management Studio Express Edition will connect to the Database Engine by using the shared memory protocol. This protocol is already enabled.

If you plan to connect to the Database Engine from another computer, you must enable a protocol, such as TCP/IP.


1. Start SQL Server Surface Area Configuration, and click Surface Area Configuration for Services and Connections.

2. In the Surface Area Configuration for Services and Connections box, the View by Instance box lists the instances of the Database Engine that are installed on the computer. The default instance (an unnamed instance) is listed as MSSQLSERVER. If you installed a named instance, the name you provided is listed. SQL Server 2005 Express Edition installs as SQLEXPRESS, unless you changed the name during setup. In the View by Instance box, expand the instance that you want to configure, expand Database Engine, and then click Remote Connections.

3. Click Local and remote connections, click Using TCP/IP only, then click OK and close the tool.
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 Next Task in Lesson 

Configuring a Fixed Port
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To enhance security, Microsoft Windows XP Professional Service Pack 2 (SP2) turns on the Windows Firewall. When SQL Server 2005 Developer Edition, Express Edition, or Evaluation Edition is running on Windows XP Professional and you want to connect to this instance from another computer, you must open a communication port in the firewall. The default instance of the Database Engine listens on port 1433; therefore, you do not have to configure a fixed port. However, named instances including SQL Server 2005 Express Edition listen on dynamic ports. Before you can open a port in the firewall, you must first configure the Database Engine to listen on a specific port; otherwise, the Database Engine might listen on a different port each time it is started.
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 Configure SQL Server to listen on a specific port 

1. In SQL Server Configuration Manager, expand SQL Server 2005 Network Configuration, and then click on the server instance you want to configure.

2. In the right pane, double-click TCP/IP.

3. In the TCP/IP Properties dialog box, click the IP Addresses tab. 

4. In the TCP Port box of the IPAll section, type an available port number. For this tutorial, we will use 1500.

5. Click OK to close the dialog box, and click OK to the warning that the service must be restarted.

6. In the left pane, click SQL Server 2005 Services.

7. In the right pane, right-click the instance of SQL Server, and then click Restart. When the Database Engine restarts, it will listen on port 1500.

Opening Ports in the Firewall
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Firewall systems help prevent unauthorized access to computer resources. To enhance security, Windows XP Professional Service Pack 2 (SP2) turns on Windows Firewall. To connect to SQL Server from another computer, you must open a port in the firewall.
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Important: 

	Opening ports in your firewall can leave your server exposed to malicious attacks. Be sure to understand firewall systems before opening ports. For more information, see Security Considerations for a SQL Server Installation. 


After you configure the Database Engine to use a fixed port, follow the following instructions to open that port in your Windows Firewall. (You do not have to configure a fixed port for the default instance, because it is already fixed on port 1433.)
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 To open a port in Windows Firewall 

1. On the Start menu, click Control Panel.

2. In Control Panel, click Network and Internet Connections, and then open Windows Firewall.

3. In Windows Firewall, click the Exceptions tab, and then click Add Port.

4. In the Add a Port dialog box, in the Name box, type SQL Server <instanceName>.

5. In the Port number box, type the port number of the Database Engine instance. Use 1433 for the default instance. Type 1500 if you are configuring a named instance and configured a fixed port in the previous task. Verify that TCP is selected, and then click OK.

Connecting to the Database Engine from Another Computer
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Now that you have configured the Database Engine to listen on a fixed port, and have opened that port in the firewall, you can connect to SQL Server from another computer.

When the SQL Server Browser service is running on the server computer, and when the firewall has opened UDP port 1434, the connection can be made by using the computer name and instance name. To enhance security, our example does not use the SQL Server Browser service.
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 To connect to the Database Engine from another computer 

1. On a second computer that contains the SQL Server 2005 client tools, log in with an account authorized to connect to SQL Server, and open Management Studio.

2. In the Connect to Server dialog box, confirm Database Engine in the Server type box.

3. In the Server name box, type tcp: to specify the protocol, followed by the computer name, a comma, and the port number. To connect to the default instance, the port 1433 is implied and can be omitted; therefore, type tcp:<computer_name>. In our example for a named instance, type tcp:<computer_name>,1500.

4. In the Authentication box, confirm Window Authentication, and then click Connect.

Connecting Using the SQL Server Browser Service
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The SQL Server Browser service listens for incoming requests for SQL Server resources and provides information about SQL Server instances installed on the computer. When the SQL Server Browser service is running, users can connect to named instances by providing the computer name and instance name, instead of the computer name and port number. Because SQL Server Browser receives unauthenticated UDP requests, it is not always turned on during setup. For a description of the service and an explanation of when it is turned on, see SQL Server Browser Service.

To use the SQL Server Browser, you must follow the same steps as the previous task in this lesson, and open UDP port 1434.

This concludes this brief tutorial on basic connectivity. For more information about configuring server and client connectivity, see Database Engine Connectivity How-to Topics.
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