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Data Security 

Programs 
 

 ملاحظات عامة
 إٌى تغٍغً. ASCIIِٓ وً زشف ٌتسوٌٍُٗ ِٓ  79ٌتُ طشذ  -:1

 إٌى اٌسشف. 79تإضافح  ASCIIثُ ٌتُ تسوٌٍُٗ ِٓ تغٍغً إٌى 

 عٕذ اٌتعشٌف.  stringٌتُ أعطاء لٍّح فاسغح ٌىً -:2

 شذ واٌضشب لغّح و٘ىزا.تىوْ عٍٍّح فه اٌشفشج عىظ عٍٍّح اٌتشفٍش أي أْ اٌدّع ٌصثر ط -:3

 .foreachأو  تعذد أزشف رٌه إٌص for loopٌتُ اٌتعاًِ ِع إٌص زشف تٍوا الأخش عٓ طشٌك  -:4

 اٌغاٌح ِٓ اعتعّاي الألواط فً اٌعٍٍّاخ اٌسغاتٍح ً٘ ٌضٌادج الأعثمٍح. -:5

 Windowsوٌّىٕىُ طٍة ٔغخح تشاِح  Consoleخٍّع اٌثشاِح  -:6

 

 اٌثشٔاِح اٌشئٍغً

 لأغٍة خواسصٍِاخ وطشق اٌتشفٍش, وٌىتة واٌتاًٌوْ اٌثشٔاِح اٌشئٍغً عادجً ٔفغُٗ ٌى

        static void Main(string[] args) 

        { 

            Console.Write("enter the Key: "); 

            int k=int.Parse(Console.ReadLine()); 

            Console.WriteLine("Enter E for Encryption\nEnter D for Decryption"); 

            int ch =Console.ReadKey(true).KeyChar; 

            if(ch == 'E' || ch == 'e') 

            { 

                Console.Write("enter plain text: "); 

                string st=Console.ReadLine(); 

                Enc(st,k); 

            } 

            else if(ch == 'D' || ch == 'd') 

            { 

                Console.Write("enter cipher text: "); 

                string st=Console.ReadLine(); 

                Dec (st, k); 

            } 

            Console.ReadKey(); 

        } 
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 طرق التشفير
عوف ٔتطشق ٌّدّوعح ِٓ طشق اٌتشفٍش ووتاتح وً ِٓ داٌح اٌتشفٍش وداٌح فه اٌشفشج ٌىً ِٓ تٍه 

 اٌطشق

1- Column Transposition 

 

        static string KeyModefire(string Key1) 

        { 

            char[] tkey = Key1.ToArray<char>(); 

            for (int i = 0; i < tkey.Length; i++) 

                for (int j = i + 1; j < tkey.Length; j++) 

                    if (tkey[i] > tkey[j]) 

                    { 

                        char t = tkey[i]; 

                        tkey[i] = tkey[j]; 

                        tkey[j] = t; 

                    } 

            string key2 = ""; 

            string key3 = ""; 

            for (int i = 0; i < Key1.Length; i++) 

                key2 += tkey[i]; 

            for (int i = 0; i < Key1.Length; i++) 

                key3 += key2.IndexOf(Key1[i]); 

            return (key3); 

        } 
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        static void Enc(string p,string Key) 

        {   

         int row = (int) Math.Ceiling(p.Length / (float)Key.Length); 

                  int column=Key.Length; 

         char[,] A1=new char[row,column]; 

                  char[,] A2=new char[row,column]; 

                  int i = 0; 

            for (int x = 0; x < column; x++) 

                for (int y = 0; y < row; y++) 

                { 

                    if(i >= p.Length) 

                        A1[y,x] = 'x'; 

                    else 

                        A1[y,x] = p[i++]; 

                } 

                for (i = 0; i < column; i++) 

                    for (int j = 0; j < row; j++) 

                        A2[j,i] = A1[j,Key[i]-48]; 

                for (i = 0; i < row; i++) 

                    for (int j = 0; j < column; j++) 

                        Console.Write(A2[i,j]); 

        } 

 

        static void Dec (string c, string Key) 

        { 

            int column = Key.Length; 

            int row = (int)Math.Ceiling(c.Length / (float)column); 

            char[,] A1=new char[row,column]; 

            char[,] A2 = new char[row, column]; 

            int i = 0; 

            for (int x = 0; x < row; x++) 

                for (int y = 0; y < column; y++) 

                    A1[x,y] = c[i++]; 

            for (i = 0; i < column; i++) 

                for (int j = 0; j < row; j++) 

                    A2[j,Key[i]-48] = A1[j,i]; 

            for(i = 0; i < column; i++) 

                for (int j = 0; j < row; j++) 

                    Console.Write(A2[j,i]); 

        } 

 

 



ONLINE                                Mohammad Tariq AL Asaly 

 
عّاسج اٌذتاغ –ِماتً تاب اٌعٍوَ  –اٌّدّوعح اٌثمافٍح  –ِوصً   

 

5 

2- Addition Cipher ( Direct Standard Or Caesar Cipher) 

Encryption Formula  C = ( M + K ) Mod 26 

Decryption Formula  M = ( C – K ) 

 

static void Enc(string p, int k) 

        { 

            string c="";  //cipher text string 

            foreach(char ch in p) 

                c += Convert.ToChar((ch - 97 + k ) % 26 + 97); 

// C = ( M + K ) Mod 26 

            Console.Write("the cipher Text are: "+c); 

        }    

 

        static void Dec (string c, int k) 

        { 

            string p="";  //plain text string 

            foreach(char ch in c) 

            { 

                int n; 

                if (( n= ch - 97 - k ) < 0) // M = ( C – K ) 

                    n+=26;   

                p += Convert.ToChar(n+97);    

            } 

            Console.Write("the Plan Text are: "+p); 

        } 
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3- Zigzag Transposition Cipher 

 

         static void Enc(string p) 

        { 

            string c1 = "",c2=""; 

         for(int i=0;i<p.Length;i++) 

         { 

          c1 += p[i]; 

                if(++i<p.Length) 

                 c2 += p[i]; 

         } 

            string ci = c1 + c2; 

         Console.WriteLine("The Cipher Text is: " + ci); 

        } 

 

        static void Dec(string ci) 

        { 

         string p = ""; 

            int n = (int)Math.Ceiling(ci.Length / 2.0); 

            for (int x = 0; x < n; x++) 

            { 

                p += ci[x]; 

                if(x + n<ci.Length) 

                    p += ci[x + n]; 

            } 

            Console.WriteLine("The Plan Text is: "+p); 

        } 
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4- Multiplicative Cipher 

Encryption Formula  C = ( M * K ) Mod 26 

Decryption Formula  M = ( C / K ) 

 

static void Enc (string p,  int k) 

        { 

            string c=""; 

            foreach(char ch in p) 

                c += Convert.ToChar((( ch - 97) * k) % 26 + 97); 

            Console.Write("the cipher Text are: "+c); 

        } 

 

        static void Dec (string c, int k) 

        { 

            string p=""; 

            foreach (char ch in c) 

            { 

                int n = ch - 97; 

                while (n % k != 0) 

                    n += 26; 

                p += Convert.ToChar(n / k + 97); 

            } 

            Console.WriteLine("Plain Text is: "+p); 

        } 
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5- Standard Reverse Cipher 

Encryption Formula  C = ( 25 – M ) Mod 26 

Decryption Formula  M = ( 25 – C ) Mod 26 

 

 وّا ٔلازظ فإْ ٘زٖ اٌطشٌمح تغتخذَ ٔفظ اٌمأوْ ٌٍتشفٍش وٌفه اٌشفشج

 

        static void revers(string p) 

        { 

            string c=""; 

            foreach(char ch in p) 

            c += Convert.ToChar((25 - (ch - 97 )) % 26 + 97); 

            Console.WriteLine("the cipher Text are: "+c); 

        } 

 

        static void Main() 

        { 

            Console.Write("enter The text to Enc or Dec: "); 

            string st=Console.ReadLine(); 

            revers (st); 

            Console.ReadKey(); 

        } 
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6- Affine Cipher 

Encryption Formula  C = ( M * K1 + K2 ) Mod 26 

Decryption Formula  M = (( C – K2 ) / K1 ) Mod 26 

 

, ٌزا ٔستاج إٌى داٌح ٌغاوي وازذ 26و  K1ِٓ ششوط ٘زٖ اٌطشٌمح أْ اٌماعُ اٌّشتشن الأعظُ تٍٓ 

 ٌٍداد اٌماعُ اٌّشتشن الأعظُ.

 داٌح ٌٍداد اٌعاًِ اٌّشتشن الأعظُ //  

        static int GCD(int x, int y)   

        { 

            if (y == 0) 

                return (x); 

            return (GCD(y, x % y)); 

        } 

 طشٌمح ثأٍح

        static int GCD(int x, int y) 

        { 

            while (y != 0) 

            { 

                int z = x % y; 

                x = y; 

                y = z; 

            } 

            return (x); 

        } 

 

        static void Enc(string p, int k1, int k2) 

        { 

            if( GCD ( k1, 26) == 1) 

            { 

                string c=""; 

                foreach(char ch in p) 

                    c += Convert.ToChar((( ch - 97 ) * k1 + k2 ) % 26 + 97); 

                    Console.WriteLine("the cipher Text are: "+c); 

            } 

            else 

                Console.WriteLine(" unvalued key"); 

        } 
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        static void Dec(string c, int k1, int k2) 

        { 

            if (GCD(k1, 26) == 1) 

            { 

                string p = ""; 

                foreach (char ch in c) 

                { 

                    int n; 

                    if ((n = ch - 97 - k2) < 0) 

                        n += 26; 

                    while (n % k1 != 0) 

                        n += 26; 

                    p += Convert.ToChar(n / k1 + 97); 

                } 

                Console.WriteLine("the Plain Text are: " + p); 

            } 

            else 

                Console.WriteLine("unvalued Key"); 

        } 
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7- Keyword Mixed 

 

        static string mixed_array (string key1, char kl) 

        { 

            string key = ""; 

            int x = 0; 

            foreach(char ch in key1) 

                if (!key.Contains(ch)) 

                    key += ch; 

            char[] mix=new char[27]; 

            char a = 'a'; 

            x = 0; 

            int i; 

            for (i = kl - 97; x < key.Length; i++) 

                mix[i]= key[x++]; 

            for (; i < 26; i++) 

            { 

                if(!key.Contains(a)) 

                    mix[i] = a; 

                else i--; 

                a++; 

            } 

            for( i = 0; i < kl - 97; i++) 

            { 

                if (!key.Contains(a)) 

                    mix[i] = a; 

                else i--; 

                a++; 

            } 

            string m = ""; 

            for (i = 0; i < mix.Length; i++) 

                m += mix[i]; 

            return m; 

        } 
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        static void Enc ( string p, string key, char k) 

        { 

            string c=""; 

            string mix = mixed_array ( key, k); 

            foreach(char ch in p) 

                c += mix[ch - 97]; 

            Console.WriteLine("The Cipher Text is: "+c); 

        } 

 

        static void Dec(string c,string key,char k) 

        { 

            string p=""; 

            string  mix = mixed_array ( key, k); 

            foreach(char ch in c) 

                for (int j = 0; j < 26; j++) 

                    if (mix[j] == ch) 

                    { 

                        p += Convert.ToChar(j + 97); 

                        break; 

                    } 

            Console.WriteLine("The Plain Text is: "+p ); 

        } 

 

8- Vigenere Cipher 

Encryption Formula  C = ( M + K ) % 26 

Decryption Formula  M = (C – K ) 

 

        static void Enc (string p, string k) 

        { 

            string  c= "\0"; 

            int x = 0; 

            foreach(char ch in p) 

            { 

                x = ( x == k.Length)? 0 : x; 

                c += Convert.ToChar((( ch - 97) + (k[x++] - 97)) % 26 + 97); 

            } 

            Console.WriteLine("The Cipher Text is: "+c); 

        } 



ONLINE                                Mohammad Tariq AL Asaly 

 
عّاسج اٌذتاغ –ِماتً تاب اٌعٍوَ  –اٌّدّوعح اٌثمافٍح  –ِوصً   

 

13 

 

        static void Dec (string c, string k) 

        { 

            string p=""; 

            int x=0; 

            foreach(char ch in c) 

            { 

                int n; 

                x = ( x == k.Length)? 0 : x; 

                n = (( ch - 97) -  (k[x++] - 97)); 

                p += Convert.ToChar((n < 0)? n + 26 + 97 : n + 97); 

            } 

            Console.WriteLine("The Plain Text is: "+p); 

        } 

 

9- Beaufort Cipher 

Encryption Formula  C = ( K – M ) 

Decryption Formula  M = (K – C) 

 

        static void Enc (string p, string k) 

        { 

         string c = ""; 

         int x = 0; 

            foreach (char ch in p) 

            { 

                int n; 

                x = (x == k.Length) ? 0 : x; 

                n = ((k[x++] - 97) - (ch - 97)); 

                if (n < 0) 

                    n += 26; 

                c += Convert.ToChar(n + 97); 

            } 

            Console.WriteLine("Cipher Text is: "+c); 

        } 
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        static void Main ( ) 

        { 

            Console.Write("enter the keyword: "); 

            string k = Console.ReadLine(); 

            Console.WriteLine("Enter E for Encrption\nEnter D for Decrption\n"); 

            int c = Console.ReadKey(true).KeyChar; 

            if(c == 'E' || c == 'e') 

                Console.Write("enter plinte text: "); 

            else if(c == 'D' || c == 'd') 

                Console.Write("enter cipher text: "); 

            string p = Console.ReadLine(); 

            Enc (p, k); 

            Console.ReadKey(); 

        } 

 

10- LFSR(Linear Feedback Shift Register) 

 

        static string MaxSeq(string t1,string t2) 

        { 

            string L1 = ""; 

            int n = t2.Length; 

            int[] iv = new int[n]; 

            string s = ""; 

            for (int i = 0; i < n; i++) 

            { 

                iv[n - 1 - i] = t1[i] - 48; 

                if (t2[n - i - 1] == '1') 

                    s += i; 

            } 

            int p = (int)Math.Pow(2, n) - 1; 

            int[] maxs = new int[p]; 

            for (int i = p - 1; i >= 0; i--) 

            { 

                maxs[i] = iv[n - 1]; 

                int m = iv[s[0] - 48]; 

                for (int j = 1; j < s.Length; j++) 

                    m = m ^ (iv[s[j] - 48]); 

                for (int j = n - 1; j > 0; j--) 

                    iv[j] = iv[j - 1]; 

                iv[0] = m; 

                L1 += maxs[i]; 
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            } 

            return(L1); 

        } 

 

        static void Enc(string t3,string L1) 

        { 

            string t4 = ""; 

            string s = t3; 

            string k = L1; 

            string binary = ""; 

            for (int i = 0; i < s.Length; i++) 

            { 

                int m = (int)s[i]; 

                for (int j = 0; j < 8; j++) 

                { 

                    binary = m % 2 + binary; 

                    m /= 2; 

                } 

            } 

            int x = 0; 

            for (int i = 0; i < binary.Length; i++) 

            { 

                t4 += binary[i] ^ k[x]; 

                x = (x + 1) % k.Length; 

            } 

            Console.WriteLine(t4); 

        } 

 

        static void Main(string[] args) 

        { 

            Console.Write("enter thr initial value: "); 

            string t1 = Console.ReadLine(); 

            Console.Write("enter thr Cofitiont value: "); 

            string t2 = Console.ReadLine(); 

            string L1 = MaxSeq(t1, t2); 

            Console.WriteLine(L1); 

            string t3 = Console.ReadLine(); 

            Enc(t3, L1); 

            Console.ReadKey(); 

        } 

 

 

 



ONLINE                                Mohammad Tariq AL Asaly 

 
عّاسج اٌذتاغ –ِماتً تاب اٌعٍوَ  –اٌّدّوعح اٌثمافٍح  –ِوصً   

 

16 

 Eulerزغاب لٍّح 

        static bool Prime (int N) 

        { 

         for (int i = 2; i < N / 2; i++) 

          if (N % i == 0) 

           return false; 

         return true; 

        } 

 

        static long Euler (int N) 

        { 

         if (Prime (N)) 

          return (N - 1); 

         int m = 2, k = 2; 

         while (Math.Pow(k, m) <= N) 

         { 

          while (Math.Pow(k,m) <= N) 

          { 

           if ((Math.Pow(k, m) == N) && (Prime (k) )) 

            return (long)(Math.Pow(k, m - 1) * (k - 1)); 

           m++; 

          } 

          m = 2; 

          k++; 

         } 

         int p = 2, q = 2; 

         while (p * q <= N) 

         { 

          while( p * q <= N) 

          { 

           if (( p * q == N) && (Prime(p)) && (Prime (q) )) 

            return (( p - 1) * (q - 1 )); 

           q++; 

          } 

          q = 2; 

          p++; 

         } 
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            long e = 1; 

            int n = N; 

            for (int i = 2; i < N / 2; i++) 

            { 

                int j = 0; 

                while (n % i == 0 && n > 1) 

                { 

                    j++; 

                    n /=i; 

                } 

                if(j!=0) 

                    e *= (long)Math.Pow(i,j-1)*(i-1); 

            } 

            return(e); 

        } 

 

        static void Main() 

        { 

            int n = int.Parse(Console.ReadLine()); 

            Console.WriteLine(Euler(n)); 

            Console.ReadKey(); 

        } 

 

 


